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TSA and PPE Surface Cybersecurity – Mission 

and Priorities

TSA is the Transportation Systems Sector Co-Sector Specific Agency (co-SSA) 

with the Department of Transportation and the United States Coast Guard

TSA Mission

• Protect the nation's transportation systems to ensure freedom of 

movement for people and commerce

TSA Cybersecurity Priorities

• Identify cyber security risks

• Reduce vulnerabilities to our systems and critical infrastructure across the 
transportation systems sector

• Mitigate consequences if and when incidents do occur

• Strengthen security and ensure the resilience of the Transportation 
system

Surface Cybersecurity Priorities

• Cyber Critical Infrastructure Protection

• Cybersecurity Awareness and Outreach

• Information Sharing and Working Groups

• Managing Risks through Industry Engagement



Cybersecurity Mandates

TSA Cybersecurity Roadmap identifies four major priorities that will help the agency 

achieve its cybersecurity goals:

• Identify cyber security risks

• Reduce vulnerabilities to our systems and critical infrastructure across the 

transportation systems sector

• Mitigate consequences if and when incidents do occur

• Strengthen security and ensure the resilience of the Transportation system



Surface Cybersecurity – Workshops

As of July 11, 2019, 

TSA Surface through 

the Intermodal 

Security Training 

and Exercise 

Program (I-STEP)  

has conducted 14 

Cybersecurity 

Workshops

2017 - 2019



Surface Cybersecurity Workshops

Multi-modal participants receive five nontechnical 

takeaways to consider over five days (“5N5”) to 

enhance their transportation organizations’ 

cybersecurity posture

Workshop Goals

1. Inform stakeholders (industry and federal) about 

cybersecurity “No Cost” resources and programs to elicit 

feedback

2. Facilitate discussion of best practices and lessons learned 

associated with implementing cybersecurity measures

3. Provide multi-modal participants with five nontechnical 

actions to consider over five days (“5N5”) to enhance their 

transportation organizations’ cybersecurity posture



5N5 Nontechnical Cybersecurity Actions
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DHS CISA Cybersecurity Role

• Cybersecurity & Infrastructure Security Agency (CISA) 

Leads Federal cybersecurity programs

• Cyber Security Division

Leads efforts to enhance the security of cyber and communications 

infrastructure

• Information sharing

• Risk assessments

• Technical assistance

• Education

• Incident response



Cybersecurity Advisors
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National Cybersecurity 

Communications and Integration 

Center (NCCIC)

• Manages 24/7 cybersecurity operations 

center

• Provides cybersecurity scanning, 

testing, threat analysis, mitigation, and 

incident management services 

• Coordinates cyber activities with law 

enforcement, intelligence, and defense 

communities

DHS NCCIC

Alerts, Bulletins, Security 

Updates, Best Practices

US-CERT

https://www.us-cert.gov/

ICS-CERT

https://ics-cert.us-cert.gov/
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Incident Reporting



When to report suspected or confirmed cyber incidents 

• Potential significant loss of data, system availability, or system 

control

• Impact to critical infrastructure or core government function

• Indication of unauthorized access to, or malicious software present 

on, critical information technology systems

How to report

• NCCIC: NCCICCustomerService@hq.dhs.gov or 888-282-0870

• FBI Field Office Cyber Task Forces: http://www.fbi.gov/contact-

us/field

• Transportation Security Operations Center: 866-615-5150 (Covered 

entities under 49 CFR Part 1580.105 and  49 CFR 1580.203)

Incident Reporting (Continued)
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Contact Information

Lee Allen, Surface Division Cybersecurity Lead

Lee.Allen@tsa.dhs.gov, 571-227-1251

For additional information about joining the Transportation Systems 

Sector Cyber Working Group or to receive This Week in Transportation 

Cybersecurity, email: Cybersecurity@tsa.dhs.gov

If you believe you have been a victim of a cybersecurity incident, report it 

to the National Cybersecurity and Communications Integration Center 

(NCCIC) at (888) 282-0870 or 

NCCICCUSTOMERSERVICE@hq.dhs.gov or to your local FBI field 

office
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