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TSA and PPE Surface Cybersecurity — Mission

and Priorities

TSA is the Transportation Systems Sector Co-Sector Specific Agency (co-SSA)
with the Department of Transportation and the United States Coast Guard

TSA Mission
* Protect the nation's transportation systems to ensure freedom of
movement for people and commerce

TSA Cybersecurity Priorities
 Identify cyber security risks

* Reduce vulnerabilities to our systems and critical infrastructure across the
transportation systems sector

« Mitigate consequences if and when incidents do occur

« Strengthen security and ensure the resilience of the Transportation
system

Surface Cybersecurity Priorities

* Cyber Critical Infrastructure Protection

« Cybersecurity Awareness and Outreach

« Information Sharing and Working Groups

« Managing Risks through Industry Engagement
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Cybersecurity Mandates

g S NATIONAL CYBER
U STRATEGY

TSA Cybersecurity Roadmap
2018
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Released May 2018 Released September 2018 Released November 2018

TSA Cybersecurity Roadmap identifies four major priorities that will help the agency

achieve its cybersecurity goals:
 Identify cyber security risks
* Reduce vulnerabilities to our systems and critical infrastructure across the
transportation systems sector
« Mitigate consequences if and when incidents do occur
« Strengthen security and ensure the resilience of the Transportation system
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Surface Cybersecurity — Workshops

2017 - 2019

As of July 11, 2019,
TSA Surface through
= the Intermodal
Security Training
and Exercise
Program (I-STEP)
has conducted 14
Cybersecurity
Workshops

Transportation

%"oi}ié&;}%
%w: Security
e’/ Administration




Surface Cybersecurity Workshops

Multi-modal participants receive five nontechnical
takeaways to consider over five days (“5N5”) to
enhance their transportation organizations’
cybersecurity posture

Workshop Goals

1. Inform stakeholders (industry and federal) about
cybersecurity “No Cost” resources and programs to elicit
feedback

2. Facilitate discussion of best practices and lessons learned
associated with implementing cybersecurity measures

3. Provide multi-modal participants with five nontechnical
actions to consider over five days (“5N5”) to enhance their
transportation organizations’ cybersecurity posture
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5N5 Nontechnical Cybersecurity Actions

#1 Develop #2 Implement a
familiarity with the unigue Password
NIST Framework Change Policy
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#3 Understand the #4 Differentiate #5 Report
latest Phishing & Access Control Cybersecurity
Spam trends and how to among staff Incidents
Message Awareness to the NCCIC




DHS CISA Cybersecurity Role

CISA

CYBER+INFRASTRUCTURE

 Cybersecurity & Infrastructure Security Agency (CISA)
Leads Federal cybersecurity programs

* Cyber Security Division
Leads efforts to enhance the security of cyber and communications
Infrastructure

« Information sharing

« Risk assessments

« Technical assistance
« Education

« Incident response

CISA provides more than 40
cybersecurity tools and
resources for public and

private sector stakeholders

oL

Transportation

%w: Security
e’/ Administration




Cybersecurity Advisors

Harley Rinerson Regi Tony Enriquez
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NE Rich Richard
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Ben Gilbert
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\ Bradford Willke
\ Chief of Field Operations
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DHS NCCIC

National Cybersecurity
Communications and Integration
Center (NCCIC)

« Manages 24/7 cybersecurity operations

center
* Provides cybersecurity scanning, Alerts, Bulletins, Security
testing, threat analysis, mitigation, and Updates, Best Practices
Incident management services US-CERT
. L. : https://www.us-cert.gov/
« Coordinates cyber activities with law \CS.CERT
enforcement, intelligence, and defense https://ics-cert.us-cert.gov/

communities
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https://www.us-cert.gov/

Incident Reporting

Cyber Incident Reporting
A Unifiad Message for Reporting to the Fadaral Government

Cyoar incidants cam herw sarious consequances. The thadt of privess, Sxemcial, or other sensittve dam and cyber attacks that daomge
conyer sysims aw capable of crming lesting berm o amons exgaged @ parsoml or comeeecial oefme treactens. Such risks
are Icreasinly facnd by badinoues, consomon, and all othar nsars of the Internet.

A privais sector extity Sat is a wictim of a cyber moident can receivs asdvancs from govermment apencies, which ae propared o
mhmmmmgmwmﬁnm For sxanspls, foderal b sadforcement agencies
Tors highly maimed = in ing to cyber incidents Sor the spmss papow of dimpting dreat actors
dnmn\iﬂnnn.\hilﬂ]:lmnmtghmmcﬂnpmahm Tn addition to b exfrrcement, other fder] msponders
provide tocheical audstancs 10 prowct assets, mitiga venerabilitics, and offer on-souns reponss parsoonal w0 xid & nciden
Tecovery. Whea nupporting afected entitics, the various ageaciss of the Fedan] Goveroeenr wozk in andees to leverage Soir
et reeponss sxpartise, apply thair kmowledge of cyber thoeats, preserve by evidence, amd nes ther conshined authortiss and
cagatilitios beth o otz awwst velnorabdlity and bring esalicious actors to justics. This fact shoot woplins whee, wat, and how o
Tepent to the Fodoral Govermpe in the vene of 2 cybar incidons .

Whea iz REeport to the Federal Govermmest
A cybar incidenr £ am event that could j i S0 iality, mmgity, or of Egral or ndrmation
C)hmht\mhgmupjmhmpmdwhmltmbﬂnfmw Accordngty, vicims
nmmmﬂqhmhﬂmw
= mewlt i a gmificant Jous of date, sywien avedlshility, or costol of mystems;
» impact a lirge msher of victis:
. nﬂmonmﬂmndmnb,m—mlmmﬂmmmmmmlmﬁmmhﬂmhy

= affect critical I % OF Colw
» impact natiomal security, sconomic security, wpd:l:hn]ﬂ:mciuﬁh
What = Report

A cyber incidont ery be separied at et stages, sven when complets information mory ot be availsble. Heipdal mformtion could
what respons actions bnve almady besn talen, and whe has bean notified.

Eow to Report Cyber Incidests to the Federal Goverzment

Privais soctor entities. axperiencng cyber incidents ar encouraged o seport a cyber moident to e Jocal fisld officss. of fedenl L
enforcement agencies, their sector specific agecy, and ay of the fdaral apencios Bsied in S t2bls oo pags two. The federal agency
Tecaiving, the mital repart will coondinat with othar =ieant fodarl sokebeldors in meponding to the incidamt. IF the affecwed antity
in obligated Ty b or contract to mepart & cyber mncident, the sntihy should comply with St obligtion m addton to volmiarily
Tepesting the incident tv an approprizte foderal pomnt of contact.

‘Types of Federal Incident Fesponse

Upon mecséving, a repaet of a oybar incidane, the Federal Govermmon: will promptéy foces its aSiets on me acivities: Thuat Rompaons
mnd Asset Baspomsa. Mmmhhﬂﬂmmnﬂkwmmbmqhmmﬂmhmqh
activity. [t inchudes condnctng arinemal imsstigatons and other actions to cousbar the malicious cyber acinity. Aswet respome
inchudes profoctng assets and mitigating vulnershities m the face of mmlicous cyber acthity. Tt inchudes redecing the impact o

wyviens and'or dety; sengthening, recovering and metoring senvices: bharsifying ofher enfitiss ot risk; and asseaaing potsatial misk to
thie hroadar coempmmity.

Imespective of the type of mcidant or its comespending meponss, Federal agencios work topsther to help affecied entitios undarind
tho incidene ik ralared incidonts, and dhors freeotion to mpidhy seckos the sittion i a momner that protects privacy and il

libartion.

Key Federal Points of Contact

Threat Rasponse

Fedeml Bunsau of Investigation [FBI)

FBI Field Office Cyber Task Forces:

Tt s i gowy oontact-us field

IntErnet Crime Compiaint Canter [13):

et/ frmnwica. pow
Raport CySarTrime, incuding CompUtar iNrusions or Gthooks,
Jroud, intsiochuct prODorTy thaft, idantity tnaY, Ehaft of troca
sacTets, crimingl hocking. tarrorist Gotfly, Spionege,
SEOOLDYa, oF othar foreign intoNigence Doy 0o FRI Fieid

Azzet Response

Hational Cybersecurity and Communications integration
Center [NCOC)

NCOC: (558) 282-0870 0r HCOCE hg.dhs.gow

\United States Computer Emergency Resdiness Team:

IV WAL LS-Dert o
FEport SUSAICHRd oF confiTmad CRDa incigents, induding wion
0 GTRChad SRELY MOy DR iNfGrested in GOVEYTIMGNt assistonos

i reAmOVInG T SORITONY, FRstoning operotions, and
racommanading WOYS to fUrthar improve sacunty.

OfTice Cybar Task Foras.

Raport incivicual instanoes of (ybarcrime to tha /3, which
mpbmnvrmm'rphnuﬁwn both wclir ang thirg!
porhes.

Kational Cyber Investigative hoint Task Force
MCUITF CytWabch 247 Command Center: (533) 252-3337
or cywatchi®ic i gow
Raport cybar infrusions ond maor CroRnaimes thot raguing
ERmssmanE for action, investigotion, onG enGegRTETT With
ool fieid offices of fedensi low anforoement agandes or ihe
Fdaral Govammant.

United States Sacret Senvice

Secret Service Field Offices and Elsctronic Crimes Task

Fonoes (ECTFS):

it s secretserice gouontact fiskd-offices
ﬂpoﬂq.mmm |mmngm|pmlnmummsﬂm

oge, p troficiing, or thaft off

menwmwmﬂ(mﬁwvmm
United Stafes immigration and Customs Enforcement
Homeland Seourity Imeestigations [ICE/HS)

I Tip Line: 555-DHS-2-40E (B65-347-2423) or

s e e gon fwe ooy rsi-tio-form:

HS! Field Offices: ttps:/fawaice movw'contac, s

HSI Cyber Crimes Center: Ntos, fawwics zovoyber-

crimes

m incudling: digita) L'u_ﬂof

H there is an immedizte threat to pubilic he: or safety, the public should always call 911,




Incident Reporting (Continued)

When to report suspected or confirmed cyber incidents

« Potential significant loss of data, system availability, or system
control

» Impact to critical infrastructure or core government function

 Indication of unauthorized access to, or malicious software present
on, critical information technology systems

How to report

« NCCIC: NCCICCustomerService@hqg.dhs.gov or 888-282-0870

* FBI Field Office Cyber Task Forces: http://www.fbi.gov/contact-
us/field

« Transportation Security Operations Center: 866-615-5150 (Covered
entities under 49 CFR Part 1580.105 and 49 CFR 1580.203)
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Contact Information

Lee Allen, Surface Division Cybersecurity Lead
Lee.Allen@tsa.dhs.qgov, 571-227-1251

For additional information about joining the Transportation Systems
Sector Cyber Working Group or to receive This Week in Transportation
Cybersecurity, email: Cybersecurity@tsa.dhs.gov

If you believe you have been a victim of a cybersecurity incident, report it
to the National Cybersecurity and Communications Integration Center
(NCCIC) at (888) 282-0870 or

NCCICCUSTOMERSERVICE@hg.dhs.gov or to your local FBI field
office
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