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1. Introduction

1.1. What is FACES?

The Federal Transit Administration (FTA) maintains several web-based software systems
that reside on the same FTA platform. The FTA platform is accessed via the website,
https://faces.fta.dot.gov/suite/. The systems on this FTA platform include the Transit
Award Management System (TrAMS), the National Transit Database (NTD), FTA
Discretionary Grant System (DGS), the Joint Procurement Clearinghouse (JPC), and the FTA
Access Control and Entry System (FACES). TrAMS is FTA’s system for awarding and managing
federal grants. NTD is FTA’s system for tracking transit statistics on American transit systems.
The JPCis available to FTA grant recipients for communicating about procurement needs
and soliciting partners for a joint purchase. DGS is FTA’s system for approving or rejecting
grant applications and preparing funding scenarios. FACES is the user creation and
management system for each user on the FTA platform. All other software systems on the
FTA platform rely on FACES for user management functions. Within FACES, each software
system has its own set of user roles access privileges.

2. User Access

2.1. New User Account Creation

User access to each of the FTA software systems on the FTA platform,
https://faces.fta.dot.gov/, is granted by either an organizational User Manager (UM),
Local Security Manager (LSM), or Global Security Manager (GSM) within the
appropriate system. An individual with one of those roles can create user accounts and
assign users an initial suite of roles. Once an account has been created, the user will
receive an automated email notification containing their username and access/login
instructions,

e Username — all usernames are initially set to the email address associated
with the user’s account. The username cannot be changed. If a user needs to
update their email address, they will need to contact FTAITHelpdesk@dot.gov
for assistance.

2.1.1. Non-FTA User Setup

New non-FTA users will receive an automatic email notification from FACES once their
account is created. It will look like the one below. If you need an account on the TrlAD
platform, then reach out to your User Manager or Local Security Manager.

Version 6.4.2
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From: FACES System Administrator
Subject: Hew Account Created on FTA Platform

Dear Joe Doe,

A new user account has been created for you an the Federal Transie Administration's (FTA's) Transit Integrated Appian
Development [T Flatiorm. This account pravides you access to the State Safety Dwersight Reporting [S50R)
applicatians).

VaUr username ks testersate emal2@gmail.com

The fallowing rales have been requested for your account:

Application Role Access Control Group  Cost Center/Organization Statuz
S50R Frimary SS0R Local Security  Arizona Departrnent of
Reporter Managers (LSMs) Transpaortation (AD0OT)

fyou have roles that are in a requested status, you will receive an emall notification when the role has been reviewed
by thie approver.

Approved

T log in to your account as an FTA User,

*50 to hittpsfares fa dot gow fsuite)
= #ead and agree ta the “System banner®

#Click on *of you are an FTA User, dick this link to login® if you are an FTA User
#Click on "M you are an External User, click this link to lag in” if yow are an External User

Fyou are an FTA User and you are unable ta log in, contact your FTA supenisor. If you are an External User and are
wnakble ta log in, contact your erganiztion User Manager ar FTA Regional Office.

fyou need assistance, please contact the FTA Applications Help Desk at FTATHelpdesk@ dotgov.
Federal Transit Adminisiration
Iittpis: ! fwviw transpartation go

United States Department of Transpartation
1200 Mew Jersey v SE, Washington DC 20530

#*0F Thi ki @ dyitem geakrated emal Pleois da saof riale.

1) Using the email, select the URL (internet link) to access the site,
https://faces.fta.dot.gov/.

2) Read the security policy and select I AGREE.

U.5. Deponment of Transportotion
Federal Transit Administration

WARNING WARNING WARNING
You have accessed a U S. Govemment information system, which Includes (1) this
computer, (2) this network, (3) all computers connected 1o this network, and (4) ail
devices and storage media attached 10 this network or to a computer on this
network. U S. Government information systems are provided for the processing of
official U S Government information only. Unauthorized or improper use of this
information system is prohibited and may subject you 1o disciplinary action, as well
as civil and criminal penalties. All data contained on U.S. Government information
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S NO RIGHT TO

PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement v

Atiaials Aam natantial sadanan Af arimaa faund an LL S Mauammaant infarmmatian

| AGREE

3) On the login page, select the If you are an External User, click this link to log in link
next to Sign In.

Version 6.4.2
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U.S. Departmeant of Transportation
Federal Transit Administration

Forgot your password?

If you are an FTA Employee, click this link

to login

If you are an External User, click this link
tologin

4) Users will be redirected to Login.gov where all External users will need to initially

create and register an account.

5) If this is the first-time using Login.gov the user will need to Click on Create an

account.

us of Ti
P LOGIN.GOV e Doponmem. ransportation
Transit

R, 4

devs is using login.gov to allow you to
sign in to your account safely and
securely.

Email address

[C) Show password
Password

Create an account

Sign in with your government emplaoyee 1D

6) Enter your email and check off the box accepting login.gov Rules of Use.

8
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US. Depariment of Transporation

.GOV
ULOGIN.GO Federal Transit Administration

Create your account

Enter your email address

Select your email language preference

login.gov allows you to receive your email communication in English,
Spanish or French

I © English (default

() Espafiol

O Frangais

[ Check this box to accept the login.gov Rules of Use =

Cancel

Security Practices and Privacy Act Statement

Privacy Act Statement #

7) Login.gov will send you a “Confirm Your Email” email. In that email, click on “Confirm
email address”.

D LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

; ey sanabox. govreIon. Upremail/confirm?
_request_id=152a7348-024b-4fb3-9751-
8e@3e10fGe7 0&confirmation_token=zyDhzaed CEXSLpRixRby

Please do not reply to this message. If you need help, visit
www.login.gov/help

About login.qov | Privacy policy

8) The user is redirected back to login.gov and is asked to create a strong password and
click Continue.
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U.S. Department of Transportation

9 LoginiGoy Federal Transit Administration

................

9) Select one of the five authentication method options and follow the setup

1.

instructions.

Security Key - A security key is typically an external physical device, like a USB, that
you plug into your computer. The key is linked to your accounts and will only grant
access to those accounts once the key is plugged in and activated. Login.gov
requires security keys that meet the FIDO (Fast Identity Online) standards.

Government Employee ID - Physical PIV (personal identity verification) cards or
CACs (common access cards) are secure options for federal government employees
and military personnel. These cards, with encrypted chip technology, are resistant
to phishing and difficult to hack if stolen.

Authentication Application - Authentication applications are downloaded to your
device and generate secure, six-digit codes you use to sign into your accounts.

o Google Authenticator
o Authy

o LastPass

o 1Password

o OTP Manager

o Authenticator

This method offers more security than phone calls or text messaging against
phishing, hacking, or interception. A one-time passcode is generated by the
application each time you sign in to login.gov.

Phone - A unique security code is sent to that phone number via SMS or phone
call each time you sign in to your login.gov account. Each security code expires after
ten minutes and can only be used once. You will receive a new security code each
time you sign in to your login.gov account.

Version 6.4.2
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5. Backup codes - are an accessible option for users who do not have access to a
phone. However, backup codes are the least secure option for two-factor
authentication. Login.gov will generate a set of ten codes. Backup codes must be
printed or written down which makes them more vulnerable to theft and phishing.
After you sign in with your username and password, you will be prompted for a
code. Each code may be used only once. When the tenth code has been used you
will be prompted to download a new list.

US. Deparntment of Tronsporaton

U LOGIN.GOV Federal Transit Administration

Authentication method setup

Add a second laver of security so only you can sign in to your

account

© Keep this information safe. You will be locked out and have
to create a new account if you lose your authentication

method

Select an option to secure your account:

(O Security key

Use a security key that you have. IU's a physical device that
you plug in or that is built in to your computer or phone (it
often locks like a USB flash drive). Recommended because it

s more phishing resistant.

MORE SECURE

) Government employee ID

nsert your government or military PIV or CAC card and ente

MORE SECURE

your PIN

() Authentication application
Get codes from an app on your phone, computer, or tablet

Recommended because itis harder to intercept than texts or

phone calls

() Phone

scurity codes by tex

e do not use web-based (VOIP) phone services

LESS SECURE

an use backup codes as your

but itisthe t

& notes can get lost. Keep them

LEAST SECURE

Version 6.4.2
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10) Once the authentication method has been set up, the user will be redirected to sign
in to Login.gov using the credentials just created.

D LOGIN.GOV

Sign in
Email address

external.user@email.com

Password

Signin

‘ Create an account

Sign in with your government emg

11) The user will be directed to the FTA Homepage.

@ TrAMS Yr S NTD fr Ll SSOR e

Transit Award Management System National Transit Database State Safety Oversight Reporting

@ COVID-19 Form W & FACES ¢

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.1.2. FTA User Setup

New users will receive an automatic email notification from FACES once their account is
created. If you need an account on the TrlAD platform, then reach out to your User Manager
or Local Security Manager.

12) The email will be formatted much like the one below:

Version 6.4.2
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From: FACES System Administrator
Subject: Hew Account Created on FTA Platform

Dear Joe Do,

A mew user account has been oreated for you an the Federal Transie Administration's (FTA's) Transit Integrated &pplan
Development [[EaR) Fatiorm. This account pravides you acoess to the State Safety Owersight Reporting |S50R)
applicatians).

Tour usermame & test.oreate.small2 EEEH all.com

Thie following rales have been requested for your sccount

Application FRole Access Control Group  Cost Center/Organization Status

Primary 550R Local Security  Arizona Department of
SSOR Reporter Managers (LSMs) Transportation (ADOT) Ape

fyou have reles that are in 3 requested status, you sl receive an emall notification when the rale has been reviewes
by thie approver.

To log in to your accournt as an FTA User,

=G0 to hittps ffaces. fta dot gow'swite)’

sRead and agree ta the “System banner’
aClick on "M yow are an FT& User, dick this link to lagin® if you are an FTA User
= Click on *ff yow are an External User, click this link to lag in® if you are an External User

fyou are an FT& User and you are unable ta log in, contact your FTA& swpervisar. If you are an Externial User and are
unable ta log in, contact your organization User Manager or FTA Regional Office.

fyou need assktance, please contact the FTA Applications Help Desk at FTAITHelpdesk® dot gow.

Federal Transit Administration

hittps:/ fwww transpo rtationgov/’

United States Department of Transpartation
1200 Mew Jersey Av SE, Washington OC 20530

S#%F Thi o dydnem g rated emal Fleois o sof el

13) Using the email, select the URL (internet link) to access the site,
https://faces.fta.dot.gov/.

14) The user will be automatically logged while inside the network or using VPN.

Welcome to the Transit Integrated Appian Platform!

sser: Doe, Joe
Date:

©@ TrAMS w € NTD ¢ Lu SSOR w
Transit Award Management System National Transit Database State Safety Oversight Reporting
@ COVID-19 Form W o FACES e

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

All new users will have to set up Security Questions and Answers (Q&As) to
ensure the security of the account and to provide a mechanism to re-establish access
when lost due to a lockout, etc. Itis strongly recommended that all users set up
account security questions. Click on, “Click here to finish setting up your Security
Questions and Answers” to continue.
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15) On the Manage Security Questions page, select three questions and provide
appropriate answers that can be easily recalled when needed. A few rules apply to the
setting of Security Q&As:

a) All users can set up and manage three (3) security questions through the
Manage Security Questions page.

b) Questions must be selected from an FTA approved list and 3 distinct questions
must be selected.

c) Answers must contain at least three (3) characters and the same answer cannot be
used for more than one question.

d) Answers are case insensitive (e.g., “dog” is the same as “DOG”).

e) Once questions are established, users must correctly answer their existing
guestions to change them. Section 5.2.3 address how to change existing security
questions.

16) Click Submit.

Manage Security Questions

*
Queatian 17
A ® Rreypie fincaser

Questan 2

Anumir® Rutype A ®

Aangwer * Resype diswer

SuRKT

17) Users will receive an automated email notification that their questions have been
updated.

2.2. Logging In

FACES manages user access to the FTA platforms via the FACES login page, accessed via a
web browser. Two login methods are available, but one is only accessible to FTA employees
using FTA’s internal network. User access to software systems like TrAMS and NTD is based
on the user’s assigned Roles.

2.2.1. Standard Login (Non-FTA Employee)
Non-FTA Employees will be redirected to Login.gov for authentication.

To login:

1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/.

Version 6.4.2
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U.5. Deporiment of Transportoticn
Federal Transit Administration

WARNING WARNING WARNING
You have accessed a U S. Government information system, which Includes (1) this
computer, (2) this network, (3) all computers connected to this network, and (4) ail
devices and storage media altached 10 this network or to a computer on this
network. U S. Government information systems are provided for the processing of
official U.S. Government information only. Unauthorized or improper use of this
information system is prohibited and may subject you o disciplinary action, as well
as civil and criminal penalties. All data contained on U.S. Government information
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful government purpose at any time. THERE IS NO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement

Atininle Am natantial Amddanan Af arima fnimd an LL & S auammant infarmaatian

I AGREE

2) Read the security policy and click I AGREE.

3) On the login page, select the If you are an External user, click this link to log in link
next to Sign In.

U.S. Department of Transportation
Federal Transit Administration

Forgot your password? SIGN IN

If you are an FTA Employee, click this link
to log in

If you are an External User, click this link

to log in

4) Users will be redirected to Login.gov where all external users will need to sign in with the
account that was created in section 2.1.1 and will need to be authenticated with the
authentication method that was set up.

Version 6.4.2
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D LOGIN.GOV

Sign in
Email address

external.user@email.com

Password

Signin

‘ Create an account

5) The user will be taken to the Homepage, where the user has the option to click the
system they wish to use. If the user has access to more than one FTA platform (TrAMS,

NTD, DGS, SSOR or FACES) all those options will be available to click.

Welcome to the Transit Integrated Appian Platform!

v: Doe, Joo

Transit COVID-19 Response Program User Management

@ TrAMS 7w S NTD Yy Lul SSOR ——mm———— W
Transit Award Management System National Transit Database State Safety Oversight Reporting
o COVID-19 Form ww o FACES g

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.2.2. FTA Employee Login

FTA employees should access FACES via the FTA network.

To log in:

1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/.
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U.5. Dapornmen? of ransportotion
Federal Transit Administration

WARNING WARNING WARNING
You have accessed a U S. Govermment information system, which Includes (1) this
computer, (2) this network, (3) all computers connected 1o this network, and (4) ail
devices and storage media attached 10 this network or to a computer on this
network. U S. Government information systems are provided for the processing of
official U.S. Government information only. Unauthorized or improper use of this
information system is prohibited and may subject you to disciplinary action, as well
as civil and criminal penalties. All data contained on U.S. Government information
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S NO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement

Attininis A natantinl sadanan Af arima faund an LGS Sauammant infarmaatian

I AGREE

2) Read the security policy and select I AGREE.

3) On the login page, select the If you are an FTA Employee, click this link to login link.

U.S. Department of Transportation
Federal Transit Administration

Forgot your password? m
If you are an FTA Employee, click this link
to fog in

If you are an External User, click this link
to login

4) FTA Users will be automatically taken into the TrlAD Platform home page if they are in
FTA network or logged into VPN.

5) On the Homepage, the user has the option to click the system they wish to use. If the
user has access to more than one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all
those options will be available as an option on the Homepage.
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Welcome to the Transit Integrated Appian Platform!

o TrAMS w € NTD ¢ Lu SSOR w
Transit Award Management System National Transit Database State Safety Oversight Reporting
@ COVID-19 Form W o FACES Tie

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.2.3. Setting A Default System

The Homepage has the option for a user to select an FTA System to become the
default system they log into the next time the user logs in. This is done by clicking
on one of the stars next to the system you wish to make your default.

# Home

@ TrAMS Y & NTD Yy il SSOR o)
Transit Award Management System National Transit Database State Safety Oversight Reporting
o COVID-19 Form o o2 FACES o

E Progra
Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

When a default system is selected, the next time a user logs in, they are taken to
the default system and bypass the Sites Splash page.

2.2.3.1 Changing User Default System or Return to Homepage

If a user wishes to change their default system to another system, they can do so
by returning to the Homepage. To return to the home page,

1) Click on the NAVIGATION button at the top right corner, next to the avatar.
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Records Reports Actions

portation

Click here to send a task... 4% NEWEST ~
ptration

No tasks available

view

2) Inthe drop-down menu, find Home and click on it.

Admin Console

Appian Designer
Cloud Database

rol Entry System - Patch -
System Logs

Discretionary Grants

Equal Employment Opportunity
Fatal Flaw Review

FTA Procurement Clearinghouse

_‘

- 2020-04-07_1743.zip. 330K Management
SSOR Validation

Ctatn Cafatre Munrciaht DanAartina

3) The user is taken back to the Homepage and can select another system to
make a default system.
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o TrAMS w € NTD ¢ Lul SSOR e

Transit Award Management System National Transit Database State Safety Oversight Reporting

@ COVID-19 Form Y o FACES g

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

4) The next time the user logs in, they will then be taken to the new default
system.

2.2.4. System Announcements
System Announcements are often needed to communicate to users about important
information. When an announcement is created, it is posted in a yellow banner in the
Homepage as shown below.

@ redera st Acmist

i -/l

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

@“\ System Announcements
o Justfor today and tomorrow announcement
-
@ TrAMS w ENTD W & OTrak w
Transit Award Management System National Transit Database Oversight Tracking System
B DGS Lul SSOR & FACES *

All users regardless of having set a default system (4.2.3 Setting A Default System)
or not, will be redirected to the FTA Homepage when they login. System
Announcements will remain visible on the Homepage until they expire. The user can
bypass being automatically directed to the Sites Splash page when they log in by
acknowledging the System Announcement.

To acknowledge the System Announcement(s), click on ACKNOWLEDGE to the right of
the banner.
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Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

@“\ System Announcements —— Il
o Just for today and tomorrow announcement
==
@ TrAMS w € NTD W | OTrak
Transit Award Management System National Transit Database Oversight Tracking System
#- DGS lul SSOR ? FACES

The next time the user logs in, they are directed to their default system if they
elected one. However, anytime there is a new System Announcement, the user will
always be directed to the FTA Home page when they login until they have
acknowledged the announcement.

2.2.5. Accessing Your Record

A user can access their own profile in two different ways: from either the Account
information area or through the Records tab.

To view your own Profile from the Account information area:

1) Select the down arrow next to the user’s name to reveal the dropdown menu
and click Profile.

Settings

Sign Out

2) The user records Summary Page displays.
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ff;éhsit;kider, Sophia (transit.user@fake.com)

Sophia Transit-Rider

nast

Followers Following

0 0

2.3. Account Information

2.3.1. Non-FTA User Setup
FACES stores user profile information such as name, username, address, contact
information, security questions, and PINs. User information displays on the user’s
record as discussed in Section 6.4. Users can self-manage security questions and PINs
(no other user can set up security questions or PINs for another user). Administrators
and appropriate chain of command (e.g., User Managers) can modify specific user
profile information and role assignment.

There are explicit rules controlling access to user information within the system:

1) FTA users cannot edit their Profile information (this is automatically handled via a
nightly data sync with FTA systems).

2) Non-FTA users can edit all Profile information other than their username AND
email address.

3) User Managers can edit Profile information for users in their organizations.

4) Local Security Managers (LSMs) can edit the user Profile of users in their FTA
Regions/Cost Centers.

5) Global Security Managers (GSMs) can edit the user Profile of any non-FTA user
in their system (e.g., a TrAMS GSM can manage the profile of any non-FTA user
in TrAMS).

6) All users can self-manage their security questions and, if applicable, their PINs.

2.3.2. Account Settings

The account settings page provides a way for the user to manage their own
preferred localized settings for date/time formats, language, and time zone. Non-FTA
users can also change their password via the settings page. The following settings can
be adjusted:
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e language

e Time Zone

e (Calendar Type

e To access user account
Settings:

1) Select the icon (circular image) in the top right-corner of the screen to reveal a
dropdown menu and click Settings.

User Management ~ 0 @ “ooms torer AoTracr

2)

Signed in as Amanda Um

TE MULTIPLE USERS
& PROFILE & SETTINGS SIGN OUT

The General tab displays.

Settings

Password  Third-Party Credentials Email Notifications Mobile Notifications ~ Accessibility

Language

| Use system default: English (United States)

Time Zone

Use system default: (UTC-05:00) Eastern Time (America/New_York); (UTC-05:00) Eastern Time (America/New_York)

Calendar Type

Use system default: Gregorian

CAMCEL

SAVE CHANGES

3) Using the dropdown lists for Language, Time Zone, and Calendar Year, make
whatever adjustments are necessary.

Note:

At present, English is the only language available for selection.

4) Click Save Changes to update the settings.
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2.4. Passwords

Login Passwords are handled differently for FTA Employees and Non-FTA Employees.
Please make sure to review the appropriate password related sections for FTA or Non-

FTA Employees.

2.4.1. Forgotten Passwords (FTA Employees Only)
If the user has forgotten their password, they will need to contact 5-Help to rest their

password.
e Internal: 5-HELP (x5-4357)
e External: (202) 385-4357
o Toll-free: (866) 466-5221

2.4.2. Forgot Login.gov Password (Non-FTA Employees Only)
If a non-FTA Employee has forgotten their password, they can reset it by using a link
on the Login.gov screen.

To reset a forgotten password:

1) On the Login.gov sign in screen, click on Forgot your password?

devs is using login.gov to allow you to
sign in to your account safely and
securely.

Email address

Password

‘ Create an account

2) Enter the users email address and click Continue.
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Forgot your password?

Don't know your password? Reset it after confirming your ema
address.

Email

ance:

3) Look for an email “Reset your password” from Login.gov and click on Reset your
password link in the body of the email.

U LOGIN.GOV

Reset your password

To finish resetting your password, please click the link below or
copy and paste the entire link into your browser.

Reset your password

hitps_/Adp.intidentitysandbox gov/users/password/edit?
reset_password_token=SZifXq-Fmal h61H-yK3u

This link expires in 8 hours

Please do not reply to this message. If you need help, visit
vww_login gov/help

About login.gov | Privacy policy

4) User is taken to Login.gov page to change the password, enter new password
and click on Change password.

Change your password

) Show password
New password
eosseeransene ves
Pasaword strength: Great!
‘ Password safety tips +

5) The user can sign in using their email and newly created password.

2.4.3. Reset Login.gov Account (Non-FTA Employees Only)
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If a user is unable to login to Login.gov using their password and authentication
method(s), they will need to delete their account. As a security measure, Login.gov
requires a two-step process and 24-hour waiting period if you have lost access to your
authentication methods and need to delete your account.

1) Sign in with your email and password.

2) On the authentication page (enter your security, app, or backup code; PIV/CAC
card; or security key), click on “Choose another security option”.

D LOGIN.GOV

Present your PIV/CAC

Present the PIV/CAC that you associated with your account.

Present PIV/CAC card

Don’t have your PIV or CAC available?

I Choose another authentication method I

Cancel

3) Scroll to the bottom and click on the “deleting your account” link.

D LOGIN.GOV

Select your authentication method

You set these up when you created your account

© Text message
Get security code via text/SMS or phone call to
041

O Automated phone call
Get security code via text/SMS or phone call to
***-a041.

W

O Government employee |D
Use your PIV/CAC card instead of a security code.

If you can't use any of the authentication methods above, you can

reset your preferences by deleting your account.

Cancel

4) Read through all the information carefully to make sure deleting your account is
your only option.

5) Click on “Yes, continue deletion”.

6) You will receive two emails.
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e The first email confirms Login.gov received your request. Your account is not
yet deleted. Additional action is required.

e The second email is sent to you 24 hours later. Follow the directions in that
email to complete the deletion process.

3. System Layout

The software systems residing on the FTA Platform, https://faces.fta.dot.gov, all share a common
layout. This section provides a high-level view of the system and how to navigate, find, and work
with data.

3.1. Account Information

Account Information provides access to information specific to the user. It lists the user’s first
and last name. By selecting the username, the user will be presented with the following three
options:

1) Profile — Provides a means forthe user to view and update their individual profile information,
and to set their Personnel Identification Number (PIN). Refer to Section 4, for more details.

2) Settings — Opens the Settings Page where the user can select language and time zone and
subscribe to news feeds. Non-FTA users can also change their password here.

3) Sign Out — Select Sign Out to log out and exit FACES.

User Management ~ n

Signed in as FACES System Administrator

& PROFILE £ SETTINGS ® SIGN OUT

3.2. Manage Users

The Manage users tab provides access to view all users that the logged-in user is approved to
see (generally, users within their same organization). More information on the content of user
records is in Section 3.4 of this user guide.
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™ 5 )

MANAGE USERS

ACTIONS REPORTS HELP CENTER

vReport Filter Criteria
System  TrAMS

Role Category

Access Control
Group

Organization
Role  Submitter

Display individual Roles in Grid

- Cost Center
- User
- Name

Status Active
Locked

User Managemen

+ & CREATE NEW USER ” + #R CREATE MULTIPLE USERS

CLEAR FIUU?LSJJ

Users
Username T Name (Last, First) System 2:?: Control E:;‘m Organization Role Last Certified Date Created Date Modified Date Last Login Date Status
11/25/2020 2:08 PM
£sT
1396 - DELDOT 11/25/2020 2:08 PM
TrAMS  Region3 TRO-3 1398 - WMATA Submitter  EST
TrAMS  Region3 TRO-3 1428 - HRA Submitter  11/25/2020 2:08 PM
v : TrAMS  Region 3 TRO3 1448 submitter  EST 3/20/2019 10:44AM  9/2/2020 9:40 PM 10/6/2020 9:56 AM .
3lden.al@mailinator.com Al Aiden (Mr.) o " i Active
TrAMS  Reglon 3 TRO-3 CHARLOTTESVILLE submitter  11/25/20202:08PM  EDT EDT
TrAMS  Region 4 TRO-4 1032 - COLLIER submitter  EST
TrAMS  Region 1 TRO-1 COUNTY Submitter  11/25/2020 2:08 PM
1334 - CONNDOT EST
1/8/2021 10:33 AM
EST
1 " 1 Jl & - 11/30/2020 12:49 PM 9/6/2019 11:18 AM 3/9/2020 2:54 PM 10/6/2020 9:56 AM
ake.co khadri, assia (Mr.) TrAM gi0 - 1334- > it v
m adri, assia (Mr.) TAMS Region TRO-1 334 - CONNDOT Submitter EsT DT DT 0T Active
12020 12:48PM  12/30/2020 12:48 P) 12020 12:58PM  12/30/2020 12:4
obthomas@mailinator.com Thomas, Bob (Mr.) TrAMS  Region 1 TRO-1 1330- CRCOG Submitter | 12/20/202012:48 P N20201ZAB FM: | 1250/20201 232 0M, | *12/30R0Z01248 DM | active
- £sT £sT £sT EsT
1/16120: M 1/11/2019 1:48 P 11161202 i 10/6/2020 9:56 AM
conndot.attorn 8 Attorney, conndot TrAMS __ Region 1 TRO-1 1334 - CONNDOT Sihoiter | WASPOOASIEM || ATROISAAERM | (1/46/202010SHEM ekl Active

Selecting a specific record displays

a User Summary Page, containing detailed

information

associated with that selected user. The specific pages of the user record are discussed in

Section 3.4.

3.3. Actions

The Actions tab provides a list of actions that the logged-in user is approved to take within the
system. In general, FACES actions are only visible to users with user management roles (e.g., User
Managers, Local Security Managers, and Global Security Managers). In the case below, the User
Manager is presented with a list allowing them to create and manage users (even multiple users),
manage role documentation, review unlock requests, and perform searches for specific records.
Users will see other actions specific to their roles in the other FTA software systems. The
Actions available to any user are limited to their role(s).

& il
MANAGE USERS ACTIONS REPORTS

HELP CENTER

Assign Bulk Roles

ulk Roles to Multiple Users

=]
Recertify Users

Recertify User Role(s) for Active Users

&
Review Unlock Requests

Approve or Reject Unlock Requests

23]
Manage Role Documentation

Add or Remove Role Justification Documentation

User Management ~ O @ i o romemnon

&
Create and Manage Users
Create or Activate a New System User

&
Remove Bulk Roles

Remove Roles in Bulk

Manage Access Control Groups

Create or Edit Access Control Groups and Manage Organizations

<
Manage System Announcements

Manage System Announcements

Create Multiple Users

Upload information for Multiple New Users

Review Role Requests

Approve or Reject Role Requests

28
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Selecting a specific Actions displays detailed information related to the Actions. The specific pages
of the Actions are discussed in Section 6.5.

3.3.1. Action: Send Ad-hoc Emails (GSMs Only)

The Send Ad-hoc Emails action is available for all GSMs. This action can be used to
send system-specific and user-specific emails for general information purposes.

£ il

MANAGEUSERS  ACTIONS REPORTS HELP CENTER User Management ~

£ a &

Assign Bulk Roles Create and Manage Users Create Multiple Users

ts5irm Bk Roles co Mikiple Users Create or Actvote & New System User Upload Information for Muiple New Users

] 2 @

Recertify Users Remove Bulk Roles Review Role Requests

Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests
& @ &
Review Unlock Requests Manage Access Control Groups Manage Recertificati

Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Or Menage User Role Ces

18] )
Manage Role Documentation Manage System Announcements Bulk Unlock Users
Add or Remove Role Justification Documentation Manage System Announcements. Unlock Users in Bulk

Send Ad-hoc Emails
Send Ad-hoc Emails t

ultiple users

To create and send an Ad-hoc email:
1. Under the Actions Tab click on Send Ad-hoc Emails.

2. Onthe next page the GSM can use the User Filters section to narrow down
the audience for which the Ad-hoc email is intended for.

Send Ad-Hoc Email

v User Filters
System Role Category
User Type Role
Send To All Users? Include Help Desk Information? User Status

Yes Yes B Active Locked
This will send to all Active and Locked users in the system  This will include relevant Help Desk information in the
across all applications. footer of the email.

v Email Details

subject*

Body *

[+] Show formatting instructions

CANCEL NEXT

3. Inthe Emails Details section, the GSM enters the Ad-hoc email message.
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Send Ad-Hoc Email

v User Filters
System Role Category

l - :

User Type Role

User Status
Active Locked

Send To All Users?

Yes Yes

Include Help Desk Information?

This will sen

v Email Details

Subject *

Body*

OTTattne mevactons

canceL =1
4. Additional formatting instructions are available by clicking on [+] Show
Formatting Instructions.
Send Ad-Hoc Email
v User Filters
System Role Category
user Type Role
Send To All Users? Include Help Desk Information? User Status
ves [ active [ Locked
v Email Details
Subject *
Body*
CANCEL NEXT

After completing the email, click “Next” to go to the next screen.

On the confirmation screen, the GSM can review all the details pertaining to
the ad hoc email.

Towards the bottom of the page there is a warning banner which will show
the number of users to whom the ad-hoc email will be sent. The GSM may
click on Proceed and Send Test Email. This will send the GSM a test email.
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Ad-hoc Email Confirmation

vSelected Filters

System FACES Role Category Global Users
User Type FTA Role N/A
Send To All Users? No Include Help Desk No User Status Active, Locked

Information?

vBasic Information
Subject Reminder
Body This is a friendly reminder that training certificate submissions are due at this time.

Recipient Type 3cc

vEmail Recipients

Username 1 System(s) User Type Email Address Status
aaria.supervisor@dot.gov FACES FTA example@example.com Active
abby.administrator@dot.gov FACES FTA sunjida.alam@hil.us Locked
demo.dgs.gsm21@dot.gov FACES FTA dgsgsm@example.com Active
demo.ntd.gsm21@dot.gov FACES FTA brian.anderson@hil.us Active
demo.ssor.gsm21@dot.gov FACES FTA brian.anderson@hil.us Active

1-50f15 > »
Warning v

Submitting this form will send an email to 15 user(s). To submit this form you will need to click the proceed and send test email button which will send a test email to your email PROCEED AND SEND TEST EMAIL
address on record. Please validate all information before submitting. This action should not be run during peak business hours.
CANCEL = BACK SEND TEST EMAIL | 820

8. Any changes can be made to the email by clicking on Back.

9. When ready to send the final email, click on Submit.

3.4. Reports

3.4.1. User Details Report

The Reports tab contains all reports that the user has access to. The purpose of this
report is to provide a way to search for users by different characteristics. The
logged-in user can only search for other users that he or she is approved to see
(the same set of users that displays on the User records list in Section 3).

(i ]
HELP CENTER User Management ~ { 2 Fodercs borst Agmin

m ax
User Details Report User Deactivation History Report Recertification Status Report
View User Login Details, Roles. and other Data View User Deactivation History View the Recertification Statuses of alf Role Groupings

Selecting an individual report from the list will launch the report process that presents
the finished report details to the page. Selecting User Details Report from above
presents:
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vReport Filter Criteria

System - Cost Center -
Role Category v User
Access Control - Name
Group
Status Active
Organization @ Locked
Rolé - Deactivated
Display individual Roles in Grid CLEAR FILTER(S)
Users
Name (Last, Access Control Cost EI Last. Created Modified Last Login
Username " : System Organization Role Certified Status
First) Group Center Date Date Date Date

The report page provides several ways to filter the data presented. In most cases, the
report filter is pre- determined by the logged-in user’s characteristics (Role Category,
Access Control Group, Cost Center and/or Organization). The filter can be further
limited by Username, or by partial name (first or last). The list can also be filtered by
users who are Active, Locked, or Deactivated.

+ ‘ CREATE NEW USER

+ 8 CREATE MULTIPLE USERS

vReport Filter Criteria

System S » Cost Center 1 v
Role Category v User
Access Control v Name
Group

Status Active
Organization @ Locked

Role  Read Only - (TrAMS), User Manager - (TrAMS) v Deatvated

Display individual Roles in Grid CLEAR FILTER(S)

Users
3 Access Control  Cost g Last Certified  Created Modified Last Login
Username T Name (Last, First) System Group Cériter Organization Role Date Date Boke Date Status
1334 User 9/3/20209:18  3/20/2019 9/3/2020 1:40 9/2/2020
aiden.al@mailinator.com Al, Aiden (Mr.) TrAMS Region 1 TRO-1 CONNDOT ot PM 2:44 PM AM 11:09 AM Active
& GMT+00:00 GMT+00:00 GMT+00:00 GMT+00:00
1334- User 7/15/2020 2/7/12019 9:17 8/17/2020 9/2/2020
alexa.hill@mailinator.com Hill, Alexa (Mrs.) TrAMS Region 1 TRO-1 CONNDOT Mahager 1:22PM PM 4:04 PM 11:09 AM Active
& GMT+00:00 GMT+00:00 GMT+00:00 GMT+00:00

To return to the full list, select CLEAR FILTER(S).

Clicking GENERATE REPORT will execute a process to create an Excel spreadsheet of
details.
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vReport Filter Criteria

User Details Report
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— GENERATE REFORT

A prompt will pop up asking to verify to generate a report with the current filters.

Are you sure you wish to generate a report with these filters?

Clicking the link to the report (User Details Report) will create a task with a
download link. Once opened, the Excel spreadsheet presents separate data pages
based on the details selected.
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Your document s baing generated. You will receive 3 Task with a download link when it is ready. Please note that the pracess may take a while

3.4.2. Recertification Status Report
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After the end of each recertification window, FACES will generate a recertification
status report, accessible by Global Security Managers and Local Security Managers

only (see Section 8.1 for Recertification Process)

How a Certifier can view recertification status report:

1) Certifier log into System and clicks Reports.

2) User clicks Recertification Status Report.

L4 [T}

MANAGE USERS ACTIONS REPORTS HELP CENTER

User Management ~ n 3 Foderal bonst Adminsiroton

Supervisor Hierarchy
Roles Displayed in Supervisor Hierarchy

User Details Report. User Deactivation History Report Recertification Status Report
er Login Details. Roles. and other Data View User Deactivation History i Role G

o View the Recertification Statuses of ail Role Groupings

3) The System displays Recertification Status Report.

4) The Certifier has the filtering options by systems, year, role, recertification group,

organization, and access control group.

Access Control  Sc/ect  Group
Group

vRecertification Status By Role Grouping
ast Updated: 3/17/2020 4:54 PM GMT+00:00

Recertification #of User Roles  # of User Roles

Grouping Certified Remaining 4| Completeness

No data available.

System | FACES - Year 2020 w
Recertification elect Recertification - Role slect a Role -
Group

Organization

CLEAR FILTER(S)

Status by Recertification Grouping

No data available

5) The Certifier can see recertification status by role grouping.
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System ‘ TrAMS

v | Year 2020 v

Recertification
Group

Access Control
Group

vRecertification Status By Role Grouping
Last Updated: 3/17/2020 4:54 PM GMT+00:00

#of User Roles  # of User Roles

Recertification Grouping

Certified Remaining

TrAMS Org Users 225 4370
TrAMS User Managers (UMs) 36 1825
TrAMS FTA Staffs 193 1643
TrAMS Contractors 211 323
oot 5 e
TrAMS DOL Reviewers 5 4

TrAMS Auditors 4 2

v Role 3 v

Organization

Status by Recertification Grouping

1 Completeness

5%

2%

1%

40%

16%

56%

67%

4,370

1,643

%,
%

N K
<&

©
-
<&

Recertification Groups

@ user Roles Certified @ User Roles Remaining

7 items

3.5. Help Center

The Help Center tab contains the FACES User Manual, Frequently Asked Questions (FAQs), and

System Information.

y lat

MANAGE USEf ACTIONS REPORTS

FACES User Manual

easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you!

Hello, Aiden.

Welcome to the FACES Help Center!

i)

System Information
Find detalls about System, Version and Recent change log information

wvcs borad At

User Management »

o—
e
—

Frequently Asked Questions

Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the applicatior

3.5.1. FACES User Manual

To access the User Manual/User Guide, click on FACES User Manual.
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Hello, Aiden

Welcome to the FACES Help Center!

® omm
=
=
FACES User Manual Frequently Asked Questions
This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you! Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application.

System Information
Find details about System, Version and Recent change log information

On this page the user can view it directly, download, or print it out.

BACK

FACES User Manual

|| Download User Manual

= FTAAccess Control Entry System User Guide Version 1.1

FEDERAL TRANSIT ADMINISTRATION

FTA Access Control and Entry System
(FACES)

3.5.2. Frequently Asked Questions

Users can click on Frequently Asked Questions to review helpful answers for
questions that are frequently asked.

MANAGE USERS ACTIONS User Managem:

=

-

Hello, Aiden

Welcome to the FACES Help Center!

(O] =
FACES User Manual Frequently Asked Questions
This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you! Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application

(1]

System Information
Find details about System, Version and Recent change log information

Responses for each question can be expanded by clicking on a question.

Version 6.4.2
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Frequently Asked Questions

vLogin.gov FAQs

>Can | recover my account if | lose my MFA authentication method/password?
>How can | use Login.gov for logging into the TrlAD Platform?

>How do | access my account if | don’t have access to any of the multi-factor authentication (MFA) methods? For ex: | changed my mobile number (or) | have uninstalled
Authenticator app

>How do | reset my Login.gov password?

>If a user already has a Login.gov account, will they be able to use it for this platform?
>If a user has a Login.gov account with a different email address, how can they add additional emails to the account?
>What happens if a user enters an incorrect password multiple times?

>What happens if a user requests too many security codes?

>What happens if a user submits an incorrect MFA authentication code multiple times?
>What is the difference between External users and FTA users?

>What should a user do if they get locked out of their account?

>Where can | find training materials related to Login.gov?

vFACES FAQs

>Can | manage my own user role(s)?

>How do | a create a User Manager?

>How do | create a new User?

>How do I recertify a user?

3.5.3. System Information

System Information allows a user to view information on the latest version of the
system and provides Help Desk information to the user should they encounter any
issues with FACES.

User Managem

Hello, TrAMS.

Welcome to the FACES Help Center!

tions
form basic functions and navigate the

FACES User Manual Frequently Asked Qu
ser manual will show you how to leverage FACES in a produ y to work for you! to fre d questions about FACES, such as: how to p

System Information
Find detalls about System, Version and Recent change log Information
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System Information

FACES - System Information

System Details

Name FACES

Description User Management
Help Contacts

Description

FACES Help Desk Emai

Releases
System Version
FACES 486
FACE 11

System  FACES

Current Version 6.1.19

Release Date May 12. 2021

Contact Information

FTAITHelpdesk@dot.gov

Description Release Date

FTA Access Control Entry Systerr 6/5/2019 12:00 AM EDT

VED:

in LDAP nightly sync proces
TrAMS us:

er pr

like to set Site splash page as a default

Adds additional r

es for OTrak system

Users with access to multiple systems can use the drop-down feature to view system
information for other systems they have access to.

System Information

FACES - System Information

System Details
Name FACES

Description User Management
Help Contacts

Description

FACES Help Desk Email

Releases
System Version
FACES 486
FACES 1.10

System  FACES -

Current Version 6.1.19

Release Date May 12, 2021

Contact Information

FTAITHelpdesk@dot.gov

Description Release Date

FTA Access Control Entry System 6/5/2019 12:00 AM EDT

Minor

TESS-6370: RESOLVED: Fixes filter population issues in Recertify users page
ENHANCED: Removes unnecessary reactivation/deactivation in LDAP nightly sync process
RESOLVED: Allows TrAMS user details report viewers to view TrAMS user profiles
RESOLVED: Allows hyphen in address line1 for User profiles

36: RESOLVED: Allows unchecking favorite option, if user would like to set Site splash page as a default
page
TESS-7240: ENHANCED: Adds additional roles for OTrak system

11/12/2020 2:56 PM EST

4. System Users

A User Record includes all information directly related to the user’s Profile (e.g., name, address, title,
and role(s), audit history). It also includes all news items specific to the user and any Kudos

received. Users may see other staff
organization.

members’ User Summary page and User Details within their

Each user may manage their own Profile information. Some user information may be edited

by the individual user. User roles
Security Managers (LSMs), and Glob

are granted and managed by User Managers, Local
al Security Managers (GSMs).
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4.1. User Types

There are three account types used to classify each user on the FTA platform: FTA users,
Organization users (e.g., TTAMS Recipient, DGS Recipient and NTD Reporter), and External users.

1) FTA Users: This user type includes FTA employees and federal contractors who directly
support FTA. All FTA users have FTA email accounts ending in @dot.gov.

2) Organization Users: This user type includes individuals who are employed by or support
an organization that uses an FTA platform software system. The users are grouped by
their organization(s). This user type includes TrAMS Recipients, DGS Recipients, and NTD
Reporters.

3) External Users: This user type includes individuals external to FTA but provide support or
oversight to one of the FTA platform software systems. External users have three sub-types:
Auditors, Contractors, DGS DOT users and Department of Labor (DOL) users.

The types of roles that a user can be granted are specific to the user’s account type. FACES defines
standardized role types, role hierarchy, and security for the various software systems on the FTA
platform. New roles and user categories may be incorporated as needed in the future to allow
FACES to support additional software systems and to meet changing requirements.

4.2. User Roles

User roles on the FTA platform are grouped by role category (e.g., FTA Staff, TrAMS Recipient
Users, TrAMS Reporters and DGS Recipient Users).

Each organization user has an assigned User Manager. The User Manager assigns roles to each
user in their organization in accordance with the rules specific to their FTA software system
(e.g., TrAMS, NTD, SSOR, etc..). Users may be assigned one or multiple roles within their
organization. Roles assigned to each user control the Actions available to a user and the Tasks
assigned to the user.

The figure below provides an outline of all user roles within the FACES landscape. Each will be
further defined in subsequent paragraphs.

Figure 2 — User Role Outline
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- - Global
Global Security Manager (Super LSMs, NTD Signers, GSM) m

Local Security Manager (LSM)

FTA Supervisor

Contractor
m m

The following tables lists the available user roles that may be assigned. For definitions of each
role and associated privileges, please see the corresponding system user guide.

Table 1 — Organization User
Roles

(continues to through page 20)

Organization User Roles FTA User Roles External User Roles
NTD 1) CEO System Administrator 1) Auditor
Reporters [ CEQ Delegate 1) System Administrator

3) Editor
4) NTD Contact Global Roles
5) Safety Contact 1) FTA Signer
6) Safety Editor 2) FTA Viewer
7) Safety Viewer 3) Global Security Manager (GSM)
8) User Manager ]
9) Viewer 4) Global Viewer

5) User Details Report Global

Viewer

FTA Staff

1) Local Security Manager (LSM)

Validation Team

1) Validation Analyst

2) Validation Ops

3) Validation PM

4) Validation QA
1) Attorney System Administrator Auditor
2) Civil Rights 1) System Administrator 1) Auditor
3) Developer Global Roles DOL User
4) FFR Reporter 1) Global Security Manager (GSM) 1) DOL Reviewer
5) JPC Procurement 2) DOL User Manager

40
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Officer
6) MPR Reporter
7) Official
8) Read Only
9) Submitter

10) User Manager

2) Global Viewer
3) TrAMS Help Desk

4) User Details Report Global
Viewer

FTA Staff
1) Administrator
2) Apportionment Manager
3) Budget Analyst
4) Budget Director
5) Civil Right Officer
6) Dataset Administrator
7) DBE Approver
8) Director
9) Director of Operations
10) Discretionary Admin
11) Discretionary Manager
12) Environmental Reviewer
13) Initial Reviewer
14) Intake Manager
15) Legal Counsel
16) Local Security Manager (LSM)
17) Post-Award Manager
18) Pre-Award Manager
19) Read-Only
20) Reservationist
21) Supervisor
22) TCA Recorder
23) Technical Reviewer
24) Transit Director
25) Vendor Setup

Contractors
1) Contractor
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System Administrator
1) Administrator
Global User
1) Global Security Manager (GSM)
2) Global Viewer
FTA Staff
1) DGS FTA - Fatal Flaw Reviewer
2) FTA Staff Read Only
3) Local Security Manager (LSM)
4) Management
5) Program Admin/Manager
6) Reviewer
7) Team Lead

Auditor

1) Auditor

DOT User
1) DGS External — Fatal
Flaw Reviewer
2) External Read Only
3) Reviewer

Non-DOT User
1) External Reviewer

1) Alternate Reporter
) Primary Reporter

) User Manager

) Viewer

w N

4

System Administrator
1) System Administrator
Global Roles
1) Global Security Manager (GSM)
2) Global Viewer
3) Program Management Lead
FTA Staff
1) Director
2) Local Security Manager (LSM)

3) Program Management Team
Member

4) Regional Safety Officer
5) Validation Lead
6) Validation Team Member

Auditor
1) Auditor
DOT User

1) External Validation Team

Member

System Administrator
1) System Administrator

Global Roles

1) Global Security Manager (GSM)
2) FTA Users

3) Global Viewer
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OTRAK

COVID-19

1) Recipient User
2) User Manager

Administrator

1) System Administrator
Program Admin

1) Program Administrator

Global Users
1) Global Security Manager (GSM)

2) Global Viewer FTA

Staff

1) Local Security Manager (LSM) HQ
Staff

1) Civil Rights Officer

2) FMO Program Manager

3) HQ User

4) OAT Program Manager

5) PSR Program Manager

6) Single Audit HQ Program Manager

7) SMR Program Manager

8) SSO Audit Program Manager

9) TCR Program Manager

10) TR Program

Manager

11) Tribal Transit

Program Manager
Region

1) Region Read-only
2) Region User

)
)
3) Regional Oversight Director
4) Regional Tribal Liaison

)

5) Single Audit Regional/Program
Office Point of Contact

External Auditor

1) OIG Auditor (Read-only)

Contractor

1) CTR Program Manager

2) CTR Recipient Delegate

3) CTR Regional Delegate

4) CTR Reviewer

5) CTR User Manager

HQ Staff CTR Delegate

1) CTR Review
Requirement Editor

1) CEO

2) NTD Contact
3) Editor

4) Viewer

6) Safety Editor
7) Safety Viewer
8) CEO Delegate

)
)
)
)
5) Safety Contact
)
)
)
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JOL (ORI 1) Grantee Global Users
2) Read Only 1) Global Security Manager (GSM)

3 A ine Official 2) Global Viewer
) Approving Officia ETA Staff

1) Local Security Manager (LSM)

4.2.1. User Visibility

There are explicit rules controlling access to user records and user information
within the system. The following rules independently to each FTA system (e.g.,
TrAMS, NTD):

1) Organization users can see all other users within their organization(s). For
example, a user who belongs to ‘Transit Organization Blue’ will see all other
users with roles in ‘Transit Organization Blue’.

2) Organization users cannot see FTA user records, external user records, or
users outside their organizations.

3) FTA users can see all other FTA users within their system (e.g., TRAMS, NTD,
DGS).

4) FTA users can see all organization users who belong to organizations within
their FTA region or cost center. Global FTA users can see all organization users
within their system (e.g., TrAMS, NTD, DGS).

5) FTA users with specific roles (e.g., GSM, validation analyst, LSM) can view
external user records.

6) External users can only see user records for other external users of the same
subtype. For example, TrAMS DOL users will only see other DOL users in TrAMS.

Table 2 summarizes these rules from the perspective of the logged-in users type:

Table 2 — User Record Viewing
Privileges

User Records | Can View

My User Type Organization FTA External

Organization | All organization users within my | No FTA user records. No external user records.
own organization(s).

44
Version 6.4.2

Unclassified - For Official Use Only



FACES User Guide

Federal Transit Administration (‘

&

FTA All users belonging to All FTA users within See some external user
organizations within their FTA the user’s system records depending on
cost centers. (e.g., NTD, DGS). roles assigned.

A global user sees all
organization users within
his/her system (e.g., TTAMS).

External No organization user records. No FTA user records. | All users of same
external subtype (e.g.,
Auditor) in my
approved systems (e.g.,
TrAMS, NTD, DGS).

4.2.2. User Record Content

Each user’s record opens to a user Summary page.

¥ (i)

@ o

developer, aarya (aarya.developer@test.com)

aarya developer
D

& oaryade
L (121)

veloper@test.com

3444 (Office)
B 12370 Testst
w2

qw. DC 12456

User record content is split between multiple pages. Each user’s record contains:

1) A User Details page visible to all users who have access to that user’s record.
The User Details page contains the user’s account and contact information (e.g.,
first and last name, email, user type, and account status).
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3)

Cook, Dale (dale.cook@dot.gov) ||-.9]
Account Information
User Type FTA Status
Creoted On 22 Last Login Date
Useename o e Tithe
FoatName Das Hosarthe |
Micddie Name Campany Name
Last Name  Cock System  TeAME NTD
Contact Information
EMaE Tre e 16201 BDemyT 23 Fax Number
Phone Number (12317237332 Phome Ext
Addres 1 an: an Crreas Zip Code
Address 2 Dp Ear
ity Nocmenw PO Box
A User Roles page visible to all users who have access to that user’s record. The
User Roles page contains a grid of the user’s active Roles and current User
Managers.
Global Security Manager GSM, TrAMS (sunnie.supergsmuser@mailinator.com)
Roles
Rok Roe Catezony Acess Conuo Cros CestCareer Documet s
Gahal Sera by Mansgor 1G5V Glaow Lsess A A Na W& CEN 1
Frurtual Yo 0 r g PASms ey [T o e N N N 128 fegecawd
Gedsl Scruty Monzgor 1GSV] o Lzos U, N, N N foproed
Lonstal ' an iy Maneger LAY L Loy 4R A Hei LI CHEEAE]
GobylSetumy Mrnaper 1GSW] How Lot N, L (08 2 s fogroed

A History page visible to each user and their management chain (User Managers,
Validation Analysts, LSMs, GSMs). This History page contains an audit trail of
changes to the user’s Profile and Roles. Users can filter role history using the
following filters: System, Role Category, Status, Cost Center, Organization and

Role.
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Summary  User Details

System
Role Category
Role

Status

Role History

Role

Recipient Submitter  Recipient
User Manager Recipient
User Manager Recipient
Recipient Approver  Recipient
User Manager RECID\EH[

Certification History
Role

Recipient Submitter ~ Recipient

Role Category

Role Category

System

OTrak

OTrak

OTrak

OTrak

OTrak

System

OTrak

Access Control Group

OTrak Region 1

OTrak Region 1

OTrak Region 1

OTrak Region 1

OTrak Region 1

Organization

1330 - Capitol Region Council Of

Governments (CRCOG)

Related Actions

Organization

1330 - Capitol Region Council Of
Governments (CRCOG)

1330 - Capitol Region Council Of
Governments (CRCOG)

1330 - Capitol Region Council Of
Governments (CRCOG)

1330 - Capitol Region Council Of
Governments (CRCOG)

1330 - Capitol Region Council Of
Governments (CRCOG)

Comments

Access Control
Group

Cost Center

Organization

Change By

Status

Approved

Approved

Deleted

Approved

Requested

arya.fosum@mailinator.com

Comments

Date

1/13/2021 7:29 AM EST

Change By

arya.fosum@mailinator.com

fta.david.schilling@mailinator.com

arya.fosum@mailinator.com

arya.fosum@mailinator.com

arya.fosum@mailinator.com

CLEAR FILTER(S)

1 Date

1/13/2021

1/12/2021

1/12/2021

1/12/2021

1/12/2021

1-50f82 >

1 Projected Recertification Date

12/25/2021

4)
displayed first.

The News tab shows a listing of user activity with the most recent news

Eéék',”bale (dale.cook@dot.gov)

5)

-
The Related Action page contains any actions the viewing user is allowed to
perform on the record. On this page, the user can manage their Profile,
Security Questions, and PIN.
Attorney, Testing (testing.attorney@mailinator.com) e

320 Prahie
Manage Lser Rodes
Deactivate User

Aeset PN

b
B
.
c

Melatrd Actioem

For detailed information about these user record pages, please reference Section

6.4.

5. Managing the User’s Own Record

5.1. Related Actions
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By selecting Related Actions users will be provided with additional options that can be performed
on their Summary page.

Records  Users

WMATA, Submitter (wmata.submitter@fake.com)

Summary User Detalls User Roles History News Related Actions

* Edit Profile
Edit Profile

" Manage Security Questions
Set or update account security questions

5 Manage PIN
Set or update security PIN

5.1.1. Related Action: Edit Profile

All non-FTA users can edit their own user profile (name, contact information, and
business address) using a profile related action. The only profile information users
cannot self-update is their username and email address. FTA users cannot edit their
profile information because their information is provided to FACES by a nightly
information transfer from FTA’s internal systems. If an FTA user’s information is
incorrect, the information must be updated in FTA’s internal systems.

To edit the user’s profile:

1) Locate the User Profile through either the User Settings page or the Records
page.

2) Select Related Actions.

3) Click Edit Profile.

Trénsit-Rider, Sophia (transit.user@fake.com)

4) The Edit User Profile page will display all previously saved user-associated
details in editable fields.
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Fosmords

Transit-Rider, Sophia (transit.user@fake.com)

Edit User Profile

Basic Infarmation
[EE—

trareH urandrake mm—

FUSL Rme "

Middls Mams

Last Maimi*

[ETEYREL]

Titlu®
Ayl
Homaric
RE.
Lamzamy Ma=s

Inzal Trand dgancy

DEpaITRe N

Hinarczs

5) Click Cancel to return to the Related Actions page without saving any changes.

Frat Nema ®
foprh

Fisdle Hame

Last Name =

Traral-Eiba

Contact Information
Email g

o ut Epmzloom

Phrre Numbier =

[RETREESFES]

Address 1
07 Traneh vazy

Address 2

Cley
Tramdluil

Slabe

[

Menonfc®
L
Company Mame
Lot T rarsh ARy
Deparbment

Fan Numker

Phone Exi

Tip Cade*

Ip B

PO B

6) Update any of the data fields as needed and then click Save to save all details.
Required fields are marked with an asterisk * on the form. If required fields were
missing from the previous FACES version, you will be required to add this

information to save any other updates.
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Firae Name *
seph

Midade Name

Lant Name *

TonstRker

Contact Information

il @

Thone Na=ber*

Acdreax1*
A TRty
Addres= }

cigy*

State *

Hanorihc*

Company Name

ol Trannd

Dezariment

#a0e Xumber

Mranw Ext

Zip Code *

2pExt

7) Selecting Save will execute a validation script to ensure that all data entered
matches pre-determined rules (e.g., the PO Box field cannot contain any letters).
Once the data is validated, the information is saved and the Related Actions
page displays. The system will briefly display (within the header area of the
Related Actions page) a message that the Action Completed Successfully,
indicating that all of changes were accepted.

5.1.2. Related Action: Set Security Questions/Answers

New user accounts are automatically assigned a Task to set up an initial set of Security
Questions and Answers (Q&As) to ensure the security of the account and to provide a
mechanism to re-establish access when lost due to a lockout, etc. To begin that
process, the user must be assigned a Task to Set Security Q&As.

A few rules apply to the setting of Security Q&As:

a)

b)

c)

d)

f)

All users can set up and manage three (3) security questions through
the Manage Security Questions page.

Questions must be selected from an FTA approved list and 3 distinct
guestions must be selected.

Answers must contain at least three (3) characters and cannot be used
for more than one question.

Users must correctly answer their existing questions to change them.

Users have three (3) attempts within a calendar day to answer their security
guestions correctly before they are locked out of the action.

Users cannot see the Manage Security Questions page on any other user’s
account.
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8)

have been updated.

To being the process of setting one’s own security questions:

1)

2)
3)
4)

Users will receive an automated email notification any time their questions

Locate the User Profile through either the User Settings page or the Manage

Users page.

Select Related Actions.

Click Manage Security Questions.

The Manage Security Questions page displays, providing three areas for the
user to select from a dropdown of questions and to enter their own answers to

those questions.

Questhon 1+

Manage Security Questions

Questhon2*

Answer*

Question s+

Answes

Retype Anvmer

Retype Ansmer*

Retype Ansmer

SLBMT

5) Select the question for each of the three security questions and enter the

appropriate answer.

Manage Security Questions

St e e T 3 Rani it s s Thessr L rmisee ram e e

LR LR R LT F L BB LU A,

Queskian 1 ¢
Nl wars 1ez nenne: ul yua fiesl et
Anuwr®
3]
uearian 3 ¢
N P S PR
Anuwmr®
Hala
upsthin 30
Inwhsk Sty ki oo paranis mes?
Anawer®

Helick

Rutypu Anumer *

(L]

Ariype dnsmer *

bl

RAefype dnsmer =

Haztink

SUBMIT

6) When all three questions have been selected and answers provided, click Submit.
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Manage Security Questions

Skt 2 VRN TR ] RAT Ty i, Ther LR ore £1m B R4 Ehe TSN Nk ySIE ANTINTL PPIRN N ST SR TNEAT IS e i,

ueakian 1
Nl wars 1ez nenne: ul yua fiesl et

Anawur® Rutypu Anumer *

ko 1]
auesrian 2 ¢

W e st sl L
Answmre AFiype (ngmer =
Haila Faia
Questhn 3

1ok et U paranis mast

Enawer® Retype dnswer

Bhatlizk Raztlink

SUBKIT

The Tasks tab will display with the just completed Set Security Q&As task being
cleared from the page.

5.1.3. Related Action: Manage Security Questions/Answers

FACES provides a set of questions to add security to some of its functions. Three
security questions, as set by the users themselves, are required to complete

specialized actions.

To begin the process of managing one’s security questions:

1)

2)
3)

4)

Locate the User Profile through either the User Settings page or the Records
page.
Select Related Actions.

Click Manage Security Questions from the Related Actions page.

fr;ansi.t'-Rlder, Sophia (transit.user@fake.com)
:

¥ Fdit Proflie
b Proct

"[i".'
.

If there are existing security questions associated with the user profile, the Answer
Existing Security Questions page displays. This page presents three questions
and gives the user three attempts (within a 24-hour period) to answer them
correctly.
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5)

6)

winmsry  LebrDelils Lhar Rl

Answer Existing Security Questions

ranninesdy s ey SR e i
Iorprten==p aner b ety e

madt ke b s o
At Tt His He N

Qusbion 1

Tk e e e 1 g U e

ANSWET "

L v BrAT Y, YT e T

AmerEy

PR

e

e

Ll

woririre. ‘ez ras 3 sHPrpi whhins 24 haorwindzan e e pror e, B e

Cueslion T
VAEEE T A ST LG

Anveesr

Question 3
WAL § vewr il sponts Leamyd

Answer "

TAMNTEL |

Enter the appropriate information and click Submit.

Answer Existing Security Questions

Vras shaacty fass vecur by puetions st g,

I=rntten I+e atoaart o your sacurtt Sus e, plans contact He (e ek

Questiun 1
Wt was I e el g Hesl et

AlSmit "

g ekl Noa b chites a1 qLESE BT 0 SITwens. v man ] Hrsteoamactly s

e 1 stiermpls whhna 30 bouredncoes o very yooe Kby, Hyou e

I Fidn

Quasbuan 2
W wara the make of pour Trat car

Anwmer ©

I ey

Queston #
ViR o eor te oot nea e

Ansmer *

B

TANCEL

SLERIT

53
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not entered correct answers.
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sMTary s

a1 mlrencty =
Foapoemen 1 e

BELEL T sy

Quesban 1
W2 was the nzme of your ATt pee

Anymer *

Jezrkaks  HimIY

Answer Existing Security Questions

Ktm 42 P e s e o BRmaTe, YT

r LT ST T PR PR T e Tk

P e pmmety AR g i s

Veai howor A whamzie bl 3 M hasrwind=aena e By p2ir e te Hpzuames

Dusstinn 2

Wimed s e ke s poar Dk sar?

AngmEi -

Quesbon 3
o s ot Rt e ol Leanne

Anymer "

CANDEL

N or o o o san Tty quac 0o AW

oAt Wi manss 2 BtheTpeied ramain ng

7)

Click Cancel to abort the security questions page.

Sanmary Lk

VTR L

Questinn 1
W the nzme of your st pee

Anwmer *

ng Security Questions

-

FEUFTTReT COATeT A S T g e

. 4 PO R TTATITIT W R P e A T e e

Queston 2

Wi gt pas tha make of pour fra car?

Ansmir -

Quesbinn 3
W o ot i wzane s Leani®

Anymer *

InE ar O OF YO seLUrhy qUAST 0T S

MoomAC ¥ @ T atheipe! ramaining

SUARIT

8) The Related Actions page is again displayed.

9)
once more.
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Answer Existing Security Questions
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CANCH m

10) Once the three answers have been verified, the user is presented with a fresh
page within which to enter either a fresh set of questions/answers or using one
or more of the previous questions/answers and adding more.

Manage Security

1710 e then

Questions

o Thams o oes v ¢ PO AT NERT IO 00 12 1M Y TR TOTINTT RN (O T ATUN SISATOC PG O0E CTON SNVETAS

Quetizn 1+

l Won w33 the rame chcu-Art e X

Arewert Recype Answer

Question 2+

N w2z th mahe of sour ez con -

Aaar MECype AR
Question 3°

LR AP TER SPYC R VORI R T >

Rerowver* Mitype Anvaner

I—c‘\(lL

11) Click Cancel to abort the security questions page and return to the Related
Actions page.
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Manage Security Questions

AT

Quatizn 1+

e IR AT NS IR 001 17 TR S YU SOCTEATTE T AR (WA T TR SIEATIC 2N SOE CTON S ITA

I V0 mas the rame ot ces

Arevert Resype Answer *
Question 2+

N w5 the mzke of sour ezt core
HECype AN *

Arewert

Questhon 3*

N B gt Lre i e S000TS T2

Beroavar * Netype Anvemer

CANCEL

wepar

12) If a previously used question is selected from the dropdown provided, an error
message is raised that warns the user that You can’t pick the same question twice.

Summany [,

Manage Security Questions

Sabacl ke sl 171 (e L L, TORGk (i shar L™ L Loe (0 bR S0 LA Fout st Pt ©0i il paet

Questhn1*

W mopr el sz

Anuwar® Fabyps Anavur®

Question 2*

WA e I A o pe D Ar

Annwrs Rebype Anawmr®
Questmn3®

Whak e tonte soncte hearm?
Ennwers Eetype Arawert

W a T TR Lk aat ol

l Pou G pick e &7 BuCshicn DA,

CAMCEL

13

~

Click Submit to save any changes made to any of the questions/answers.

Note:

Only the first question was changed.
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Select and answer three (3) security questions. These questions can be used for authentication to unlock your account. Please note that your

Question 1*
Answer *
Question 2*
Answer *
Question 3*

Answer *

CANCEL

Retype Answer *

Retype Answer *

Retype Answer *

14) The Related Actions page is again displayed.

5.1.4. Related Action: Reset Security Questions

If a user is unable to answer security questions to re-establish access due to a
lockout, etc., security questions can be reset by a System Administrator or through
contacting the TrAMS Help Desk.

5.1.5. Related Action: Creating a PIN

Some user roles require a personal identification number (PIN) to complete actions or
tasks within the system. These roles include the TrAMS Submitter, Attorney, Official,
and Regional Administrator. Users that have one or more of the PIN-based roles gain
access to a new user profile Related Action to set their personal four-digit PIN code.
This Related Action will be shown as Manage PIN. Adding any of the PIN-based
roles to a user record will require that user to make use of a PIN code for certain

actions that can only be performed by those roles.

There are a few basic rules surrounding the use of PINs:

a)

b)

c)

d)

e)

f)

Users with PIN roles (TrAMS Submitter, Official, Attorney, Administrator)
will have access to a Manage PIN profile Related Action to create or change a

PIN.

No user can see the Manage PIN profile Related Action on any other user’s

account.

PINs must be 4-digit numeric codes (e.g., “1234").

To reset a PIN, a user must correctly enter their current PIN or correctly

answer their Security Questions.

Users have 3 attempts per calendar day to reset their PIN before they are

locked out of the action.

Users will receive an automated email notification any time their PIN has
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been updated.
To create the PIN code:
1) Locate the User Profile through either the User Settings page or the Records
page.
2) Select Related Actions.
3) Click Manage PIN.

Summary User Details User Roles History News Related Actions

* Edit Profile
Edit Profile

* Manage Security Questions
Set or update account security questions

Manage PIN
Set or update security PIN

|

4) First time users will see the New PIN field. Enter a four-digit PIN code. This is a
required field.

summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya OrguUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1. 1334 - Transportation, Connecticut Department Of (CONNDOT)

Set PIN

Enter New PIN *

Re-enter New PIN *

CANCEL SUBMIT

5) Select SUBMIT so save the PIN.

6) Select Cancel to return to the Related Actions page without saving any changes.

5.1.6. Related Action: Changing the PIN
Once the PIN has been created, a user may again select the Manage PIN function
from the Related Action page to change or re-set their personal four-digit PIN code.

To change the PIN code:
1) Locate the User Profile through either the User Settings page or the Manage

Users page. Select Related Actions and then click Manage PIN.
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2)

3)

Summary User Details User Roles History News Related Actions

* Edit Profile
Edit Profile

’ Manage Security Questions
Set or update account security questions

5 Manage PIN

Set or update security PIN

The Manage PIN page will display User Information as well as the roles to which
the PIN has been applied.

Summary  User Detalls ~ UserRoles  History  News [ECEIGIPNGIGS

Manage PIN
User Information
Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify Identity

In order to set a nev rify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your

current PIN or the ansv

ou
to your security questions, please contact the Help Desk.

Enter Current PIN
Answer Existing Security Questions
There are no security questions associated with your account.

Current PIN *

e

The user is provided with two separate mechanisms by which they can verify
their identity. One includes simply entering the PIN (if known). The other allows
the user to verify their identity by answering their security questions.

59
Version 6.4.2

Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

4)

5)

Summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya Qrgum Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify Identity

In order to set a new PIN, you must verify your identity by entering your current PIN or by correctly answe
current PIN or the answers to your security questions, please contact the Help Desk.

g your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your

@ Enter Current PIN
Answer Existing Security Questions

Current PIN *

CANCEL SUBMIT

Select Answer Existing Security Questions by selecting the radio button next to
that item. This will cause the three questions to be presented for the user to
enter the verified information.

Verify Identity

you must verify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
s to your security questions, please contact the Help Desk.

Enter Current PIN

© Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

CANCEL SUBMIT

Click Cancel to abort the security questions page and return to the Related
Actions page.
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Verify Identity

N, you must verify your ide
your security quest

IN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
sk.

entering your cut
e contact the H

Enter Current PIN

© Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *
Cisi
Question 2
What was the color of your first car?
Answer *
Blue
Question 3
In what city did your parents meet?
Answer *

New York

2L m

6) Complete the information and click Submit.

Verify Identity

y your identity by ent

erify y ng your cut
ecurity questions,

ntact the H;

or by correctly

ering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your

Enter Current PIN

© Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *
Cisi
Question 2
What was the color of your first car?
Answer *
Blue
Question 3
In what city did your parents meet?
Answer *

New York

s m

7) After entering all the information for the security questions and clicking Submit,
the user is presented with the Update PIN page, allowing them to enter a new
PIN to be associated with their role(s).
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Summary User Details User Roles History News Related Actions

Manage PIN

User Information

Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com

Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1. 1334 - Transportation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN *

CANCEL SUBMIT

8) The user enters a new PIN and re-enters the same PIN for confirmation. If,
however, the PIN is not exactly four characters (not less, not more), an error
message is raised that PIN must be a four-digit numeric code.

Summary User Details User Roles History News Related Actions

Manage PIN

User Information

Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com

Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

aUpdate PIN

I PIN must be a 4-digit numeric code. l

Enter New PIN*

Re-enter New PIN *

CANCEL SUBMIT

9) Correct the PIN and click Submit.

62
Version 6.4.2

Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

Manage PIN

User Information
Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN *

CANCEL m

10) The Related Actions page displays.

Note: | If the user cannot remember either their existing PIN or security question answers, the user
must contact the Help Desk for assistance.

5.1.7. A Locked Account

FTA complies with U.S. DOT Information Technology (IT) Security guidelines. FACES
uses several security features to ensure that only valid and active users have access to
the FTA platform. One of those features is the User Lockout function. An automatic
account lockout occurs after 60 days of user inactivity (i.e., after 60 days of the user
failing to log in to the FTA platform). The lockout also occurs when the user is
required to comply with an annual user recertification. Annual user recertification
verifies that each user has valid system access and the correct user roles. A user
will be locked if the user is not recertified during the recertification window.
These security features apply to all software systems that rely on FACES for access.

Users with locked accounts can still log onto the FTA platform but they will be unable
to complete any actions on their account or specific to their roles. The standard tabs
(Manage Users, Reports, and Actions) will contain a limited amount of data and
security-related actions. For example, no tasks will be available.

Locked users can unlock their accounts using one of two methods: (1) correctly
answering their existing security questions; or (2) submitting an unlock request.
Both methods are available via a single action on the Actions tab. It is preferred
that all users attempt to self-unlock their accounts by answering their previously
setup security questions before submitting an unlock request; this is the quickest and
most efficient route to unlock an account. However, if a user is locked due to
recertification, the user will not be able to use self-unlock to unlock his or her
account. Once an account is unlocked, the user’s access privileges will be fully
restored.
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5.1.8. Answer Security Questions

If the account is locked and security questions were previously set up, the user can
attempt to unlock the account by answering their security questions through the
Unlock Account link on the Actions tab.

Note: See Related Action: Set Security Questions/Answers or Related Action: Manage Security
Questions/Answers for instructions on setting up Security Questions. User Security Questions
cannot be modified while the account is locked.

The user is allowed three (3) attempts per calendar day to correctly answer the
security questions. Users who have not set up security questions or who cannot
remember the correct answers to their questions must instead submit an unlock
request.

To unlock the account via security questions:
1) Login to your account.

2) Click Unlock my Account.

" )

¥
'

= 78 F
vy v/

Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

& Your Account has been locked. Please click on "Unlock My Account" to unlock your account.

3) If Security Questions have already been established, then click Answer Security
Questions from the Unlock Account page and then click Submit.

Unlock Account

Please select an avallable optien to unlock account.

Options *
Send a request to unlock your account

Answer security questions ]

CANCEL ‘ SUBMIT

4) Provide the correct answers to the three previously established questions and
click Submit.

Note: Answers are case insensitive.
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5)

6)

7)

Answer Existing Security Questions

You already har
forgotten the a

ecurity questio
SWErS 10 your sec

youwould like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window ta verify your identity. If you have
ty questions, please contact the Help Desk.

Question 1

‘What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer*

CANCEL susMIT

If incorrect information was entered, a validation error message will display that
indicates the number of attempts remaining for the current calendar day. After
three incorrect attempts, the user will need to submit an unlock request. See

section 5.2.2 to learn how to submit an unlock request.

Answer Existing Security Questions

y have t correctly answer your existing questions. You have 3 attempts within a 24 hour window to verif

the Help Desk

Question 1
What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

I One or more of your security question answers is incorrect. You have 1 attempt(s) remaining I

If incorrect information was entered, all three answers will be erased regardless
of which one of the three answers was correct.

Enter the correct information and click Submit.

65
Version 6.4.2

Unclassified - For Official Use Only



Federal Transit Administration ‘,

FACES User Guide

Answer Existing Security Questions
You already have security questions set up. If you would like to change your questions er answers, you must first correctly answer your exsting questions. You have 3 attempts within a 24 hour window to verify your identity. f you have forgotten the answers to your

ecurity questions, please contact the Help Desk

Question 1

What Is your favorite sports team?

Answer *

Question 2
What was the colar of your first car?

Answer *

Question 3
In what city did your parents meat?

Answer*

CANCEL SUBMIT

8) A message indicating User Unlock Processing will display.

9) Click Refresh.

Unlock In Progress

I This may take a few minutes to complete. You may log out and return shorty, or click Refresh to check f the process is completed. I

REFRESH

10) A message indicating Your Account has been unlocked will display.

You account has been unlocked

Click here to go to homepage

11) The user can Click the link to return to the Homepage.

12) An email will be auto generated and sent to the user.

5.1.9. Submit Unlock Request
If a user has not set up security questions or cannot remember their answers, they can
submit an unlock request by selecting Unlock Account on the Actions tab. The unlock
request is automatically routed to the appropriate approvers (User Managers,
Validation Analysts, LSMs, or GSMs). If an organization does not have a User Manager
or the locked user is the User Manager, the request will go to the next level
approver. If the user belongs to multiple organizations, the request will go to each of
the organization’s user management chain.

To submit an unlock request:

1) Loginto FACES and Click Unlock My Account.
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Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

& Your Account has been locked. Please click on "Unlock My Account" to unlock your account.

2) Select the Send a Request to Unlock Your Account option, enter any comments
pertinent to regaining access, and then click Submit to finalize the action.

Unlock Account

lock acco

Options *
© send a request to unlock your account

Answer security questions

Comment

CANCEL SUBMIT

3) A message indicating Unlock Request Successfully Submitted will display.
4) Click Close.

Unlock Request Successfully Submitted

[A request ta unlock yeur account was successfully submitted to your User Manager(s) or Local Security Manager(s). ]

5) The request for the unlock will automatically be routed to the appropriate
approver(s).

Users are only allowed to submit one unlock request at a time. Once an unlock request
has been submitted, the user cannot self-unlock their account via security questions
or submit a new unlock request After submitting the unlock request, the User
Manager, LSM, Validation Analyst, User Manager Supervisor, FTA Signer, or
GSM (as appropriate) will receive an email notification to review the submitted
request. They can either approve or deny the request. The user will be notified via
email of either decision.

If the request is approved, the account will unlock, and all previous permissions will
be restored. If the request is denied, the account will remain locked. The user will see
the message below if they attempt to submit another unlock request. If the account
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remains locked after 48 hours since the request was submitted, the user should
contact any of their assigned User Manager, Validation Analyst, LSM, or GSM by
clicking on the link.

Action Cannot Be Completed

is action at this time. You have already submitted an unlock request and have reached the maximum number of attempts to unlock your account using your security questions. If more than 48 hours has passed since

tted, please reach out to one of your managers displayed below

CANCEL

A list of the managers for the user will appear with information for all the user’s
managers.

Action Cannot Be Completed

You cannot access this action at this time. You have already submitted an unlock request and have reached the maximum number of attempts to unlock your account using your security questions. If more than 48 hours has passed since
your request was submitted, please reach out to one of your managers displayed below.

Managers for Primary Reporter

Show all managers @

Managers 1 Email System  Access Control Group Cost Center Organization

adot Alternate Reporter virginia.hager@hil.us SSOR SSOR Local Security Managers (LSMs) :v:jf,ir{-r;;,;T""””" Safetyand JADAC"T?: na Department of Transportation
adot User Manager kevin.dekle@hil.us SSOR SSOR Local Security Managers (LsMs) 72090~ Llf:’rc:t;; Rl k:;ff“ Deplrciment of Trahspariation
anet User Manager danny.kim24@mailnator.com SSOR SSOR Local Security Managers (LSMs) ;m 'r’(:f,';;‘(; anecsssyan: ‘,‘_,\I_,[;"T‘V_{'" fiDRpactnent GEITSROTAton

foryar = Afirona Departnentot T ransportation
Bala SSOR Arizona user manager K U[”vL:QA; Transit Safety and 1/[;{[: a Department of Transportatio)

bala.ssor.arizonausermanager@mailinator.c
R SSURArZOIOSETaE SISt | ESoR SSOR Local Security Managers (LSMs)

74000 - Office of Transit Safety and 4- Colorado Public Utilities Commissio
bala usermanager one bala.um1@mailinator.com SSOR SSOR Local Security Managers (LSMs) e-/.wrr;r:(';;o: Aete ey Bne (mp‘l’“"( Al OMmAssion
74000 - O f Transit Safety and - Arizona Department of Transportation
cta Developer brian.anderson@hil.us SSOR SSOR Local Security Managers (LSMs) 000 - Office of Transit Safety and 1 - Arizona Department of Transportatio
Oversight (TSO) (ADOT)
createnewuserssordevStesting@mallinator.c 74000 - Office of Transit Safety and 1 - Arizona Department of Transportation
rst Last : SSOR SSOR Local Security Managers (LSMs)
2 om RN urity Managers (LSMs) | o/ o <ight50) (ADOT)

6. User Management
6.1. User Management Responsibilities

User management responsibilities include user creation, role assignments, deactivation,
reactivation, and unlocking. Responsibilities vary somewhat by management level. At the
lowest level, each organization will have one or more users assigned to the User
Manager role. FTA approval is required to obtain or assign the User Manager role to any
individual. The User Manager for an organization can perform the following actions for users
within their organization:

e Create and Manage Users.
e Edit user profile information.
e Manage role documentation.

e Deactivate and Reactivate users.
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e Unlock users.
e Recertify users.

FTA Global Security Managers (GSMs) can create and manage all other users within their
system (e.g., TrAMS, NTD, SSOR, DGS and CRM).

FTA Local Security Managers (LSMs) can manage all FTA users within their cost center,
organization users within any organization that belongs to their cost center, and external
contractors. FTA LSMs can also approve role requests from User Managers.

FTA Validation Analyst can only manage with FTA LSM roles users within their cost center,
organization users within any organization that belongs to their cost center, and external
contractors. Validation Analyst with LSM role can also approve role request from User
Managers.

User Managers (UMs) can create, manage, and recertify users within their system.

Privileges User Manager Validation Analyst

with LSM

Users authorizedto Usersin same Organization, FTA’?nd Organization, FTA, All usersin
manage organization contractor users in and 'contractor Platform System
same Cost Center usersin same Cost

Validation Analyst LSM GSM
Create New Users Yes Yes Yes Yes
Assign and remove Bulk No Yes Yes Yes
Approve role requests* No Yes Yes Yes
Edit user profile Yes Yes Yes Yes
Manage role Yes Yes Yes Yes
Deactivateand Yes Yes Yes Yes
Reactivateusers
Unlock users Yes Yes Yes Yes
Recertify users Yes Yes Yes Yes

*User managers can assign roles, however certain roles (UM, Attorney, Submitter, Official) require approval from an LSM.

The remainder of this section presents an overview of each of the user management
activities and responsibilities.

Note: The organization employs the principle of least privilege, allowing only authorized
accesses for users (or processes acting on behalf of users) which are necessary to
accomplish assigned tasks in accordance with organizational missions and business
functions.

6.2. User Creation

The following presents an overview of the six-step process required for creating a new user
of any type:

69
Version 6.4.2

Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

Step 1: Select User Type (Organization, FTA, External)

Step 2: Select Username
(FTA usernames will be available to select. All other usernames must
be manually entered.

Step 3: Input User Details and Contact Information

(FTA user information will be prepopulated.)

Step 4: Add User Roles, Selecting Justification Documents as
Required

Step 5: Create User
(Creation process make take a minute to complete.)

There are explicit rules controlling user creation:

1)

2)
3)
4)
5)

6)

7)
8)

9)

Only users with the roles User Manager, Local Security Manager (LSM), and Global
Security Manager (GSM) are approved to create users using the Create and Manage
Users action.

Users can only create user and add roles for which they have privileges.
Organizational User Managers can create other organizational users.
External User Managers can create other external users (e.g., DOL).
LSMs and GSMs can create users of any type.

When a username is entered to create a new user, the system will flag any user that
already exists and present the creator with the option of going to the Manage Roles
action to add roles to that existing user.

A user’s username must be a valid email address.
Name, contact, and business address information is required when creating a new user.

A user cannot be created unless at least one role is assigned to the user.

10) Some roles require approval by users with higher privileges.

11) Only roles matching the new user’s type can be added to the user.

6.2.1. Action: Create and Manage Users
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User Managers, Supervisors, Validation Analyst, LSM, and GSMs have access to the
Create and Manage Users action. This action allows a new user of any type
(Organization, FTA, and External) to be added to the system, however, individual
ability to create users of different types is restricted. The process for creating
organization and external users is slightly different from the process to create FTA
users. The two main processes will be described in separate subsections so that
appropriate screenshots can be shown.

To add a new user:

1) Login to the system as a user manager and click Create and Manage Users from
the Actions tab.

4 Lad i}
REPORTS HELP CENTER User Management ~ @ esers harms Admevaon

MANAGE USERS ACTIONS

Recertify Users Remove Bulk Roles Review Role Requests

&
ock Requests
ct Unlock Requests

Manage Recertification
Manage User Role Certification

)
Manage System

Manage System Announcements

2) The user manager is presented with a short list of user types from which to
select. Each type has its own set of role limitations. Depending on the user
manager’s privileges, the user type may be preselected and locked. DOT Users
as shown in the following screenshot.

3) Select the appropriate user type (as applicable) and then click Next.

Create and Manage Users

User Type *
FTa, Staft

2ation User len. Reupeen, Reporter)

Adwitar, Curtrattors)

4) The first information about a user required is their username, based on a valid
email address. This is a required field and will function as the user’s login. Email
addresses should be provided in lowercase. Each Username field must be unique
and cannot be changed after creation. Validation checks will confirm uniqueness
before moving to the next step.
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Create and Manage Users

Username

The username must be an email address.

BACK || CANCEL m

5) Enter an email address and tab forward.

6) If the email is rejected as invalid, the page will display an error message.

Create and Manage Users

Username

‘ userx@mailinatorcom ‘

The username must be an email address.
—

Username must be a valid email address. Emails can contain only lowercase letters, numbers, and periods. Emails must contain an @ followed by at least one period (.). I

BACK || CANCEL NEXT

7) At any point in the Create and Manage Users process, the user may click
Cancel to end the process. On cancelling the Create and Manage Users process,
no data entered for that user will be retained.

You are about to cancel the Create User process. No data will be
saved. Are you sure you want to exit?

8) Ifthe email is accepted as valid, the Next button will be activated, allowing
selection.

Create and Manage Users

Username
userx@mailinator.com

The username must be an email address.

BACK || CANCEL NEXT

9) Click Next, launching the Create User page. The Username and Email fields will
be pre-populated.
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Create and Manage Users

Basic Information

Username * Title *

userx@mailinator.com _

First Name *
Honorific *

Middle Name
Company Name

Last Name *
Department

Contact Information

Email @ * Fax Number

userx@mailinator.com _

Phone Number *
Phone Ext

Address 1* Zip Code *

Address 2 Zip EXt

10) Enter the Basic Information for the following fields:

a) The username just entered displays in the Username field but cannot be
changed.

b) Enter the user’s first name in the First Name field (35-character limit).
This is a required field.

c) Enter the user’s middle name in the Middle Name field (35-character
limit).

d) Enter the user’s last name in the Last Name field (35-character limit).
This is a required field.

e) Enter the user’s job title in the Title field. This is a required field.

f) Enter an honorific for the user in the Honorific field. This is a required
field (i.e., Mr., Ms.).

g) Enter the user’s company information in the Company Name field.

h) Enter the user’s department in the Department field.
i) System information is entered only by the Global Security Manager.
11) The Create User page also provides data fields for Contact Information:

a) The valid email address displays once more in the Email field. Again, the
email address cannot be altered or edited once the email has been
accepted.

b) Enter the user’s work business phone number in the Work Phone field.
This is a required field (20-character limit).

c) Enter the user’s business phone number extension in the Phone
Number Extension field (10-character limit).

d) Enter the user’s business fax number in the Fax Number field (20-
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character limit).

e) Enter the first line of the user’s business address in the Address 1 field
(60-character limit).

f) Enter the second line of the user’s business address in the Address 2 field
(60-character limit).

g) Enter the city forthe user’s business address in the City field (60-
character limit; no numeric).

h) Select the state for the user’s business address from the dropdown

menu provided under the State field.

i) Enter the ZIP Code forthe user’s business address in the ZIP Code field
(5-character limit).

j)  Enter the ZIP Code Extension for the user’s business address in the ZIP
Code Extension field (4- character limit).

k) If necessary, enter the associated Post Office Box in the PO Box field (35-
character limit).

Note: PO Box is limited to numeric values and cannot contain alphabetical characters.

12) After all required details have been entered, click Next.

AUOTESS Z R
Cley > PO Box
Ty e
State *
BACK CANCEL

13) The Manage Roles page displays. Click Add New Role.

74
Version 6.4.2

Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

Manage User Roles

User Information
Full Name TrAMS Global Viewer Username aana.globalviewer@dot.gov
Title Test User Status Active

User Type FTA
Add/Update User Roles

Access Control

#  System Role Category ~ Role Group Organization Cost Center Justification Document Status Comments o 0 o
¢ Local Security ¢ 78100 - Region 1
1 R )Trak R - I/A C
OTrak egion Manager (LSM) OTrak Region 2 (TRO-1) N Approved [2 x
61000 - Office of
2 TrAMS FTA Staff LocalSecurity — poion2 - the NA Approved Z x
Manager (LSM) Administrator - k= -
(TOA)
Office of 62000 - Office of
3 TrAMS FTA Staff Director o = Administration N/A Approved adding new role 8/16 Z %
Administration d 5 I8
(TAD)
+ ADD NEW ROLE
e

CANCEL VIEW HISTORY m

14) The following fields are required and must be populated before the role(s) can be

submitted: System, Role Category, Role, Access Control Group, Organization, Cost
Center, Comments.

15) Click Submit and a confirmation screen will appear.

Confirmation

8y clicking SUbmit, you certify that this user requires the role(s)
assigned to them, Is in good standing with their associated
organization(s), and is a valid user of the assigned FTA system.

NO YES

16) Users can upload a justification or delegation of authority document for any
role, the Add Justification Document section will display. Users can download
the Justification Document template using the link available in that section. Please
follow the instructions within the document on how to complete the Justification
Document.
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78400 - Region = select Existing Justification

4 NTD ~ Reporter ~ SafetyViewer ¥ Unassigned (NTD Validation Analyst) = ~4RO1- Alabama Department of Trans... X 4};) o Approved reason X
/ e

(#4) Add Document For Selected Role (& Download the template)

System Cost Center Organization

NTD 78400 - Region 4 (TRO-4) 4R01 - Alabama Department of Transportation (ALDOT)

Document * Description *

uptoap [

Document Name *

CANCEL UPLOAD DOCUMENT

17) When all roles have been added, click Submit to complete user setup.

Role

. Justification
|
# System category Role Access Control Group Organization Cost Center Document Status Comments @ © ©
- 1334 - Transportation, Connecticut 78100 - Reglon
1 AMS I Region 1 b /A \PProve 0 &
rAMS Recipient Developer egion Depariment Of 3 TRO1) N/A Approved F x
62000 - Office
of
2 TrAMS Recipient UserManager  Office of Transit Safety and Oversight 6931 - Quality Software Services, Inc administration Approved Z X
(TAD)
. . 1334 - Transportation, Connecticut 78100 - Region
& ser Manag = test Approv 0
3 TAMS Recipient User Manager Region e 1 (TRO-1) Approved F x
I Justification
- Regiol
4 NTD ~ Reporter - | Safety viewer ~  Unassigned (NTD validation Analyst) = 4R01 - Alabama Department of Trans... X : en est X Approved reason X

4(TRO-4)

+ ADD NEW ROLE I

CANCEL VIEW HIsTORY EETLTYTN

18) A User Creation in Progress page will display. You can click Close to leave the
screen without impacting the user creation process. If you want to verify that
the user record is created, wait about a minute, and then click Refresh.

User Creation In Progress

Tre users data is being processed, 11 may Lake a few minutes for all changes 1o appear on Ihe users record. Click the Refresh’ button after a
minute to confirm that the user has been created. Click the 'Clese’ button w0 go Gack to the Actions tab.

CLOSE I REFRESH

19) The User Successfully Created page displays the user’s summary information.
You can click the link below the user’s last name to go directly to the user’s
profile.
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User Successfully Created

Legin instrucions hewve been senllo ths user via ma

Username [ransil user@fake com
First Name Sophia
Middle Name &

Last Name Transit.Rider

Cick hers to access the user's record .

Title Analys
Honorific Ms
Company Name | acal Transit Agency

System TraMs

CLOSE

Click Close to return to the Actions page instead.

User Successfully Created

Legin Instructans fave heen sent to this user via ema

Username fransituser@fake.com
First Name Sophia

Middle Name /

Last Name Transit-Rider

Chex here to access the usar's record

Title Analyst
Honorific Ms
Company Name | ccal Transic Agency

System TraMS

CLOSE

21) The user will receive an automatic email alerting them of the account setup, like

the one below.
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From: FACES System Administrator
Subject: New Account Created on FTA Platform

Dear Joe Doe,
A new user account has been created for you on the Federal Transit Administration's (FTA’s) FACES Platform. This account provides
you access to the State Safety Oversight Reporting (SSOR).

You should have received =n email from Appian, the underlying software system, with your username and your temporary password.

The following roles have been requested for your account:

Application Role Access Control Group Cost Center/Organization Status
Primary SSOR Local Security Managers Arizona Department of Transportation
S50R Reporter (LSMs) (ADOT) Approved

If you have roles that are in a requested status, you will receive an email notification when the role has been reviewed by the
approver.

To log in to your account, go to https://facesdevS.fta.dot.gov/suite/ if you are an FTA employee access this site from an FTA network,
read and agree to the system user notification. Then click the 'If you are an FTA User, click this link to login' link. If you are unable to
log in, contact your FTA supervisor. If you are 32 non FTA employee, read and agree to the system user notification. Then click the 'If
you are an External User, click this link to log in' link. If you are unable to log in contact your organization User Manager or FTA
Regional Office. All user's can also contact your application's help desk:

SS0R Help Desk at FA.SSOR.HELP@dot.gov

‘ Federal Transit Administration
https://www transportation.gov/

V United States Department of Transportation
Federol Tronsit 1200 New Jersey Av SE, Washington DC 20550
Administration

**** This is g system generated email. Fleose do not reply.

6.2.2. Action: Assign Bulk Roles
If more than one user or external user needs to be assigned to a new user role, the
User Manager, LSM, or GSM may bulk assign user roles through this action. The
assignment process will provide validations and will only allow users to be assigned
roles that are valid for them. This action is useful when paired with the Create
Multiple Users form or any other time where many users must be assigned to new
roles.

To assign bulk roles at once:

1) Click the Assign Bulk Roles from the Actions tab.
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MANAGE USERS A REPORTS HELP CENTER User Managemen

o &

Bulk Roles Create and Manage Users

Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles n ulk Approve or Reject Role Request:

@ “
Manage Role Documentation Manage System Announcements
Ak o Ramove ole fusitica i

Manage system Annou

2) The Assign Bulk Roles page displays a yellow banner that requires the user to
click the PROCEED button.

Assign Bulk Roles
This action will affect System performance when submitted during business hours. Click proceed to continue.

*System  TrAMS - *Role Category ect & Role Gateg .

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

# User Role 2:;5; Konigl Organization Cost Center Justification Document Comments e ©

No items available

3) The Assign Bulk Roles page displays the available users to assign new roles
based on the user assigning the roles, and the users to be assigned to a role.

Assign Bulk Roles

*system - *Role Category  Seiec = fole Cafex -

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

Access Control

#  User Role
Group

Organization Cost Center Justification Document Comments o ©

No items available

4) The Assign Bulk Roles displays a short list of user roles from the Role Category.
Select the relevant user role category to which the users will be assigned from.
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Assign Bulk Roles

*System TrAMS - * Role Category ct te . RESET

Select a Role Category

Instructions: Users can be added by clicking on Add User below. Muitiple users may be added as a
een added to the grid, you may select a single role or multiple roles for each group of users. A ma

System Administrator br. To create another group, click on Add User again. When all users have

Global Users
Access Control FTA Staff

G Organization ment Comments @ o
roup Recipient

#  User Role

DoL
Contractors

Auditors

CANCEL

5) Once the role category is selected, the user manager can add users clicking on the
link “Add user”. Multiple users may be added as a group by typing the username
one after other. When all users have been added to the grid, you may select a
single role or multiple roles for each group of users. To create another set of
users, click on Add User again.

Assign Bulk Roles

*System  TrAMS - *Role Category  Recipient * | REsET

nay be added as a group by
of users. A maximum of 3

ser name one after the other. To create another group. click on Add User again. when all users have
oles can be assigned

Enter a justification statament for the role assignment eld. This should b f statement that explains why this user needs the role, along with any other relevant information
Access Control P : "
# User Role Group Organization Cost Center Justification Document Comments e @
Aarya Developer (arya.developer... X -
i el B 1334 - Transpertation, Connecticu... X 78100 - i= Select Existing Justification Reason
1 | Adakan@Ridedart Dakan (adakan... X Read Only ~  Region1 - Region 1 x
| (TRO-1) & Upload 20/4000

+ ADD USER
CANCEL NEXT

6) The logged in user is given an option to copy the same set of role combination
in a new row and can add more roles or organizations in addition to the copied
set. After that he can select the users in user column like step 4.

Assign Bulk Roles

“System  TrAMS . *Role Category  Recipient -

Instructions: Users can be added
been added to the grid, yo

Add User below. Muitiple user
e or multipie roles for each

user name one after the other. To create an
can be assigned.

be added as a group by typ!
of users. A maximum of 30

group, click on Add User again. When ail users have

Enter a justification statement for the role assignment in the comments field. This should be a brief statement that explains why this user needs the role. along with any other relevant information.

Access Control

# User Role Group Organization Cost Center Justification Document Comments e ©
Aarya Developer (arya.developer... X -
i el s 1334 - Transportation, Connecticu... % 78100 - i= Select Existing Justification Reason
1 | Adakan@Ridedart Dakan (adakan... X Read Only * Region1 - Region 1 x
(TRO-1) & Upload 2074000

+ ADD USER

CANCEL NEXT

1 F
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7) The logged in user will have the option to cancel this process at any time by
pressing the cancel button in the lower left-hand corner of the screen.

Assign Bulk Roles

*System T *Role Category

Access Control P e
#  User Role Group Organization Cost Center Justification Document Comments e o
Aarya Developer (arya.developer. x 28100 1= calect Existing stification Reaso
1334 - Transportation, Connecticu... ¥ 78100 - := select Existing Justification Reason
Adakan@Ridedart Dakan (adakan... X Read Only ~ Region1 - Region 1 0 x
(TRO-1) &, Upload

+ ADD USER

|:NFH'

8) Once the logged in user has added all users to be assigned new roles, click
the Next button to navigate to the Confirm Bulk Role Assignment page.

Assign Bulk Roles

*System *Role Category  Re

after the other. To create anather group, click on Add User again. When all users have
orn s fo rs. A 1
tatement for the t teme t ant information.
Access Control P e

# User Role Group Organization Cost Center Justification Document Comments e o
Aarya Developer (arya.developer... X S I et )
1334 - Transportation, Connecticu... X 8100- ect Existing Justification Reason

Adakan@Ridedart Dakan (adakan... X Read Only ~ Region 1 - Region 1 0 x
(TRO-1) & Upload 4

+ ADD USER
CANCEL

9) On the Confirm Bulk Role Assignment page, the logged in user will be able to
confirm the bulk assignments. Should a user be assigned a role that they are not
supposed to be assigned to, the user manager can go back to the Assign Bulk
Roles page and remove any necessary users or roles by clicking the Back button.

Confirm Bulk Role Assignment

| Wose Catogery B

10) If desired, the Confirm Bulk Role Assignment page will prompt the user manager
to upload a justification document to be attached for confirming the roles. Click
the Upload button to select a single justification document to upload for all
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roles.
# User Role 2::‘5; Contro} Organization Cost Center Justification Document Comments e o
Analyst TestUser11 (state.analyst11) X iZ Select Existing
Global Security Manager (GSM) + - X

/&Hp\rﬂﬁ
(#1) Add Document For Selected Role (& Download the template)

System Cost Center Organization
NTD

Document * Description *
upLoAD [
Document Name *

Z

CANCEL UPLOAD DOCUMENT

11) If a User wants to upload a justification or delegation of authority document, they
can use the Add Document for Selected Role section. Users can download the
Justification Document template using the link available in that section. Please
follow the instructions within the document on how to complete the Justification

# User Role 'éi:‘s: Control o eanization CostCenter Justification Document Comments e o
Analyst TestUser11 (state.analyst11) X i Select Existing
Global Security Manager (GSM) + - X
& Upload

(#1) Add Document For Selected Role (& Download the template) #

System Cost Center Organization
NTD

Document * Description *

upLoAD [

Document Name *

CANCEL ‘ UPLOAD DOCUMENT

12) Click the Upload button in that section, select the justification document that
you wish to upload in the Windows file browser and click open.

@ Open b
A » ThisPC » Documents » FACES Samples v Search FACES Samples yal

Organize - Mew folder = I @

A MName Date modified Type Size

s+ Quick access

[=| PPD-BlankDoc 7/26/2019 9:5 Microsoft Word D... 12 KB
[ Desktop + . —

y} Sample-Document 8/2/2019 3:23 Microsoft Word D... 0 KBI
l_’ Downloads  # 0] Sample-Document-2 8/2/2018 3:24 PM Microsoft Word D... 0KB
[ Documents 4 3 Sample-Dacument-3 8/2/2018 %24 PM Microsoft Word D... 0 KB
=/ Pictures -«

L L B e B Tl N
File narne: |New Microsoft Word Document v| All Files ~
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13) After selecting the justification document to upload, the user manager may delete
that document upload and select again by hovering over the document icon and

pressing the below displayed icon.

Document *

ample-Document
DOCX-<1KB

14) After the upload is finished, the user manager will have to give a title and brief
description of the justification document before clicking the Upload Document
button to finish the bulk role assighment.

# User Role éi;f“: Control o rganization CostCenter Justification Document Comments o ©
Analyst TestUser11 (state.analyst11) X = stin,
Global Security Manager (GSM) » x
& Upload
(#1) Add Document For Selected Role (& Download the template)
System Cost Center Organization
NTD
Document * Description *
UPLOAD "
Document Name *
- 4000

[ canceL — UPLOAD DOCUMENT

15) After clicking the Upload Document button, the request will be processed, and
the user manager will be returned to the Actions page.

6.2.3. Action: Manage Role Documentation

Roles can have an optional justification document for their assignment to a specific
user. FACES has incorporated a Justification Document template that can be downloaded
and completed. The Justification documentation can be uploaded in advance of role
assignment via the Manage Role Documentation action or uploaded at the time
the role is added on the Manage Roles form as shown in section 6.2.1. At the
time of upload, documentation is tagged to the user’s organization. During role
assignment, the document is then tagged to the specific role and the specific user. A
single document can be used for any combination of roles and users (presuming
these roles and user are mentioned within the document).

To upload role documentation in advance of role assignment:

1) Select Manage Role Documentation from the Actions tab.
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MANAGE USERS ACTIONS REPORTS HELP CENTER User Managem

&
Assign Bulk Roles Create and Manage Users Create Multiple Users
ssign Bulk Roles to Multiple Users Create or Activate a New System User Upload information for Multiple New Users
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles In Bulk Aporove or Reject Role Request:
Review Unlock Requests Manage Access Control Groups Manage Recertification

Approve or Reject Unlock Requests Create or Edit Acce:

oups and Manage Organizations Manage User Role Certification Cycle

@ “
Manage Role Documentation Manage System Announcements

2) The Manage Role Documentation page displays available role documents.
User Managers can view, add, or delete documents for their organization(s).
Validation Analyst and LSMs can view, add, or delete documents for their Cost
Center(s) and any organization(s) within their Cost Center(s).

Manage Role Documentation
System  TrAMS - Organization
Actess Coritrol l Region 3 3 Cost Center 78300 - Region 3
Group
ADD E ‘
Document Name 1 Description Access Control Group Cost Center Organization Uploaded Date  Uploaded By
Justification Justification Region 3 N/A N/A 11/13/2020  faces.admin@test.com
Justification Justification Region 3 N/A N/A 11/13/2020  faces.admin@test.com
Role Approval Doc Test Region 3 78300 - Region 3 1402 - Baltimore, City Of (BALTIMORE CITY) 5/1/2019  ahmed.khan
role change doc Region 3 78300 - Region 3 1396 STEAnsportaton. DeaWarE Department. of 2/4/2020  ahmed.khan
(DELDOT)
sample sample Region 3 78300 - Region 3 ;'j‘;l\)' faleportation; Marand Department Of 1/8/2019  lesie.smith
1-50f11 >
CLOSE

3) To download a copy of a document, simply click the document name link.
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system

TrAMS

Manage Role Documentation

Access Control l

Region 3

Group

Document Name

justification

Role Approval Doc

role change

sample

Description

justification

Access Control Group
Region 3
Region 3

Region 3

Region 3

Region 3

Cost Center
N/A
N/A

78300 - Region 3

78300 - Region 3

78300 - Region 3

Organization

Cost Center 78300 - Region 3

Organization

N/A

N/A

1402 - Baltimore, City Of (BALTIMORE CITY)

1396 - Transportation, Delaware Department Of
(DELDOT)

1401 - Transportation, Maryland Department Of

(MTA)

Uploaded Date  Uploaded By

11/13/2020  faces.admin@test.com
11/13/2020  faces.admin@test.com

5/1/2019  ahmed.khan

2/4/2020  ahmed.khan

1/8/2019  lesie.smith

1-50f11 >

4) To view a list of user roles and user tied to an existing document, click the
checkbox next to the document record. Beneath the document grid a list of
justified roles will display. Click a specific role name to show all users with that

5)

role.

Document
Name

I Description

Fake Doc

tasts

Access Control
Group

TrAMS Repicn 2

TrAMS Region 2

Tr&MS Replon 2

Cost Center

TR0
Region 2

73200~
Region 2

73200 -
Region 2

Organization

< Ot Chemung
(OHEMLNG CNT;

1324 - Courty Ot Chemung
LOIEMING CT;

Uploaved
Date

117572019

Uploaded By

taces.sysac Mo hala@mainaror cor

Bruce Haw<1512345

Bruce Haw¢1512345

Jussifled Roles

Jsar Marage

1 Justitied Users
petar L

Surale tramsum

To upload a new document Click Add.

Systam  TiaMS

Access Contral  Trak
Group
Document P 9
Descn

Name | Descrpticn
2ucl Feke Do
TPsts TrStS
sl EslL

Manage Role Documentation

Acress Contral
Graup

Irals Regine 2

TrANS Aegien 2

rANS Regivn 2

Cost Center

Aegion 2

73200 -
Reglen 2

- Organization

Organization

1414 - Nowy fersey Transit
Cornecatinn, The (NJTC)

1224 - Coarty &4 Cherung

1324 - Con
(CHEMUNGY

“Lhernung

Cost Center JUlLU . Regon d

Uploaced
Date

115a2ns

WL22Ns

Uploadec 3y

synadmirbalagterailiceces com

Anxe Faakirs1 2345

Orucebakirs 2325
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6)

7)

8)

The Add Document section will display beneath the list of available documents.
Users can download and use the Justification Document template link available.
Please follow the instructions within the document on how to complete the
Justification Document.

tynr it (NTD Validati 10098 - Western M. T ortati " . "
1 Deiynn Stk (NTD Validation 78100 - Region 1 0038 Westm Malnc Tiansportafion 9/1/2020  faces.sysadmin.bala@mailinator.com
Analyst) Services, Inc. (WMTS)
. 62000 - Office of 6522 - Personnel Management, U S .
1 Office of the Administrator % ) Boza-he g 3/23/2020 faces.sysadmin.bala@mailinator.com
Administration Office OF (OPM)

1-50f879 > »

Add Document (& Download the template) Q_—

System * Access Control Group Organization

Document * Description *
upLoAD [}
Document Name *

4

CANCEL UPLOAD DOCUMENT
CLOSE

Click Upload to browse for justification documents to add to the document

repository.
- i 0098 - Western | 0 a
1 Dar yn.i Smit (NTD Validation 78100 - Region 1 10098 - Western V_ame Transportation 9/1/2020  faces.sysadmin.bala@mailinator.com
Analyst) Services, Inc. (WMTS)
- 62000 - Office of 6522 - Personnel Management, U S - £
ffice of th is & ' 3/23/2020 % in.bala@ ¢
1 Office of the Administrator kst Office OF (OPM) 3/23/20: faces.sysadmin.bala@mailinator.com
1-50f879 > »
Add Document (& Download the template)
System * Access Control Group Organization
Document * Description *

&

Document Name *

7

CLOSE

Using the Windows browse function, find and click the document to upload.
Then click Open.
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€ Open

@\_J"‘ + » Libreries » Documents » v | 43 || Search Documents
Orgenize » News folder = - [B

{ Favorites Documents library
r Bl Desktop Inchudes seation

# Downloads Name ’ Dete modified Type Sice
2 Recent Places | =

Custom Office Templates 1 1911 AM F icder

= LRraries Q| Ssmple Decument.docx 12/2/201311-27 AM  Mlicroscit Werd D 12)B
N

“*| Documents
J Music
o Pictures

8 videos

& Palencia, Christing
i Contacts
Desktop
f Desktop
¥ Downloads

L Favorites -

File name:  Sample Document.docx - |N‘ Files (7.7}

e [

£

9) The selected document will be uploaded.

10) To select a different document, hover over the document file name and click
the “X” that displays. You can then click Upload to choose a new document.

Document

Sample Document 3
DOCX - 11.58 KB

11) If the user is a User Manager for a single organization, the System, Access Control
Group, and Organization fields will be assigned by default to the user’s
organization. Validation Analyst, LSMs and GSMs may need to populate some
of these fields.

Add Document (& Download the template)

System * Access Control Group Organization
SSOR ¥ SSOR Local Security Managers (LSMs) g
e Deseripeion

FACES Justification Document v1.0
PDF -213.03 KB

Document Name *

CLOSE |

3

(ANCELJ UPLOAD DOCUMENT

12) This page requires descriptive information to be entered to make the
document accessible to other users and to explain the document contents.

i) Document Name: A clear document name is essential for other users
to know what the document’s purpose and coverage. Document names
cannot exceed 255 characters.
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ii) A description that provides even more details about the document’s
intent, content, etc., is also advisable. Descriptions cannot exceed 4000

characters.

Once the information for the document is finalized, click Upload Document.

Add Document (&, Download the template)
System *
SSOR -

Document *

FACES Justification Document v1.0
PDF - 213.03 KB

Access Control Group

Organization

SSOR Local Security Managers (LSMs) -

Description *

Document Name *

CANCEL

CLOSE I

UPLOAD DOCUMENT

13) The document is added to the list of available documents with its Document
Name, Description, Access Control Group, Cost Center, Organization, Upload
Date, and the UserID of the person who uploaded it.

Manage Role Documentation

ADD

System el Lysls - Organization
Access Control -
Group
C et 9 ? . Uploaded
rocume 1 Destrigtion  Access Control Group CostCenter  Organizaton PRACES Uploaded By
MNarme Uate
dlliar 9TE Valdation e TUL0Z - Manchesler rans . 5
12 LIRS sunnientogsinatdul g
d Lnakynh Aegion 1 Autnnaty (MTA) Ut L i Bl gy
1931 roe 73400 - 807 - Transgortas nory
001 rele doe 311 roe QTrsk Reglan 4 ‘_31,”( ,I" "Y“,),tf |r 1 = C'A 16_ 10022020700 taces systemadmin starn 336300 g
doc Regicn 4 Department O (FUOR 25 00T

14) To remove a document from the system, the user simply highlights the document
to be removed by selecting the check box associated with it and clicking Delete.
Users can only delete documents that have not yet been selected to support
user role assignment. Only one document can be deleted at a time.

Manage Role Documentation

System

Access Control

. Organtzation

Arayuty

TLTE20e

| of Transpartation [CDOT,

Group
DELETE
Documant $ . Uplozded
| Destription  Access Contral Group Cost Lenter  Organizaticn P Upleaded By
Name Date ]
an INTE Y dat an L0 - Marebaster Trars
122 Pk lvl”‘ Vclatl < M r R T TE209 '.ul'ru::.rl::g_!.mijd::l\‘,-::u'
Aravyst) 1 Aurharmy [BTa)
1361 roe . T4 001 - Trenzpertaton, Flrlge = o
201 d QTrak R2g0r 4 = “ 2 100222000 Paces systemadmiristance 338d0T. R0y
4 : Joe 5 a9 Ragion & D=gartment OF FLSRICA LOT; f
Jailey (KT valitatinn 181 TRIUT - Conrachioul Cemrtment

sureie.
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15) A dialog box displays that requires the user to confirm the deletion.

Are you sure you want to delete the selected data?

NO YES

16) Click Yes to delete the document. Click No to cancel.

17) Once a document is deleted, the screen will refresh, and the remaining
documentation displays on the Manage Role Documentation page.

18) If no further documentation needs to be uploaded or removed, click Close to
return to the Actions tab.

.
Manage Role Documentation
System  TraMs v QOrganization
YHIO0 5 Reiton 2
Access Control  Trams Regian 2 - Fast-Contar: 778200 * Brgion2
Graup
ADD
Dacument | Descripticn Acress Cantm Cost Center Orgonizatan Selated Uploaded By
= Cost Cenu onizat y
Name P Graup & Data F ’
1414 Mew T Bl 2 o
[RSTA | Fas= Doc TIAMS Region 2 ,“ e jerse) "’If L2009 facessysadmin balagailingior.com
Carpueation, Th (NJTCY -
1924 - County OF Chermung :
- AMS Aesion 2 S TOEL220 ke Havikins] 2330
Lusit sl TEAMS degior Rezan ? LCREMLING £NT) u 9 Ui Havkins 234!
FHZ0 1924 - County OF Chermung ,
1 sl raNS Jegion 2 -:,'.;Ijr‘ 2 RSN |'r\,",lrr'-:"1 N TQZN209  Hnce Hawking123435
I CLASE |

6.2.4. Action: Manage Role Documentation

If more than one organization or external user needs to be created, the User Manager,
Validation Analyst, LSM, or GSM may bulk load their profile information into the
system using a Microsoft Excel file. A file template is provided by the system and must
be used. FTA users cannot be uploaded through this action. The upload process will
perform data validations and will only upload users that pass all validations. This
action is useful when new organizations are added to your system and many users
need to be imported at once. At this time, user roles must be added separately
using the standard Manage Roles form.

To upload multiple user information at once:

1) Click the Create Multiple Users from the Actions tab.
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MANAGE USERS |  ACTIONS REPORTS HELP CENTER User Management ~

Recertify Users Remove Bulk Roles Review Role Requests

Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle

& “©
Manage Role Documentation Manage System Announcements

2) Download the user information template by clicking the hyperlink that says
Template.

Create Multiple Users

Nev er mformation [names, addresses ymbers) can beuploadad for mult

1se nust bp act of wusing tt Creats Now wrtion the Actic t

Download Template

{+) show Instructions

Upload User Data *

CANCEL SUBMIT

3) The template will contain the following fields for user data. Almost all fields are
required. In the template for each user provide the following details for each new

user:

Field Required Data Entry Rules

User Type Yes Must be Organization, DOL, Auditor, or Contractor.

Email Yes Entry must be a valid email entered in all lowercase characters. This
(username)

First Name Yes Cannot contain any special characters (e.g. $) or numbers.

Last Name Yes Cannot contain any special characters (e.g. $) or numbers.

Title Yes Must not exceed 255 characters.

Honorific Yes Must be Mr., Mrs., Ms., or Dr. (periods required).
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Office Phone Yes Must be formatted like a phone number (e.g., (555) 555-5555).
Number Cannot be just a 10-digit number (e.g. 5555555555).
Address 1 Yes Must begin with a street number (e.g., “1207 Maple St”) or a PO
(e.g., “PO Box 412”).
Address 2 No
City Yes Cannot contain special characters (e.g. S) or numbers.
State or Yes Must be a verified 2-character US state or US territory abbreviation.
Territory
Zip Code (5 Yes Must be a 5-digit number. If the leading zeros are being stripped from
digits) 'xlsx' document, begin the zip code with an apostrophe (e.g. '01234).
Company No Must not exceed 255 characters.
Department No Must not exceed 255 characters.
4) The file must be saved with an “.xIsx” file extension. (A sample file with four
users is shown below.)
A 8 L 1) E 2 G H | J K
I UsorType  Emall {username)  Flrst Name Last Name Title Honordtic  Oftice Phone Numbai Address 1 Address 2 City State or Territory
3 Crganization |smithilgtake.com john Smith Analyst Mr. 11231231234 101 Ninth 5t. Transitvilia L
4 Crganization S28C Smith Analyzt or. 123123 1234 101 Ninth St Transitvilia L
3 Crganization sSmith Analyzt Mr. 101 Ninth St. Tranzitviliz  IL
& Crganization |sm Smith Analyzt Mrs. |123)123-1234 101 Ninth St L
5) When the file is ready to be uploaded, click Upload on the Create Multiple
Users page to locate the Excel (.xIsx) file.
Create Multiple Users
_i.t.‘_“ v_. .‘—:;,‘. .“:f.:‘. ..‘ :'.I'I:‘“.'. ;;Z: 2w User <.l onont o 7 ’m ot o ) = o
Download Template
Upload User Data *
urLoAn [
=
6) Use the Windows browser capabilities to locate the file to be uploaded. Click
Open to add the file to the system.
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7)

8)

9)

“ v A4 » ThisPC > Desktop » FACES » New Users v O Search New

Organce v New folder 4 i |
2 Name i Date modified Typ

s Quick access

& OneDrve
B Thic PC @ Semple Document 2.dacx 71 AM  Mi KB
— @) Semple Document 3.docx 3 71 AM  Micros dD... KE
B Desktop < : S
@) Semple Document.docx 11:00 AM  Microsoft Word [ 12KB
¥ Dacuments @' Sample New Users.xlsx 9/28 51 AM  Microsoft Excel W 12KB
& Downloads
Lo Y.
File name: tACS_Template_BquUsevUplcad Excelxlsx < | All Fles

The file that was selected is listed on the upload page.

Upload User Data *

ACS_Template_BulkUserUpload Excel
XLSX - 1221 KB

Yioad your rompletad

CANCEL susMIT

Click Submit. This will begin the data upload and validation.

Create Multiple Users

New user Iinformation (names. addresses. phone numbers: can be u for multiple users 3t a tme, Once user Information 5 uploaded. new

s must be activated using the “Creato New Uuaee® act b, U villl Do ; d at th

Download Template

Template

{+] show mstrucions
Upload User Data *
@ ACS_Template_BulkUserUpload Excel

XLSX 12.21 KB

oad your completed

CANCEL SUBMIT

The Confirm Users page will open. The system will display the users in the file
that can be uploaded (New Users) and the users that have data issues (Users with
Errors). For each user with issues, specific error messages will be given to help
correct the user data.

92
Version 6.4.2

Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

Confirm Users

New Users
The information for the f a aldation check ck the ubmit® & ate e use h
Username First Name Last Name
jsmith1@fake.com John Smith
fsmith2@fake,com jessica Smith
Users with Errors
The information for the f oW g users contain one pr 1 t De created at tt ume X the "Sack™ butt P
k “Cancel"to ext the f 3 vy again late
Username Errors

jsmith3@fake com

Office Phone: Input i5 Required

jsmitha@fake.com

City: input is required

10) The user may:

a) Select Cancel to return to the Actions page. Click Yes.

You are about to exit this form. No users will be saved. Are you
sure you want to continue?

NO

YES

b) Select Back to return to return to the previous page and select a new
file. Click Yes.

Changes will be lost, are you sure you want to go back?

NO

YES

c)

Click Submit to confirm the users and complete the upload of all users

that passed validation checks. Only users that passed validation will have
user records created.

jsmithi@fake.com

Qffice Phone: Input is Required
jsmithd@fake.com

City: Input is required

CANCEL BACK
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11) The Creating Users form will display. Click Refresh to see how many users
have been created. The process may take several minutes.

Creating Users

0 out of 2 users have been crested. Plesse click refresh to see if the process is complete, This may Lake a few mimutes

12) Once the users have been added to the system, clicking Refresh will display the
Users Created screen. Click Close to return to the Actions tab.

Users Created

The following users have been creatad, Thess users wil o2 unable 10 10g In until actlvates via the "Create New User” action on te Actions tab
New Users
Username First Name Last Name
smithiEtake.com o Smitt
siithz@lake.com |essica Smitt

CLOSE

13) To finalize user setup, the User Manager will need to locate each user to add
user roles. Users will be unable to login until roles are added. The same
individual that uploaded the user data does not need to be the person to
activate the accounts. If multiple user managers exist for an organization, this
responsibility can be shared.

14) To locate a new user to finalize, go to the Create and Manage Users action.

¥ £
MANAGEUSERS |  ACTIONS REPORTS  HELP CENTER UserManisemelt = 0 s st

Upload informatir

&= & L
Remove Bulk Roles Review Role Requests

Recertify Users
user Role ject Role Request

sles in Bulk

&

ock Requests
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15) Select the appropriate user type, enter the user’s username, and click Next.

Create and Manage Users

User Type*®
FTAZ%arm
Drgarication User (ep, Retipienl, Raporles)
Exteraal User [p.p. DOL 00T Aewmaess, Audibar, Coabractors)

CANCEL

Create and Manage Users

Username

I |anedoegfakeemall. com

The usarmame miust be an emall adorass,

BACK CANCEL

16) A page will display a message that the user needs to be activated. You will be
given the option to navigate to Manage Roles for that user. Click Yes to

proceed to Manage Roles.

Create and Manage Users

User Information

Full Name 1= Jane Doo Username anedoc@fakec=—ail.com

Title Analya Status Desctvated
User Type Orgarizaton

The user reeds to be acovated, Would you ke to mansge this user's rales?

NO || CANCEL

17) Follow the standard process for adding roles to the user and then click
Activate. The user will be notified that their account has been established at

this point.

6.2.5. Action: Remove Bulk Roles
If more than one user or external user’s user roles needs to be removed from the
system, the System Admin, Global Security Manager, Validation Analyst, LSM may
remove user roles through this action. The role removal process will provide
validations and will only allow users to remove the user roles that are not valid for

them anymore.
To remove bulk roles at once:

1) Click the Remove Bulk Roles from the Actions tab.
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2)

3)

4)

¥ lai

MANAGE USERS ACTIONS REPORTS HELP CENTER

=]
Recertify Users
Recertify User Roleis) for Active Users

Remove Bulk Roles
Remove Roies in Bulk

Review Unlack Requests
Approve or Reject Unlock Reguests

Manage Role Documentation
Adte or Remove Role justification Bocumentation

Manage Access Control Groups

Create or Edit Access Controf Groups and Manage Organizations

-

Manage System Announcements

Manage 5

ystem Announcements

User Management

Review Role Requests

Approve or Reject Rofe Requests

Manage Recertification

Manage User Role Certification Cycle

The Remove Bulk Roles page displays the available users with existing roles
they are assigned with can be removed.

Remove Bulk Roles
23w Categary
Organisavion

Role

List of Users

nerneme 1 Sameilane Fing Ante

"2 M
aa "3 r A
Tras
ALY

» o

t AN
ANY
D e Al
o AN

Aecwss Comaral Cont
Groug Conter
1ot ¢

Accesn Contral

Grevp

Cost Centar

User

Maoared Lot Lopin

Ovgarnsaeion Fow
ote Date Dace
s ' 2
oA 5 c ¥ Ry A
NN f0ager (LA
At 1o
4 v
\ 2 2
dtrersst o
. ’ 3
18
R .
- P ’ s
Mot Dpvem o ' "

The user is provided with filters to narrow down

specific

users.

Remove Bulk Roles

iter

Role Categovy -
Orgenization 1234« Trariperiation. Comnectiuut Deparimeid OF (CONNDOT) R

vele -

Adcess Control
Gtoup

Comt Center

User

IAR TILTERG

Once filters have been applied, the user can select multiple users by clicking
anywhere on user record row from the List of Users grid to see what roles they
currently have; selected users are highlighted blue. Clicking on a selected user

record again will deselect that user.
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Remove Bulk Roles

oo Citnpiy | gl . Ateen Contrel
reve

organization 4 Tramgora st Denarest OF ICOMNDGT)
- Cust Center

&ale -
User

List of Users

y Nameilas = Agzew Contral  Con
Tirst T Group Conies

JgeriLation noe Crested Dute Modfied Dete Last Login Date

5) The user will have the option to cancel this process at any time by pressing the
Cancel button in the lower left-hand corner of the screen.

User Roles

Username T Roke Access Conurot Granp Cont Contes Organvation [

[=]

6) The user can select multiple roles for multiple users by clicking anywhere on
the rows from User Roles grid to remove the roles from the system. Clicking on
a selected user role again will deselect that user role. Once the user has
selected the users and user roles, click Next to navigate to the Confirm Role
Removal page.
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User Roles

ascon

7) On the Confirm Role Removal page, the user will be able to confirm the bulk
role removal by clicking Confirm. The logged in user can navigate back to
Remove Bulk Roles page by clicking the Back button if the roles are not
supposed to be removed or to remove some more roles. Clicking Cancel will
not save any changes and take you back to the Actions home page.

Confirm Role Removal

8) Click on the Confirm button to confirm the changes and finish the Role removal
process. The logged in user will now navigate back to the Actions page.

6.3. Managing User Records

Once a user has been created, the User Manager can manage details for existing users in
their organization including managing the users’ profiles, updating their roles/privileges,
deactivating, and reactivating users, and unlocking user accounts.

1) Click on the Manage Users tab.

2) Onthe Manage Users page, enter the search criteria to locate the user that requires any
number of changes and click the hyperlink for that user from the list presented. Partial text
searches are allowed.
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+ & CREATE NEW USER

+ S8 CREATE MULTIPLE USERS

vReport Filter Criteria

System | Select an Application - Cost Center
Role Category  Scloct role catcgon - User d
Access Control  Select 2 group A Name | Search on First or Last name (whole or part)
Group
Status Active
Organization @ Locked
Role  Sclect o fole - Deactivated

Display individual Roles in Grid

3) The user record will open to the User Summary screen. Click Related Actions.

CLEAR FILTER(S)

Paede  Utepe

Transit-Rider, Sophia (transit.user@fake.com)

ey DIl Uiy ks Nemy BERTERENIRTN

ﬁ Nanape Seeunty Jumtians
ORI O (R FR T R YT TR

NaIge PIN
SELDEuRdate sacrty “l

4) From this page, the User Manager may Edit Profile, Manage User Roles, or Deactivate User.
The Reactivate User related action will show if the user is deactivated. Likewise, the Unlock
User related action will show if the user is locked and has submitted an unlock request.

Records 5815

Transit-Rider, Sophia (transit.user@fake.com)
Summary User Details User Roles History News

* Edit Profile
Edit Profiie

’, Manage User Roles
Add or Defete user 1oles

’ Deactivate User
Deactivate User Accournt

[

99
Version 6.4.2

Unclassified - For Official Use Only




Federal Transit Administration (‘

FACES User Guide

&

6.3.1. Related Action: Edit User Profile
Organization and external user profiles can be edited by the users’ management
chains (User Manager, LSM, or GSM). All profile fields, except for username, email
address and system, can be edited by a user manager.

Note: | Organization and external users cannot edit email addresses. If a user needs to update their
email address, they need to contact FACEShelp@dot.gov.

To edit a user’s profile:
1) Go to the user’s record and select Related Actions.

2) Click Edit Profile.

Sunnie, Arya (arya.sunnie@mailinator.com)

Summary User Details User Roles History News Related Actions

’ Edit Profile
Edit Profile

* Manage User Roles
Add or Delete user roles

’ Deactivate User
Deactivate User Account

The Edit User Profile page will display all previously saved user information

details in editable fields.

Edit User Profile

Basic Information

Username *
arya.sunnie@mailinator.com

First Name *

‘ Aryd

Middle Name

Last Name *

sunnie

Contact Information
Email @ *
arya.orgum@mailinator.com
Phone Number *
(123) 454-5456
Address 1 *
1330 summerfield dr

Address 2

Title*
um
Honorific *
Ms.

Company Name

Department

Fax Number

Phone Ext

Zip Code *

20170

Zip Ext

3) Make any necessary changes. The same field validations that applied at the time
of user creation will still apply (e.g., checks for phone number format).
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4) Click Save to update the user’s profile with the new and/or changed
information. It may take a few minutes for all the information to save.

Edit User Profile

Basic Information

sunnie

Contact Information

Email @+ Fax Number

Phone Number * Phone Ext

Zip Code®

Address 2 Zip Ext

CANCEL

—

5) Select Cancel to return to the Related Actions page without saving any changes.

6) All changes should be visible on the User Details page. Additionally, an audit
trail of all changes will be added to the user’s History page.

6.3.2. Related Action: Manage User Roles

Once the user has been created, the User Manager, LSM, Validation Analyst or
GSM can add or remove roles to adjust a user’s access and permissions. Security
rules govern which types of roles can be added or removed from a user. User
Managers can only add or remove roles for their own organization(s). LMSs and
Validation Analyst can only add roles within their Cost Centers. GSMs can add or
remove any role within their associated system. To assign roles to a user in multiple
organizations or across multiple systems, the User Managers from each
organization will need to add the corresponding roles. The appropriate GSMs or
LSMs can be contacted to facilitate role assignment or User Manager
coordination. User roles can be added and deleted at the same time.

When adding/removing roles, note that users cannot have both Read Only and
active roles in the same organization (or Cost Center for FTA users).

For ease in explaining, additions and deletions are presented separately within this
document.

To add roles to a user:
a. Go to the user’s record and click Related Actions.

b. Click Manage User Roles.
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Sunnie, Arya (arya.sunnie@mailinator.com)

News Related Actions

Summary User Details ~ User Roles  History

’ Edit Profile
Edit Profile

’ Manage User Roles

Add or Delete user roles

’ Deactivate User
Deactivate User Account

The Manage Roles page displays. Only roles that the user can manage are
visible in the User Roles table.

Manage User Roles

User Information

Full Nasme W3 joe Doz Usermame brasea=zoestumdessmp £.oom

Titke To Status Subes
Uner Type Livrparcisd un
Add/Update User Roles
o z Arcaen Carrral e -
r System Aole Categary  Aale arganmabon Cost Canter Jushheation Daoamant Stahos Commesse
Growp
TeANS Aus sl Jazr i gy v S|
TaNs Resplent Jear Mdnmaze [ prvsed
Trans Rasplent Llear Mdacaze testi=g dnr Asprosed
4TINS Rezprnt FER Reorial i tagencd
' Ietate
aef) Anprened

ran lmeplent Hfirtal imghee Rezkena

5 s

Select Cancel at any point in this process to return to the previous page
without saving any changes.

Click Add to add a new role to the user.
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Add/Update User Roles
T Symem Rok: Cotegory Roke Orgavzaton Loz Center Justiticazien Document Stawe Comments @ © o
of
1433 N
A4S Mowiprury Hawr Mangre Vikadelprow Jrprream Il =
Cr Gt
ot
2 TS Radpen: Usar Manaaer Spproves O # x
TrAAS Rodpenm Ve Minagsr  Rogknd AN E Npproves T B |
4 A ijrwn 1 Beparime Maghon & | " n x
“rAMS Redpen oftico Regkn 7 439 Spproves 0O Z %
Sheme
CASCEL VIEW WISTORY

f.  The role filters (System, Role Category, Access Control Group, Cost Center,
Organization) must be populated for the available roles to display. For most
User Managers, these filters will automatically populate, and the fields will
be locked on the screen. LSMs, Validation Analyst and GSMs may need to
select a Cost Center and Organization for the ‘Available Roles’ to display.

Add/Update User Roles
v tpaiee icle Catrgnry  Hale f:;’l‘f("""" Depanicaticn Coxt Center Justifisatise Decummnt  Stwtus Cammants © 6 ©
Group

of
TrAWS Jezghat Uzzr Mznager P Pproaes (] x

of
e Ut Mangen - Appraosd n @ ®
TIAMS Aes bt Uiar Managar ®  leaegdoc Sppruses 0O @ x

A0 5
4 bt L 1 puh bz G e (w] %

¥ g AT - Fagd i
Y arplen afftea Repon 7 Ay artl Apprnees 7 14 =
. L n x
B Feme
AEO NewnaL

g. Potential roles for the user are listed along with default information about
the user’s system, role, cost center, etc. In the screenshot below, only
roles available to TrAMS Recipients are listed. These roles will be granted
only for the Organization that is listed.
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Add/Update User Roles

¥ Syzem Role Coacegaey  Roke

Access Comrdd a raps e
Y SrRanzIvon Cozz Center Justiticacion Documers  Status Commems o ©

A" Hadipanr Vwar Kiansper

(R neipimry

h. Roles are further distinguished in terms of whether they require Approval
and/or a PIN for completing select actions within their system(s). Roles
that require Approval must be approved at a level above the User Manager.

Note: | Users cannot have a Read Only role and an active role in the same organization. If
your user has a Read Only role and needs an active role, you will need to first delete
the Read Only role.

i. Select one of the roles presented. Only one (1) role can be added at a time.
System specific rules will be enforced. See Appendix B for a list of system
specific rules. Click Add to complete the assignment of a role to the
individual user.

Add/Update User Roles

& Ypeam PRele Celcuury Auk: Uryanicalioe Lo Comier Jeatlicetan Document St Lammams e @

j. The user and the updated roles will display. Justification Documentation is
optional to upload before a role assighnment can be submitted. In those cases,
the Add Justification Document section will be displayed. A Delegation of
Authority letter template is available on the FTA public website.
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Add/Update User Roles

¢ Systam Kela ESTS AcressContenl o s niTation ot Coreer Justeicabion Status Commente © 0 ©
Satcyory Group Document
1At il :;.: 1409 erilardedpna Diy af Preva Acgroned x
TrAMS Smriciect Dtice % Natiana Scetem Sundston rart crvad T £ x
17304" aerpeleet oo tegin ¥ TRIR=R it o GERGna o) ey Ao tasdinge Anperesetd X
ManRe Gratnrem ey
ToAM. 3 lert R Sapacte :'1:0"17 1206 - Sontral Arvd s Transk Authonty N crysed w__ 4 ‘
TeAM dant wd 2gon? T Bt Respoeal Comuniaans Tad A rd = x
I Selmet Bt
ey v fug + 1402 Bulurrs, Gly OTEALTINGAE .. % Feved [ x
e
6 L
To associate a document with the added role, select from the list of
available documents by clicking on Select Existing button.
Add/Update User Roles
¥ Spstem Role Roe ,"“c;;':"'”' Organzaton Cost Conter Justiiconton St Comments ¢ © o
Culwgnry Lroup Docamant
63020 OMcc
raNy Vecipmrr Nan: 1405« =hinmiobla, ¢ l'_. > AppoTes Appew < x
62020 OfMe
raN Recipane :.‘-:.,\,y ':’v'.'L wap | EMn-Natonsl Stience faumcaricn "J‘ niaten, 22 Approens P % x
A
Iaxip . By un 9 oo OF Mumar ey Buy b su 10 R PR W x
Vanager ¥ afra0-9)
A & Wretpimre 1) Hepeinr ponn 1308 < Cmrpral Srkams A =ard () Appmmae x
raws Hecipmor D cinl depan ! 1270 < dertace Ropansl Comm el Appnness r - A
. 73320 Region: ™ ¢ ._ &
g il Arcensy v b v 1407 - e mare D CGF A TINDA 5 TRy At x
’ 2 Udoud
a lwrres
., . .
If the proper document isn’t available, click the Upload button.
Addsupdate User Roles
+ System Role anle AccessContral o e sczation Cost Center Justéication Stabus Commeets o © o
Cotmgury Group Documers
TeAME Rcipent ,ﬁ«“_ 430 Fhiodclpva, CryCe B @2 x
2 oA Racipent [ x
TrAME Reupaen ™ 7 %
4 TN Radpent ) >
AN tecipmnt O i leginn ¢ Geetate liepinnal Commisdan [ =
Moy = Rogas - &l Bubners, Gy OFNRALTMORE.. % L) x
Biiw=s

Click Upload to browse for the document to add. Using the Windows browse
function, find and select the document to upload. Once the document has
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0.

p.

been identified, click Open.

; g \ OTrak Region 78900-Region =
1 Ofrak FTA Staff Local Security Manager (LSM) % Sros) N/A Approved test
$= Select Existing
2 TrAMS ~ GlobalUsers v Global Security Manager (GSM) ~ - Approved
2. Upload

(#2) Add Document For Selected Role (& Download the template)

System
TrAMS

Document *
upLoaD G

Document Name *

CANCEL

Cost Center

Description *

Organization
N/A

0z x
x

%

UPLOAD DOCUMENT

Click Upload to browse for the document to add. Using the Windows browse
function, find and select the document to upload. Once the document has
been identified, click Open.

+ > ThisPC » Desktop » FACES » New Users v O Search New Users 2
Organize + MNew folder = O @
[ This PC ~ MName - Date modified Type Size
[ Desktop [%) ACS_Template_BulkUserUpload Excel.xdsx 111472017 12: 13KB
|i5-'| Documents a - e —
* Downloads M= Sample Document 2.docx 8/ Microsoft Word D... 12 KB I
. = Sample Document 3.docx 8 Microsoft Word D... 12KB
J‘! Music 1. . . .
o =] Sample Document.docx 8 Microsoft Word D... 12KB
&] Pictures B Sample Mew Users.xlsx 9 Microsoft Excel W... 12KB
m Videos
. T 1 ErEY 2
File name: ~ | | All Files ~
Open - Cancel
The appropriate document will be uploaded.
Descriptive information must be entered to make the justification
document accessible to other users and to explain what the document
contains. A clear document name is essential for other users to know the
document’s purpose and coverage. A description that provides even more
details about the document’s intent, content, etc., is also advisable. The
maximum characters remaining will show beneath the document name and
description fields.
1 OTrak FTA Staff Local Security Manager (LSM) ?J"’”Pg‘“” ;T;ig:gegm" N/A Approved test 0O 2z x
2 TrAMS ~  Global Users +  Global Security Manager (GSM) + - Approved x
2 Upload
(#2) Add Document For Selected Role (& Download the template)
System Cost Center Organization
TrAMS N/A
Document * iption *
urLoap [
N ||
UPLOAD DOCUMENT

CANCEL
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g. Once the information for the document is finalized, click Upload Document.

r. The document is added to the list of available documents and is pre-selected
as the appropriate document to tag to the new user role.

Add/Update User Roles
#  System ::'j;'v'y Row i":p Torere DvRanization CozeCenter L:;::::'L"' Sz Commencs e o e
1 A acinm '“ TAW-Rhisaaphly, (O oF Approves T '
: ToMs Baeine 2335 Nawonsl Sienzz Fouca i pprove | %
ITA
Tead cin e ‘” Hegken et dor Apprees T =
Trod < FFR Bcporer  Rogke POIONE o x
Trazd It [; " B punel Cumm n »®
- - A Il - -y - iz, §by GF 181 182 ® -l.u » PPRIONG ] x
Bl
s. At this point, enter any comments into the Comments data entry box if there
are any comments that are necessary to complete the use of the document
for that role, especially if the document is not obviously associated with the
role. Then click Save.
Add/Update User Roles
& Syus s Reke Accese Contiol g, i nization Cust Center Jasgpaon Stanus Comiments e e @
Catmpecy Group Dacument
2o e ol
1 Tad Fuwcpanant j“‘_‘__ Proggran < laadue el ] " ey N @ =
o Marazemeant
: Teus Rezpiant iz e el Ly 2335 MagonzlStknce Founditon porove (] x
TrasAs Reophnt i Regron 9 o poruae [\ Z %
TrAds Hesplent W Repamar  Hezlo b - Aporowed (] x
T4 Feopnnt Rugr 7R yur " " 1 Apprun lim} 4 x
Ivers =  Aftcensy  w  Repond »  1M0Z-Uatimore Uy CFIHALTIVORE . % x hepic i s ®
Glte—z
t. Click Submit to finalize the assignment of the role(s).
CANCEL VIEW HISTORY

u. The User Roles Updated page displays a message that the roles are being
processed within the system.
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User Roles Updated

The user's role changes are currently being processed, it may take a few minutes for all changes to appeer on the user's record

v. Click Close. The Related Actions page displays.

6.3.3. Delete a Role
To remove a role from a user:
1) Go to the user’s record and click Related Actions.

2) Click Manage User Roles.

Accords  Users

Doe, Joe (briantramstestum@example.com)

["F3
SUTITArY Lssr [elail: Usei Rales 1 sliy denis m
Edit Profila
* Ezit Pt
Manage User Rales
* s ar Delets user rees
Deactivare Waer
* Deelvals sz Aviaanl
Rt PIN
c THis il resat bhe wzes's Bk
3) Click onthe red “X” at the end of the row for roles you want to delete.
Doe, Joe (briantramstestum@example.com) Ed
wimmacy  Useriistals  Lseriini tory £
Manage User Roles
User Information
Vil Name e bou i Username tewniameodums sanjhecan
Title [wuer Seatux A w
User Type Crzanaaron
Add/Update User Roles
* System foleCaegory  Rok if:ﬁ:co""“ SrRanizaton Juztiticaton Document Status Commenss e © ©
e
x e Nathow ) Decant
Toahs s plane UserMonsger ') I‘"" - > pdsin SU U0 2 Do T! .
e Lt A1

4) The Status column will change from Approved to Deleted for each role that is
deleted.

108
Version 6.4.2
Unclassified - For Official Use Only




Federal Transit Administration
FACES User Guide

"

&

5)

6)

Manage User Roles

User Information

Full Naeme  Wre fow Tue Usmrnmme bl o e s
Title Tesmer Status A=he
User Type Zraan 2ucn
Add/Update User Roles
*  Symem Role Category  Pole ::::: Canbrol Organzaton Cost Cencer Juszacabon Documens Statue Comments 9o ©
143
A lmz prhont ne Wanager phladepina Appresal Velprort o
y 2355 Mucend 2000 - ON
benl e Wt ';_“ A “lecen Adminienyion I i I &
Fuundals D)
Once all desired roles have been removed from the user’s role list, click Submit
to save the deletions. Click Cancel to undo any deletions and leave the form.
2 Sysen Rale Cotcgory Rox Juziticonion Document Stotus Commens e o
1 Tread Rezplent Lzar Manzger cey chare [ Z
Traz Hesplent war Wanager - Appmess ]
3 T Rezgiznt Lzer Manzger ng dac Apovees 0
Teasg Hesplent PR Rapntar ApDrtee 1
(] Hw=plent L P - e T
ool o bt Ailintray 1 e Apr I M

+ ADD NEW ROLE

Bilwrs

The User Roles Updated page will display. Click Close to return to the Related
Actions page.

User Roles Updated

Tre

ser's role changes are currently heing peocessed. It may take a tew minutes for all changes to appear an the user's record

6.3.4. Update Role Documentation

The User Manager may further need to manage role documentation or add a role
comment for a user. Role documentation can only be updated for roles in
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“Requested” status. These updates may be necessary if the wrong document was
uploaded or additional documentation was requested by the LSM, Validation
Analyst or GSM reviewing the role request.

To manage role documentation for a user:
a. Go to the user’s record and click Related Actions.

b. Click Manage User Roles.

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

summary User Details User Roles History News Related Actions

’ Edit Profile
Edit Profile

’ Manage User Roles
Add or Delete user roles

? Deactivate User
Deactivate User Account

c. The Manage Roles page is displayed, allowing the User Manager to manage
documentation.

Manage User Roles

User Information

Full Name adot Primary Reporter Username aaria.primaryreporter@dotgov
Title status Active
User Type Organization
Add/Update User Roles
Access Control
#  system Role Category Role prasis Organization Cost Center Justification Document Status Comments e o

1 SSOR ss Primary Reporter

Approved

(wl)

N/A Approved

Department of
Transportation

SSOR 550 Erimary Reporter

5 SSOR SS¢ Alternate Reporter

d. The User Manager may select the hyperlink for any document to view the
contents. The associated document will open within the appropriate
application for viewing. Selecting the hyperlink for the document will
download the document for review.
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Manage User Roles

User Information

Full Name  adot Primary Reporter username  arya, primaryreportertest.com
Title

Status Active
User Type Organization

Add/Update User Roles
#  System Role Category Role Access Control Group  Organization Cost Center Justification Document Status Comments °

Frimary Reporter

ssoR ssC Primary Reporter

4 ssoR 55€ primary Reporter

Approved B @

To switch a justification document for a specific role, click on the Edit button
next to the appropriate role and then click on the red “X” for the document
(s) you wish to delete.

Manage User Roles

User Information

Full Name Username ary:

Title

Status Active

User Type Organizatior
Add/Update User Roles

% system Role Category Role Access Control Group  Organization Cost Center Justification Document Status

Comments o
1 | ssor erimary Reporter ? \.j -
s5¢ Primary Reporter A pr (=

imary Report d =]

At this point, either select an existing document to assign to the role by
clicking the required document or click the Upload button to upload a new
document. A Justification Document Template. For more details on how to
upload a new document, see either Manage Role Documentation action or
the Add Role section.

Role Comments can be directly added or edited. Changes will overwrite the
existing comment.

Once all changes have been made, click Submit.

The User Roles Updated page will display. Click Close to return to the
Related Actions page.

User Roles Updated

6.3.5. Related Action: Deactivate User

Deactivating a user will deactivate the user across the entire FTA platform —the user
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will be unable to login and will have access to all systems (e.g., TrAMS, NTD and
DGS) terminated. As part of deactivation, user roles are removed. Users can only be
deactivated by individuals who have permission to delete all the assigned roles. For
example, if a user is associated with multiple organizations, the User Manager for any
single organization will not be able to deactivate the user. Instead, the User Manager can
remove user roles to remove the user’s access to their organization, or, in an extreme
situation, the User Manager can contact their LSM or Validation Analyst for further
support. Only users with account status Active or Active (Locked) can be deactivated.
A user’s status can be found on their User Details page.

To deactivate a user:

1) Go to the user’s record and Click Related Actions and then click Deactivate User.

Primary Reporter, adot (arya.primaryreporter@test.com)

Summary User Details User Roles History News Related Actions

Edit Profile
Edit Profile

Manage User Roles
Add or Delete user roles

Deactivate User
Deactivate User Account

Reset PIN
This will reset the user's PIN

Qlx- |- =

2) Ifthe User Manager, LSM, Validation Analyst or GSM does not have approval to
deactivate the user, the Deactivate User page will display a ribbon message. In
this case, you can remove the user’s access to your organization by going to
Manage Roles and removing all roles for your organization(s).

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

User Roles ory N Related Actions

Deactivate User

User Information

Full Name  adot Primary Reporte: Username  aaria.primaryreporter@dot gov

Title Test User Status Active
User Type Organization

This user has roles in other organizations. You do not have the autharity to deactivate this user. To remove this User's access to your organization. go to "Manage Roles’ and remove all organization role:

User's Roles You Can Manage

Role system Cost Center Access Control Group Organization

Alternate R

rtment of Transportation (ADOT)

3) Otherwise, the Deactivate User page will display with a presentation of basic User
Information, the User’s Roles You Can Manage, and the Tasks Assigned Directly to
the user.
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5)

6)

7)

Deactivate User

User Information
Full Name adot Primary Reporter
Title TestUse
User Type Organizatior

User’s Roles You Can Manage

Role System Cost Center

Attorney TrAMS 62000 - Office of Administratior

Primary Reporter SsOR 74000 - Office of Tran:

SSOR 74000 - Office of Tran:

y and Oversight

Erimary Reporter SSOR 74000 - O

y and Oversight

Username  arya primaryreporter@test.co

Status Active

Access Control Group

dministration

| Security Managers (LSMs)

SSOR Local Sec:

SSOR Local Security Managers (LSMs)

-

Organization

20 - Oklahoma Department of Tr

3- California Public Ut

lopment (LADOTD]

ities Com

7items

Click Cancel at the bottom of the page to return to the Related Actions page

without saving any changes.

Enter any comments/justification for the deactivation and click Deactivate to
proceed with the user deactivation. Comments are required.

Deactivation

Comments *

[owe]
If any open tasks are directly assigned to the user (not to the user’s role groups),
the following prompt will appear: “Warning: This user has been assigned one or
more tasks. Deactivating this user will cause the tasks to be left unattended. Are
you sure you want to deactivate this user?” Select Yes to proceed with user
deactivation. Select No to cancel the deactivation.
Warning: This user has been assigned one or more tasks.
Deactivating this user will cause the tasks to be left unattended.
Are you sure you want to deactivate this user?
YES NO
The user also needs to confirm the deactivation in the case where there are
no unattended tasks. Select Yes when prompted with the question “Are you sure
you want to deactivate this user?” to proceed with the user deactivation. Select
No to cancel the deactivation:
Are you sure you want to deactivate this user?
YES NO
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8) On selecting Yes, the system will proceed with deactivation. The Deactivation
in Progress page will display. Click CLOSE to go back to the Related Actions or
REFRESH to refresh the page.

Deactivation In Progress

The user is being deactivated. It may take a few minutes for all changes to appear on the user’s record. Click the 'Refresh’ button after a minute to confirm that the user has been deactivated.

| cLose REFRESH

9) The user and all the user’s assigned managers within the system will receive
an automatic email that will alert them that the account has been deactivated.

From: FACES System Administrator
Subject: ALERT: Account Deactivated

Dear fia sungloyun kim.ctr FACES - FTA,
Your account has been deactivated. You can no longer login to the following
applications:

» FACES

Please contact your immediate user manager(s) if you need access reinstated.

If vou need assistance please call yvour application help desk.
FACES Help Desk at FTAITHelpdesk@dot.gov

“ Federal Transit Administration

hitps://wranw. transportation. gov/
U United States Department of Transportation
Fodaral Transit 1200 New Jersey Av SE, Washington DC 20590
Administration

#=w® This is a system generated email. Flease do not reply.

6.3.6. Action: Review Role Requests

Some roles added by User Managers require elevated approvals. This includes the
TrAMS Recipient roles (Submitter, Official, and Attorney). No NTD or DGS roles require
elevated approvals currently. When these roles are added on the Manage Roles
page, a role request is generated. The appropriate LSMs or Validation Analyst will
receive an email notification with a link to the Review Role Requests action. Role
requests can be reviewed by any LSM or Validation Analyst within the appropriate
Cost Center. In extreme cases, GSMs can also complete the role request review.
GSMs will see all active role requests for their system.

To review a role request:

1) Go to the Actions tab and click Review Role Requests.
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User Management ~

Assign Bulk Roles
Assign Bu

le Users

.=
Recertify Users
Recertfy User Role(s) for Active Users

Review Unlack Requests
Approve ar Reject Unlock Requests

&
Create and Manage Users

Create or A

a New System User

Remove Bulk Roles
Remove Roies in Bulk

Manage Access Control Groups
ps and Manage Organiz:

Create or Edit Access Controf Gr

Create Multiple Users

Upload Informatien for Multiple Mew Users

Review Role Requests

Approve or Reject Role Requests

Manage Recertification

Manage User Role Certification Cycle

2)
3)

[va) i
o e e oo [ ——
The Approve Roles form will open.
Use the filters to narrow down role requests.
Approve Roles
System NTD A Access Control

Group

Role Category ‘ Reporter

Cost Center

User

Organization

CLEAR FILTER(S)

User Role

ntd.njtransit.usermanager2@dot.gov
I
(ntd.njtransit.usermanager2@dot.gov) el L
ntd.userb.requestrole@fake.com
(ntd.userb.requestrole@fake.com) CEO Delegate
User
Manager

orguser.ntd@mailinator.com
(orguser.ntd@mailinator.com)

seat.ceo1@dot.gov (seat.ceo1@dot.gov) CEO Delegate

Role
Category

Reporter

Reporter

Reporter

Reporter

System Access Control Group

NTD Erik Chadwell (NTD Validation Analyst)
NTD Matt Bonzek (NTD Validation Analyst)
NTD }L\ii::;sf)ecoraro (NTD Validation

NTD Erik Chadwell (NTD Validation Analyst)

Cost Center
78100 - Region 1
79000 - Region
10

78100 - Region 1

78100 - Region 1

Organization

1R06 - Vermont Agency of Transportation
(VTrans)

00041 - Alaska Railroad Corporation
(ARRC)

10040 - Southeast Area Transit (SEAT)

1R06 - Vermont Agency of Transportation
(VTrans)

Document

Role Doc

Role Doc

4)

The pending role requests that the viewer has permissions to approve will be

visible. For each request, the user’s name, username, role, a link to the

justification document, and other key details will be included.

5)
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6)

7)

User Role Hoie System Access Control Group Cost Center Organization Document
Category
Bala K (bala@mailinator.com) ;fn’ager Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100 -Region1 10040 - Southeast Area Transit (SEAT) doc
njtransit User Manager CEO . 1R06 - Vermont Agency of Transportation .
v Reporter NTD Erik Chadwell (NTD Validation Analyst 78100 - Region 1 Role Doc
I. (ntd.njtransit.usermanager2@dot.gov) Delegate P { b g (VTrans)
CEO 79000 - Region 00041 - Alaska Railroad Corporation
d d (ntd.userb.requestrole@fake.com) Delegate Reporter NTD Matt Bonzek (NTD Validation Analyst) 10 (ARRC)
Orguseriitd yser Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100 - Region1 10040 - Southeast Area Transit (SEAT) doc
(orguser.ntd@mailinator.com) Manager
i . : g
pennsylvaniauiv Civil Rights User Reporter NTD Courtney Springer (NTD Validation 79000 - Region 0RO1 - Idaho Transportation Department dummy doc
(orgusers.tramsxyz@mailinator.com) Manager Analyst) 10 (ITD)
rameditor User Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100-Region1 10040 - Southeast Area Transit (SEAT) doc
(ramesh.ntssafetyeditor@mailinator.com) ~ Manager
seat CEO (seat.ceol @dot.gov) 2 Reporter NTD Erik Chadwell (NTD Validation Analyst)  78100-Region1 | R06~ Vermont Agency of Transportation g1, 5o
Delegate (VTrans)
7 items

Requester Comments
submitting a requested role

My Comments

APPROVE

Additional details about the request will be displayed beneath the table of
requests. The reviewer can see any comments made by the requestor.

To review the associated justification document, click the document hyperlink in
the table. The document will be downloaded.

User

Administrator] Region 3
(region3.administratort}

\ .l P.’.L TA

(wmata.subr

nitterd@fake.com)

Role

nitial

Reviewer

Submitter

Role " Cost
Category System Center
F8300 -
FTASEAIN  TrAMS S
Region 3
Reciplent TraMs

Organization

1398 - WASHINGTON
METRO
TRANSIT AUTHORITY
(WMATA)

/A

LITAN AREA

Document

Cocument

8) When the reviewer has reached a decision, enter any comments in the My
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4000 characters or less.
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User Role Role System  Access Control Group Cost Center Organization Document
Category
Bala K (bala@mailinator.com) ;v’;e':age’ Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100 -Region1 10040 - Southeast Area Transit (SEAT) doc
njtransit User Manager ceo ) . 1R06 - Vermont Agency of Transportation
v Reporter NTD Erik Chadwell (NTD Validation Analyst 78100 - Region 1 Role Doc
o (ntd.njtransit.usermanager2@dot.gov) Delegate por ! welll Ll g (VTrans)
79000 - 100
d d (ntd.userb.requestrole@fake.com) ey Reporter NTD Matt Bonzek (NTD Validation Analyst) #9000-Region | 00041 -Alaska Ralroad Corporation
Delegate 10 (ARRC)
td ) '
Orgtserii User Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 -Region1 10040 - Southeast Area Transit (SEAT) doc
(orguser.ntd@mailinator.com) Manager
pennsylvaniauiv Civil Rights User Reporter NTD Courtney Springer (NTD Validation 79000 - Region 0RO1 - Idaho Transportation Department dimmyidoc
(orgusers.tramsxyz@mailinator.com) Manager Analyst) 10 (ITD) SOy Eos
rapeditar _ User Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100 -Region1 10040 - Southeast Area Transit (SEAT) doc
(ramesh.ntssafetyeditor@mailinator.com) ~ Manager
— 1 - Agency of Ti
seat CEO (seat.ceo1@dot.gov) 829 Reporter NTD Erik Chadwell (NTD Validation Analyst) ~ 78100-Region1 | R06 - Vermont Agency of Transportation o\ o
Delegate (VTrans)
7 items
Requester Comments My Comments
submitting a requested role
CANCEL APPROVE

9) You will be prompted to confirm your decision “Are you sure you want to approve
the selected role request?” Click Yes to approve. Select No to cancel and return
to the form. (If you clicked Reject, a similar prompt will be given “Are you sure
you want to reject the selected role request?”)

Are you sure you want to approve the selected role request?

YES | NO

10) Once a decision is submitted, the role request will disappear from the table. The
User Manager and impacted user will be notified of the decision via email. If the
role was approved, the role will be added to the user’s account.

6.3.7. Action: Review Unlock Requests

FTA is required to comply with U.S. DOT Information Technology (IT) Security
guidelines. One key feature of this compliance includes automatic account locks
after 60 days of user inactivity. Since the FTA systems all reside on the same
software platform and use the common FACES access mechanism, this security
feature applies to all software systems on the FTA platform.

FACES automatically locks user accounts if the user has not signed into their account
within 60 days. The account lock prevents users from accessing any of the software
systems on the FTA platform. Automated warning emails are issued to inactive users
15, 10, and 5 days prior to lockout.

Users are notified that their accounts have been locked via automated emails.

Users who are locked out will still be able to log into their FACES account, but their

access will be severely restricted. The standard Appian tabs (News, Tasks, Records,
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Reports, and Actions) will contain a limited amount of data and security-related
actions. For example, no tasks will be available.

Locked users can unlock their accounts via one of two methods: 1) correctly answer
previously set up security questions; or 2) submit an unlock request. Both methods
are available from the Actions tab. It is preferred that all users attempt to self-unlock
their accounts by answering their previously setup security questions before
submitting an unlock request; this is the quickest and most efficient route to
unlock an account. Once an account is unlocked, the user’s access will be fully
restored.

If Security Questions were not previously set up or the answers could not be
remembered, user will submit an Unlock Request by selecting Unlock Account from
their Actions tab. An email for the Unlock Request is automatically routed to the
appropriate User Manager.

After submitting the Unlock Request, the User Manager (UM), Local Security
Manager (LSM) or Validation Analyst will receive an email notification of the unlock
request with a hyperlink to review the request. Upon receiving the Unlock Request, the
UM, LSM or Validation Analyst can either approve or deny the request. The user will
receive an email notification confirming either decision.

If the request is approved, the account will unlock, and all previous permissions will
be restored. If the request is denied, the account will remain locked. If the account
remains locked, the user should call their User Manager directly to resolve the issue.
If the appropriate User Manager is not known, the user can call the Help Desk.

Note: If the organization does not have a User Manager or the user is a User Manager, the Unlock
Request will go to the appropriate Local Security Manager (LSM) for resolution. If the user
belongs to multiple organizations, the request will go to the appropriate User Manager of
each organization.

To reply to an Unlock Request:

1) Navigate to the Actions tab and click Review Unlock Requests.

w ¥ abd (i ]

MANAGE USERS |  ACTIONS REPORTS HELP CENTER User Management ~ O € Fecers orst Adation

Recertify Users Remove Bulk Roles Review Role Requests

Review Unlock Requests Manage Access Control Groups Manage Recertification
Apprave or Reject Unlock Requests G Edit Access Controf Groups and Manage Org: Manage User Role Certificat
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2) System Displays Review Unlock Request Page with locked user’s information.

Review Unlock Request

Click the name of a locked user to view th

System ‘

- Access Control

User Type

User

Locked User
Alexa Hil
Sunjida Alam

tpm Management

region? Reviewer

FOS Local Security Manager LSM

FOS Global Viewer

TrAMS Global Viewe

region1 Local Secut

SSOR Global Security M

SSOR Global Security Manager GSM

/ Manager LSM

nager GSM

Username
alexa.hill@mailinator.com
sunjida.alam@hil.us
tpm.management1@dot.gov
ssor.gsm13@dot.gov
pawan.region1.reviewer8@dot.gov
fos.Ism16@dot.gov
fos.globalviewer14@dot.gov
demo.trams.tcrlsm@dot.gov
intakemanager.reg1@dot.gov

ssor.gsm7@dot.gov

Group

Cost Center

Organization

Request On

11/13/2020 3:40 PM GMT+00:00
11/10/2020 8:13 PM GMT+00:00
10/14/2020 5:36 PM GMT+00:00
7/14/2020 6:59 PM GMT+00:00
7/14/2020 5:01 PM GMT+00:00
7/13/2020 9:00 PM GMT+00:00
7/13/2020 8:59 PM GMT+00:00
7/13/2020 8:59 PM GMT+00:00
4/23/2020 8:45 PM GMT+00:00

3/10/2020 7:27 PM GMT+00:00

Lock Date

10/30/2020 1:22 PM GMT+00:00

11/10/2020 7:54 PM GMT+00:00

8/1/2019 9:49 PM GMT+00:00

7/14/2020 6:58 PM GMT+00:00

7/14/2020 3:57 PM GMT+00:00

7/13/2020 8:52 PM GMT+00:00

7/13/2020 8:55 PM GMT+00:00

7/13/2020 8:55 PM GMT+00:00

8/1/2019 9:51 PM GMT+00:00

8/1/2019 9:53 PM GMT+00:00

CLEAR FILTER(S)

Lock Reason

Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock

Inactivity Lock

10 items
3) Click Close if no actionis necessary to return to the Actions page.
4) If not, select the link representing the name of the user that needs to be
unlocked.
5) The Review Unlock Request page will display the user’s detailed information.
6) Validate the User Information and review the Request Comments section.
User Information
Full Name TrAMS Global Viewer Username demo.trams.tcrism@dot.gov
Title TestUser Status Active (Locked)
User Type FTA
Roles
Role | Role Category System Access Control Group Cost Center Organization Document Status
Local Security Manager (LSM) TrAMS Office of Civil Rights 68000 - Office of Civil Rights N/A N/A Approved
Budget Analyst TrAMS Office of Budget and Palicy N/A N/A N/A Approved

Request Comments

sunnie needs approval 7/13

Reviewer Comments

BACK

Comments entered will be visible on the user's profile in the 'History’ dashboard.

APPROVE REJECT

7) If no action is necessary or more information/justification is needed, select Back to
return to the Review Unlock Request page without acting on the Unlock Request.

8) Otherwise, enter any text pertinent to the unlock of this user in the Reviewer
Comments window. Click Approve to approve the request and click Reject to reject

the unlock request.
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Request Comments

Just returced from a 3 manth leave of ahsenze and now need access 10 My account

Reviewer Comments

This unlock request has been verified and approved,

BACK arprove IS

9) A message will display asking the user to confirm his or her decision. Select Yes to
proceed or select No to remain on the review unlock request page.

Are you sure you want to approve the selected user's unlock
request?

NO YES

10) A message will display that indicates the decision for the Unlock Request is being
processed. Click Close.

Unlock In Progress

The decision for the unlock request is being processed. It may take a few minutes for all changes to appear on the user’s record. Click the 'Close’ button to return to review unlack requests.

11) The Review Unlock Request page displays. The Unlock Request is no longer listed.

Note: | There may be other Unlock Requests in the queue. Select Close to return to the Actions tab.

Review Unloc

he

k Request

t .

Locked User username Request On | Lock Date Lock Reason

CLOSE

12) The user will receive a confirmation email regarding the approval or rejection of their
request.
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From: FACES System Administrator
Subject: Account Unlock Request Approved

Your account unlock request in TrAMS has been approved.
Your account permissions have been reinstated. You can access TrAMS at this time.

Please do not reply to this email. This is an automated message.

6.3.8. Related Action: Unlock User

If any user is locked in the system, an additional related action will become available
on the user’s record, Unlock Account. This related action allows a User Manager,
LSM, Validation Analyst or GSM (as appropriate) to unlock a user directly from the
user’s profile. This related action will remain visible as long as the user’s record is
locked. It is intended as a backup method of unlocking an account.

To unlock a user’s account from the profile related action:

1) Navigate to the user’s record and click the “Unlock User” related action.

Transit-Rider, Sophia (transit.user@fake.com) &

L2 Deactivate User
Scthvebe Koo ACcount

’ Unlock User
Uniock 3 User that has submitted an Unlock Request

2) A page will display information about the user’s account, the reason for the
account lock, and the user’s unlock request.
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Unlock User
User Information
Full Name Username
Title Status No Record
User Type
Lock Information
Lock Reason Lock Date Locked By Comments
Inacthaty Lock 10/17/2017 9:29 PM EDT mpiiuck Inactive for 60+ days
Lock Information
Status  Request Date User Comments Reviews: gm‘ § Review Date

10/17/2017 940 PM Thes s o somple request. Please mpiiick  TEST 10/3/2017 3:26 PM

Rejected
et eor unkock my aceount o7

Comments

3) Enter a comment justifying the unlock action, as needed, and then click Submit.

Comments

lThIs unlack request is spgroved. I

£l

CANCEL SUBMIT

4) In the confirmation screen confirm you want to unlock user.

Are you sure you want to unlock 10134.ceo1@test.com?

:

5) On selecting Yes, the system will proceed with deactivation. The Unlock in
Progress page will display. Click CLOSE to go back to the Related Actions or
REFRESH to refresh the page.
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l CLOSE

Unlock In Progress

The user is being unlocked. It may take a few minutes for all changes to appear on the user's record. Click the 'Refresh’ button after a minute to confirm that the user has been unlocked,

| ReFRESH

Note: | Whenever any user is unlocked after being locked due to re-certification then all that user's active
roles will be automatically re-certified.

6.3.9. Related Action: Reset PIN
If a user cannot remember either their existing PIN or security question answers,
the user can contact someone in their users’ management chains (User Manager,
LSM, or GSM) to reset their PIN.

Note: | The

Reset PIN action only appears for User Managers, LSMs or GSMs.

How to reset

a user’s PIN:

1) Navigate to the user’s record and select Related Actions.

2) Click Reset PIN.

5

.?

summary User Details User Roles History MNews Related Actions

Edit Profile
Edit Profile

Manage User Roles
Add or Delete user roles

Deactivate User
Deactivate User Account

Reset PIN

This will reset the user's PIN

3) The Reset PIN page displays a warning message and notifies the user
management chain that they are about to reset a user’s PIN and please verify
that request to reset the user’s pin came from the intended user.

Note:

There is no verification in the system for PIN Reset requests. Once the PIN is reset, the
previous user PIN is no longer valid.
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User Roles  History DEUE  Related Actions

Reset PIN for adot Primary Reporter

Warning

This will completely remove the user’s original PIN, and allow them to enter a new PIN. Please verify that the request is authentic before proceeding.

— m

4) Select Cancel to return to the previous page without saving any changes.
5) Select Submit to finalize resetting the user’s PIN.

6) The Related Actions page displays.

7. Recertification

Recertification is a process that requires the user’s manager to review and recertify (or reject) a user’s
system roles to satisfy DOT security requirements. The recertification process happens annually, and
the user’s managers must review and re-certify all users that report to them.

7.1. Help Desk Information

The recertification process trigger systems on the TrlAD platform to send email notifications to role
management users (Certifiers) alerting them when they are required to recertify users. After
receiving the email notification, each Certifier has a certain number of days to recertify the user
group specified in the email. The email will provide this timeline. Users who are not recertified
will have their roles removed; users with no roles will be automatically locked out of the system.
Users who have multiple roles will have to have each role recertified by their Certifier; the
Certifier may elect to only recertify some of a user’s roles. In this situation, the user will lose
only those roles and will not be locked out of the system. Users who have lost roles or have
been locked out of the system will have to contact their Certifier to reinstate their roles. The
Certifiers (GSMs, LSMs, User Managers) are required to recertify users with a specific period,
depending on the system. This period is called the recertification window.

Note:
in Section 7.2.

If a user becomes locked, they can self-unlock themselves or submit unlock requests as detailed

How to recertify a user role:
1) Certifier logs into System and clicks Actions.

2) Click Recertify Users.
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er Managemen

=
Assign Bulk Roles

Assign Bulk Roles to Multipie Users

&=
Recertify Users
Recerniy User Roles) fos

Add or Remove Role Justification Docu

&
Review Unlock Requests

Ap r Reject Unlock Requests

@

Manage Role Documentation

&
Create and Manage Users
Create or Activate a New System User

&
Remove Bulk Roles

Remove Roles in Bulk

L]
Manage Access Control Groups

Create or Edit Access Cc

roups and Manage Or

0
Manage System Announcements
Manage System Anno

cements

Create Multiple Users
Upload information for Multiple New Users

Review Role Requests

Approve

Manage Recertification

Reject Role Requests

3) The Recertify Users page is displayed,

allowing the Certifier to filter users to recertify.

System

User Type

tone or mo
User

User Man

Test Man

NTD UMSupervisor

Henry Cooper

David Manager
NTD Anaist2
NTD UMSAnalyst

Derek Long

Frankie Whatson

CLOSE

Locked @ Al

user.manager.test@mailinator.com

Recertify Users

Yes No

vUsers Requiring Recertification

Select one

nanage roles.

Username

azdotuserman@mailinator.com

12345testman@mailinator.com

ntd.umsupervisor

henry.cooper

david.manager
ntd.Analyst2
ntd.UMSAnalyst

derek.long@mailinator.com

frankie.whatson@mailinator.com

user.manager.test@mailinator.com

¥ Access Control
Group

Cost Center
Organization

Filter users with no
User Managers?

Type Organization

Organization

Organization (ArD0OT)

FTA NA

Organization

2 - Arkansas Department of Transportation

Locked

1 - Arizona Department of Transportation (ADOT)  No

No

No

1 - Arizona Department of Transportation (ADOT) No

1334 - Transportation, Connecticut Department

CLEAR FILTER(S)

Last Login Date Active?
10/6/2020 9:56 AM EDT (V]

10/6/2020 9:56 AM EDT
10/6/2020 9:56 AM EDT

10/6/2 9:56 AM EDT

10/672020 9:56 AM EDT

10/6/2020 9:56 AM EDT

10/6/2020 9:56 AM EDT

10/6/2020 9:56 AM EDT

10/6/2020 9:56 AM EDT

Organization Of (CONNDOT) No
FTA N/A No
FTA N/A No
FTA N/A No
Organization 1353 - Barnstable, County Of (CAPE CODE COM.) No
5907 - Transportation Ost-wcf, United States Dept
Organization Of (TASC SVC-120) No

1403 - Transportation, Maryland Department Of
(MDOT)

10/6/2020 9:56 AM EDT

O 000 0 0060 o

]

1-100f3047 > »

I GENERATE REPORT

4) A Certifier can download a report for users that require recertification, based on the filters
applied, by clicking on Generate Report.

A. The system displays a confirmation message.
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Generate Report?

Are you sure you wish to generate a report with these filters?

NO

B. Alink to the report will be available to download shortly after as well as emailed to the

Certifier.
[]  Sunnie DGSadmin sunnie.dgs@sysadmin.com FTA N/A No 9/10/2020 5:00 PM EDT [-]
[] ripta Viewer ripta.viewer1@dot.gov Organization 1R07 - Rhode Island Public Transit Authority (RIPTA) No 10/6/2020 9:56 AM EDT (/]
[ ripta Safety Editor ripta.safetyeditor1@dot.gov Organization 1R07 - Rhode Island Public Transit Authority (RIPTA)  No 10/6/2020 9:56 AM EDT (]
tpm Local Security Manager LSM tpm.Ism3@dot.gov FTA N/A No 10/6/2020 9:56 AM EDT (]
[ toa Validation PM toawvalidationpm1@dot.gov FTA N/A No 10/6/2020 9:56 AM EDT [}

1-100f252 > »

CLOSE GENERATE REPORT

vRecently Generated Report(s)

Documents will only be available to download for 15 days after generation.

Download Link(s)
12/28/2021 11:51:32 Recertify Users Export for sunnie.tramsgsm@dot.gov.xIsx

12/28/2021 11:25:06 Recertify Users Export for sunnie.tramsgsm@dot.gov.xlsx

5) The Certifier can select a user or users to recertify roles.
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6)

User

User Man
Test Man
user.manager.test@mailinator.com
massdot NTD Contact
conndot Developer

massdot User Manager

Aiden A Al

Cardamom Roundswortn

SSOR User Manager

dpu User Manager

vUser Roles

vUsers Requiring Recertification

Username

szdotuserman@mailinator.com

12345testman@mailinator.com

user.manager.test@mailinator.com

massdot.ntdcontact] @dot.gov

conndot.developer1@dot.gov

massdot.usermanager2@dot.gov

aiden.al@mailinator.com

cpucPrimary@mailinator.com

ssor.um1@mailinator.com

dpu.usermanageri@dot.gov

Type

Organization

Organization

Qrganization

Organization

Organization

Qrganization

Organization

Organization

Organization

Organization

Organization

1 - Arizona Department of Trar

portation (ADOT)

2 - Arkansas Department of Transportation
(ArDOT)

1 - Arizona Department of Transportation (ADOT)

12 - Massachusetts Department of Public Utilities
(DPU)

1 - Arizona Department of Transportation (ADOT)

12 - Massachusetts Depariment of Public Utilities

(DPU)
1 - Arizona Department of Transportation (ADOT)
12 - Massachusetts Department of Public Utilities
(DPU)

3 - California Public Utilities Commission (CPUC)

31 - Wisconsin Department of Transportation
(WisDOT)

12 - Massachusetts Department of Public Utilities

(DPU)

Locked

No

No

No

No

No

No

No

No

No

No

Last Login Date Active?
10/6/2020 9:56 AM EDT <
10/6/2020 9:56 AM EDT ]
10/6/2020 9:56 AM EDT (V]
10/6/2020 9:56 AM EDT <
10/6/2020 9:56 AM EDT (V]
10/6/2020 9:56 AM EDT <
10/6/2020 9:56 AM EDT <
10/6/2020 9:56 AM EDT (V)
10/6/2020 9:56 AM EDT (V]
10/6/2020 9:56 AM EDT (V]

1-100f74 > »

Rol ified
Username System il Role Access Control Group Cost Center Organization Last Cerufet Certified?
Category Date
< S i e = User SSOR Local Security 74000 - Office of Transit Safety 1 - Arizona Department of S s 5
azdowserman@mallinator.com. | SSOR; 5550 Manager  Managers (LSMs) and Oversight Transportation (ADQT) 212212020 No
The Certifier reviews user(s) details and roles in the User Roles section of the page.
vUser Roles
Username System Role Role Access Control Group Cost Center Organization Last Certified Certified?
Category Date
. = . User S50R Local Security 74000 - Office of Transit Safety 1 - Arizona Department af R
szdotuserman@msilinator.com - S50R 50 Manager Managers (L5Ms) and Qversight Transportation (ADOT) 2/22/z020 M2

Recertification Comments @

cters Remaining

Document @
veroan | [

Document Name

GENERATE REPORT || MANAGE ROLES || DE-CERTIFY

CERTIFY

A. Username with user details is displayed on the table.

B. Certifier then enters Recertification Comments.

C. Canupload any supporting documentation.

D. Enter Document Name.

E. Ifauser is active and needs recertification of role(s) and mange role(s) at the same
time, the Certifier can use the Manage Roles button.

F. Ifa User is locked, the Certifier can click on the Close button and return to the Action
Page or navigate to the Manage Roles Related Actions if needed to recertify and

manage roles:
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vUser Roles

Username System  RoleCategory  Role Access Control Group  Cost Center Organization Last Certified Date  Certified?
1398 - Washington Metropalitan Area Transit
wmata.readonly3@dotgov  TrAMS  Redipient Read Only  Region 3 78300 - Region 3 Authﬂrl'[;(s\ﬂlls‘it::) siropelitan Area Transit 7152020 Ne

Recertification Comments & Document &

uPLOAD | D} orop file here

Decument Name

P

Characters Remaining: 4000 4000 Characters Remaining: 255 / 255

Y¥ou may not manage roles for locked users

Please unlock the user prior to managing user roles.

CLOSE GENERATE REPORT || MANAGE ROLES H DE-CERTIFY | CERTIFY

See Section Manage User Role for how to manage user’s roles.

G. Click on the De-Certify button:

i. The system displays a confirmation message.

Decertify Role(s)

Are you sure you want o decertify the roles for the selected
users? If the user has no other roles, they will become
deactivated.

NO

ii. The Certifier will click the Yes button.
iii. The user’s role is de-certified.

e Ifa user has any existing roles, then roles that are de-certified will be
deleted.

o Ifa user has no other existing certified roles the decertify action will
deactivate the user.

H. Canclick on the Certify button:

i. The system displays a confirmation message.
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Certify Role(s)

Are you sure you want to certify the roles for the selected users?
Only roles that require recertification will be recertified.

NO

ii. The Certifier will click the Yes button.

iii. User’s role is certified until next year.

Note:

If the certifier does not recertify their assigned users before the end of the recertification window, all
the uncertified users will be locked. Users locked as a result of recertification activities will receive
an email to inform them, they no longer have access to the system. If they are not unlocked within two
weeks, users locked as a result of recertification activities will be deactivated.

7.2. User Lock/Unlock Request Process

A user account can be locked if a Certifier does not recertify the user’s role during the
recertification period. The user will be required to submit an Unlock My Account request from his
or her system. A locked user cannot perform any action on the system until his or her account is

unlocked.

How a user can request to have his or her account unlocked:

1) User logs into System.

2) User clicks Unlock My Account.
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Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 10/5/2020 10:25 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

8 Your Account has been locked. Please click on "Unlock My Account” to unlock your account.

3) The System displays the Unlock Account page.

4) User enters comment and clicks Submit button.

Unlock Account

You Nave not set
Manager as a

CouUNt $Curity questions. You are only allowed 1o send a request 1o your leadership (User Manager or Lotal Security

Options *

ANSWEr ¢

CANCEL | susMmIT

Note: | The user will not be able to select the Answer Security Questions option.

7.3. Certifier Unlocking User’s Locked Account

If a user submits an unlock request during recertification, their Certifier will receive an email
notification to unlock the account. A user account locked during recertification will be
deactivated two weeks after the end of the recertification window if the Certifier does not
unlock the account.

Hint: Alternatively, a certifier can use Unlock related action to unlock locked users. There is no mandate
for users to submit unlock request in this case.

How a Certifier can unlock a user’s account:
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1) Certifier logs into System and clicks Actions.

2) Certifier clicks Review Unlock Request.

il [i]

MANAGE USERS ACTIONS REPORTS HELP CENTER

User Management ~

& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Muitple Users Create or Activate 2 New System User Upload information for Multiple New Users
a & L]
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Rolefs} for Active Users Remove Roles in Bulk Approve or Reject Role Requests
@

Manage Access Control Gros
it Access control

<
Manage Role Documentation Manage System Announcements
3) The System displays Review Unlock Request page.
4) Certifier clicks on locked username.
Review Unlock Request
Locked User Username Request On | Lotk Date Lock Reason
Olga Brown dol_um2@fake.com 10/24/2018 1:32 PM EDT S/5/2018 5:30 PM EDT Locked for Uncertfied Roles
ouke M i oule. morrisgdot.pov 1172018 357 PM EDT B/ZB/2018 353 PM EDT Locked for Uncertified Roles
‘ CLOSE

5) The System displays User information page.
6) Certifier may enter text to explain the unlock action in the Reviewer Comments section.

7) Certifier clicks on Approved button.
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Review Unlock Request
You =y Agrow o Baect e tecuen Uy e s veagur dog Bt The user w il be nuofied e - . . e S el e e e e e . e
User Information
Full Name D Oiga Broveny Username 00 umd@fane com
Tide DOLN Stetus Actveicoes
User Type DOL
Roles
Rale 1 Rele Category Lystem Cont Center Organtzation Decument seatut
User Warege” (5= TrAMS Moa Na KmTeena Dae ez
NG sorven sutritied
—
Reviewer Comments
Comimeni 6 ed wil be I 0 D Low S o oTie 1 N WY dashowrd
o p—

8) Inthe confirmation screen confirm you want to unlock user.

Are you sure you want to unlock 10134.ceo1@test.com?

.

9) On selecting Yes, the system will proceed with deactivation. The Unlock in Progress page
will display. Click CLOSE to go back to the Related Actions or REFRESH to refresh the page.

Unlock In Progress

The user is being unlocked. It may take a few minutes for all changes to appear on the user's record. Click the 'Refresh’ button after a minute to confirm that the user has been unlocked.

CLOSE | ‘ REFRESH

Note: | Approving the request automatically re-certifies/reinstates the user’s role. Certifier can reject the
unlock request and the user account will continue to remain locked.
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Appendix A- Abbreviations, Acronyms, and Terms

Abbreviation Definition

DOL Department of Labor

DOT Department of Transportation

FACES FTA Access Control and Entry System
FTA Federal Transit Administration

GSM Global Security Manager

LSM Local Security Manager

DGS Discretionary Grant System

NTD National Transit Database

TrAMS Transit Award Management System
SSOR State Safety Oversight Reporting
ECHO-Web Electronic Clearing House Operation Web
UM User Manager

URL Universal Resource Locator (i.e. web address)
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Appendix B - User Role Rules

This appendix contains user role assignment rules by system (e.g., TTAMS, NTD or DGS). For
information about the privileges a role confers, see the appropriate user guide for the system in
question.

FTA Platform Rules

1) FTA user type is platform wide.

2) FTA users can only be assigned roles that match their platform user type.

3) FTA Users can only be assigned FTA user roles.

4) Organization users can only be assigned organization user roles.

5) External users can only be assigned roles that match their external user subtype.
i) Auditors can only be assigned auditor roles.
ii) Contractors can only be assigned contractor roles.

iii) DOL Users can only be assigned DOL roles.

NTD Rules

General Rule: Each reporter user can have up to two roles per Reporter organization (if a user has
two (2) roles, one role must be User Manager.)

NTD Reporter Role ‘ Rules

User Manager e The User Manager role can be held in combination with any NTD
Reporter role except Viewers.

e User Managers can create all other users within a Reporter
organization.

CEO e The CEO role must be assigned by an FTA user.
e The maximum number of CEOs within a single Reporter organization is
one (1).
NTD Contact e The maximum number of NTD Contacts within a single Reporter

organization is one (1).

Editor e  Multiple users can be assigned the Editor role.

Viewer e Multiple users can be assigned the Viewer role.
e Viewers cannot also be assigned the User Manager role.

Safety Contact e The maximum number of Safety Contacts within a single Reporter
organization is one (1).
Safety Editor e Multiple users can be assigned the Safety Editor role.
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Safety Viewer

Multiple users can be assigned the Safety Viewer role.

CEO Delegate

Multiple users can be assigned the CEO Delegate role.
Only CEOs and CEO delegates can assign the CEO delegate role.

TrAMS Rules

TrAMS Recipient Roles

Read Only

Rules

The Read Only role cannot be assigned at the same time as any other
recipient roles within a single recipient organization.

User Manager

The User Manager assignment must be approved by an LSM or GSM.

Submitter e The Submitter assignment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Developer e No rules apply to this assignment
Official e The Official assighment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Attorney e The Attorney assignment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Civil Rights e No rules apply to this assignment

FFR Reporter

No rules apply to this assignment

MPR Reporter

No rules apply to this assignment

JPC Procurement
Officer

No rules apply to this assignment
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TrAMS FTA Roles

The table below shows which roles are applicable to each Cost Center

Office of Office of
ice o
§ . Office of the | Communication Office of Office of . Office of Office . i . i i ) . ) i }
Office of Office of . Research, Office of ) Regional | Regional | Regional | Regiona| Regional | Regional | Regional | Regional | Regiona | Regiona
. . i Chief and Program Budget . . Planning and of . ) . . . . .
Administrator | Administration A ) Demonstration | Civil Rights . A 1 Office | 2 Office | 3 Office | | 4 5 Office 6 Office | 7 Office | 8 Office | | 9 | 10
Counsel Congressional Manageme |and Policy Environment Regiona § § i
. , and Office Office Office
Affairs nt |
Innovation .
Services
TOA TAD TCC TCA TPM TBP TRI TCR TPE TRS TRO-1 TRO-2 TRO-3 TRO- TRO-5 TRO-6 TRO-7 TRO-8 TRO- TRO-10
4 9
TrAMS Roles - FTA 61000 62000 63000 64000 65000 66000 67000 68000 71000 78000 78100 78200 78300 78400 78500 78600 78700 78800 78900 79000
Supervisor Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Local Security Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Intake Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Pre-Award Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Post-Award Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Reservationist Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Administrator Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Director Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Director of Operations Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Initial Reviewer Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Technical Reviewer Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Environmental Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Reviewer
Civil Rights Officer Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Legal Counsel Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Read Only Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Budget Director No No No No No Yes No No No No No No No No No No No No No No
Budget Analyst No No No No No Yes No No No No No No No No No No No No No No
Vendor Setup No No No No No Yes No No No No No No No No No No No No No No
Apportionment No No No No Yes No No No No No No No No No No No No No No No
Manager
Transit Director No No No No Yes No No No No No No No No No No No No No No No
Discretionary Admin No No No No Yes No No No No No No No No No No No No No No No
TCA Recorder No No No Yes No No No No No No No No No No No No No No No No
DBE Approver No No No No No No No Yes No No No No No No No No No No No No
Dataset Administrator No No Yes No Yes No No No Yes No No No No No No No No No No No
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DGS Rules

DGS Recipient Roles ‘ Rules

Program
Admin/Manager

The Program Admin/Manager role can be held in combination with any
DGS role except.

Program Admin/Manager with the GSM role can create all other users
within the DGS system.

Multiple users can be assigned the Program Admin/Manager
with/without the GSM role.

GSM e The Program Admin/Manager with the GSM role must be assigned by an
FTA user.
Team Lead e Multiple users can be assigned the Team Lead role.
Reviewer e Multiple users can be assigned the Reviewer role.
SSOR Rules

SSOR Roles ' Rules

Program Management
Lead

The Program Management Lead role can be held in combination with
SSOR GSM role.

GSM e The Program Management Lead with the GSM role can create all other
users within the SSOR system.
LSM e Any of the FTA SSOR role can be conjunction with LSM (example:

Validation Lead)

Program Management
Team Member

Multiple users can be assigned the Program Management Team
Member

User Manager

User Manager role be held with Primary or Alternate Reporter.

CRM Rules

CRM Roles

GSM

Has access to all FACES functionality to manage, create, and recertify
global users.
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Global Viewer

No rules apply to Global Viewer.

FTA User

Created by GSM and has only access to reports and view privilege of all
the global users.

FACES Rules

FACES Roles \ Rules

GSM

Has access to all FACES functionality to manage, create and recertify
global users.

User Details Report
Global Viewer

Only has access to User Details, User Deactivation History, and
Supervisor Hierarchy reports

FACES Tier-1 Helpdesk
Viewer

Only has access to User Details, User Deactivation History, Recertification
Status, and Supervisor Hierarchy reports

FACES Tier-1 Helpdesk
Lead

Has access to Manage System Announcements, Send ad-hoc emails, and
reports

ECHO-Web Rules

ECHO-Web Roles \ Rules

GSM

Has access to all FACES functionality to manage, create, and recertify
global users.

Global Viewer

Has read only access to payment requests and account

management.
Grantee e A maximum of 2 grantee role(s) can be assigned to an organization
Approving Official e A maximum of 1 grantee role can be assigned to an organization
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Appendix C - FTA Cost Centers

FTA is organized into 10 Regional FTA offices and 11 FTA Headquarters offices. These “cost centers”
have acronyms and numbers that are used throughout FACES. Each organization is tagged to a cost
center. The FTA cost centers are:

Table 1: FTA Cost Centers

Cost Center Name Acronym Number
FTA Regional 1 Office TRO-1 78100
FTA Regional 2 Office TRO-2 78200
FTA Regional 3 Office TRO-3 78300
FTA Regional 4 Office TRO-4 78400
FTA Regional 5 Office TRO-5 78500
FTA Regional 6 Office TRO-6 78600
FTA Regional 7 Office TRO-7 78700
FTA Regional 8 Office TRO-8 78800
FTA Regional 9 Office TRO-9 78900
FTA Regional 10 Office TRO-10 79000
Office of Administrator TOA 61000
Office of Administration TAD 62000
Office of the Chief Counsel TCC 63000
Office of Communication and Congressional Affairs TCA 64000
Office of Program Management TPM 65000
Office of Budget and Policy TBP 66000
Office of Research, Demonstration and Innovation TRI 67000
Office of Civil Rights TCR 68000
Office of Planning and Environment TPE 71000
Office of Transit Safety and Oversight TSO 74000
Office of Regional Services TRS 78000
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