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1 Introduction

The Federal Transit Administration (FTA) maintains several web-based software systems that reside on
the same FTA platform. The FTA platform is accessed via the website, https://faces.fta.dot.gov/suite/. The
systems on this FTA platform include the Transit Award Management System (TrAMS), the National
Transit Database (NTD), FTA Discretionary Grant System (DGS), the Joint Procurement Clearinghouse (JPC),
and the FTA Access Control and Entry System (FACES). TrAMS is FTA’s system for awarding and managing
federal grants. NTD is FTA’s system for tracking transit statistics on American transit systems. The JPC is
available to FTA grant recipients for communicating about procurement needs and soliciting partners for
a joint purchase. DGS is FTA’s system for approving or rejecting grant applications and preparing funding
scenarios. FACES is the user creation and management system for each user on the FTA platform. All
other software systems on the FTA platform rely on FACES for user management functions. Within FACES,
each software system has its own set of user roles access privileges.

. 4
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2 User Access

2.1 Account Setup

User access to each of the FTA software systems on the FTA platform, https://faces.fta.dot.gov/, is granted
by either an organizational User Manager (UM), Local Security Manager (LSM), or Global Security
Manager (GSM) within the appropriate system. An individual with one of those roles can create user
accounts and assign users an initial suite of roles. Once an account has been created, the user will receive

an automated email notification containing their username and access/login instructions,

e Username — all usernames are initially set to the email address associated with the user’s account.
The username cannot be changed. If a user needs to update their email address, they will need to
contact FTAITHelpdesk@dot.gov for assistance.

2.1.1 Non-FTA User Setup

New non-FTA users will receive an automatic email notification from FACES once their account is created.
It will look similar to the one below. If you need an account in the TrlAD platform, then reach out to your
User Manager or Local Security Manager.

1) Using the email, select the URL (internet link) to access the site, https://faces.fta.dot.gov/

April 11,2022

FACES_User_Guide-6.3.7.doc

From: FACES System Administrator
Subject: Hew Account Created on FTA Platform

Dvear hoe Do,

A new user atcount has been created for you an the Federal Transit Administration's {FTA') Transit Integrated Appian
Development [[aR) Flatiorm. This account pravides you acoess to the State Safety Owersight Reporting |S50R)
applicationds).

Tour username i test.oreate.smalill EEEH all.com

The following roles have been requested far your accounk

Application FRole Access Control Group  Cost Center/Organization Status

Primary S50R Local Security  Arizona Department of
SSOR Reporter Managers (LSMs) Transportation (ADOT) App

fyou have roles that are in a requested status, you will receive an email notification when the rale has been revieweo
by the approver.

To log in to your acoount as an FTA User,

a0 to hittpss Mfaces fta_dot gow/suite

sReac and agree ta the “System banner*
aClick on "M you are an FTA User, dick this link to lagin® if you are an FTA User
aClick on *M you are an External User, click this link to log in® if you are an Extermal User

fyou are an FTA User and you are unable ta leg in, contact your FTA supemvisor. If you are an External User and are
unable ta log in, contact your organization User Manager or FTA Reghonal Office.

fyouneed assistance, please contact the FTA Applications Help Desk at FTAITHe lpdesk® dot gov.

Federal Transit Administration

Hittps: A trans partation go

United States Departrment of Transportation
1200 Mew Jersey Av 5E, Washington OC 20530

SR8 Thy b o apitam gesdnatel emal Pleois 4 saf rinly
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2) Read the security policy and select I AGREE.

L5 Deponmen? of Trangooriotion
Federal Transil Administration

WARNING WARNING WARNING
¥ou have accessed a U S Government information system, which incluges (1) this
computer, (2) this network, (3) all computers connected 1o this network, and (4) ail
devices and slorage meadia altached 10 This network or 10 a compuler on this
network. U S. Government Information systems are provided for the processing of
official U.S. Governiment information only. Unauthorized or improper use of this
information system is prohibited and may subject you 1o disciplinary aclion, as wel
as civil and criminal penalties. All data contained on LS. Governmenlt information
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.5. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S NO RIGHT TS
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement

Affiminie ans matnndnl s ddinmes Af arinss fraemd an LS M aunmnnannt infarmmation

L

| AGREE

3) On the login page, select the If you are an External User, click this link to log in link next to Sign In

U5 Department of Transporiation
Federal Transit Administration

Forgot your password?

If you are an FTA Employee, click this link
tologin

If you are an External User, click this link
tologin

4) User will be redirected to Login.gov where all External users will need to initially create and register
an account.

April 11,2022 6
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5)

If this is the first-time using Login.gov the user will need to Click on Create and account

April 11,2022
FACES_User_Guide-6.3.7.doc

U.S. Depariment of Transporfation

U LOGIN.GOV S i

devs is using login.gov to allow you to
sign in to your account safely and
securely.

Email address

[0 show password
Password

Create an account

Sign in with your government employee 1D

Version 6.3.7
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6) Enter your email and check off the box accepting login.gov Rules of Use

U 5. Depariment of Transporiation

LOGIN.GOV
° Federal Transit Administration

Create your account

Enter your email address

Select your email language preference

login.gov allows you to receive your email communication in English,
Spanish or French

[ © English (default J

O Espaiiol

O Frangais

[0 Check this box to accept the login.gov Rules of Use =

Cancel

Security Practices and Privacy Act Statement @

Privacy Act Statement =

7) Login.gov will send you a “Confirm Your Email” email. In that email, click on “Confirm email address”.

D LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

(i dentiysa _upfemail/confirm?
_request_id=152a7348-024b-4fb3-9751-
8e83e10f6e70&confirmation_token=zyDhzaedCEX8LpRixRby

Please do not reply to this message. If you need help, visit
www.login.govinelp

About login.gov | Privacy policy

April 11,2022
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8) The user is redirected back to login.gov and is asked to create a strong password and click Continue.

US. Deportment of Transportation

O LoGIN.GOV Federal Transit Administration

@ You have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly used

password. That's it!

(O show password
Password

9) Select one of the five authentication method options and follow the setup instructions.

April 11,2022 9
FACES_User_Guide-6.3.7.doc

Security Key - A security key is typically an external physical device, like a USB, that you plug into
your computer. The key is linked to your accounts and will only grant access to those accounts once
the key is plugged in and activated. Login.gov requires security keys that meet the FIDO (Fast
Identity Online) standards.
Government Employee ID - Physical PIV (personal identity verification) cards or CACs (common
access cards) are secure options for federal government employees and military personnel. These
cards, with encrypted chip technology, are resistant to phishing and difficult to hack if stolen.
Authentication Application - Authentication applications are downloaded to your device and
generate secure, six-digit codes you use to sign into your accounts.

o Google Authenticator
Authy
LastPass
1Password
OTP Manager
Authenticator
This method offers more security than phone calls or text messaging against phishing, hacking, or
interception. A one-time passcode generated by the application each time you sign in to login.gov.
Phone - A unique security code is sent to that phone number via SMS or phone call each time you
sign in to your login.gov account. Each security code expires after ten minutes and can only be used
once. You will receive a new security code each time you sign in to your login.gov account.

O O O O O

Backup codes - are an accessible option for users who do not have access to a phone. However,
backup codes are the least secure option for two-factor authentication. Login.gov will generate a set
of ten codes. Backup codes must be printed or written down which makes them more vulnerable to
theft and phishing. After you sign in with your username and password, you will be prompted fora
code. Each code may be used only once. When the tenth code has been used you will be prompted
to download a new list.

Version 6.3.7
Unclassified - For Official Use Only
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WS Deparmant of Tronsporialan

DLOGIN.GOV Fadeal T Ad

Authentication method setup

Add a second layer of security so only you can sign in to your

account

i)

Keep this information safe. You will be locked eut and have
to create a new account if you lose wour authentication
methicd.

Select an option to secure your account:

) Security key

O

Use a security key that you have. IU's 3 physical device that
you plug in or that is built in to your computer or phone (it
often looks like a USE flash drive). Recommended because it
s more phishing resistant.

MORE SECURE

Government employee ID
Insert your government or military PIV or CAC card and enter
wyour PIN.

MORE SECURE

) Authentication application

Get codes from an app on your phone, computer, or tablet.
Recommended becauss itis harder to intercept than texts or

phone calls

) Phone

Get security codes by text messapge [SMS) or phone call,
Please do not use web-based (VOIP) phone services,

Backup codes

We'll give you 10 codes, You can use backup codes as your
only authentication method, but it is the least
recommended method since notes can get lost. Keep them

LEAST SECURE

n asafe place.

Continue

Cancel acopunt creation

April 11,2022
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10) Once the authentication method has been setup, the user will be redirected to sign in to Login.gov
using the credentials just created.

U LOGIN.GOV

Signin
Email address

external.user@email.com

Password

sessssssansenng

Signin

Create an account

11) The user will be directed to the FTA Homepage.

# Home

@ TrAMS ¥ & NTD Yr s SSOR e
Transit Award Management System National Transit Database State Safety Oversight Reporting
© COVID-19 Form w 2 FACES S

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Hel) at FTAITHe), dot.gov.

21.2 FTA User Setup

New users will receive an automatic email notification from FACES once their account is created. If you need
an account in the TrlAD platform, then reach out to your User Manager or Local Security Manager.

April 11,2022 11
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12) The email will be formatted much like the one below:

From: FACES System Administrator
Subject: Hew &coount Greated on FTA Platform

Dear Joe Doe,

& new user account has been created for you on the Federal Transit Administration's (FTA"s) Transit Integrated Applan
Development [[HaR Platormn. This account pravides you access to the State Safety Oversight Reporting |(S50R)
applicatkands].

Tour username i testoreate.smalill &gﬂ'h“.iﬂl‘l'

The fallowing roles have been requested for your account

Application Role Access Control Group  Cost CenterOrganization Statuz

SSO0R Prirmary S50R Local Security  Arizona Department of

Reparter Managers (LSMz) Transportation {ADOT) App

fyou have roles that are in a requested status, you will receive an email notification when the role has been reviewed
by the approver.

To log In to your account as an FTA Wser,

w150 to hittps:! ffaces fta_dot gow /suite

=Read and agree ta the “System banner*
wClick on *if you are an FT& User, dick this link to login® if you ane an FTA User
#Click on "M you are an External User, click this link to bag in" if you are an External User

fyou are an FTA User and you are unable to log in, contact your FTA supemisor. If you are an External User and are
unable ta log in, conkact your crganization User Manager or FTA Reghanal Office.

fyou need assistance, please contact the FTA Applications Help Desk at FTAITSe ipde sk dot gov.

Federal Transit Administration

Fittse ! i trans pa rkation goy

United States Department of Transportation
1200 Mew Jersey Av 5E, Washington OC 20530

##97 Thi I o spitem geaerated emal Pleois de sof riply

13) Using the email, select the URL (internet link) to access the site, https://faces.fta.dot.gov/

14) The user will be automatically logged while inside the network or using VPN

@ TrAMS Yr S NTD Y¢r lu SSOR 77

Transit Award Management System National Transit Database State Safety Oversight Reporting

@ COVID-19 Form Y of FACES s

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Hel) at FTAITHe), dot.gov.

April 11,2022 12
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All new users will have to set up Security Questions and Answers (Q&As) to ensure the security of
the account and to provide a mechanism to re-establish access when lost due to a lockout, etc. Itis
strongly recommended that all users set up account security questions. Click on, “Click here to finish
setting up your Security Questions and Answers” to continue.

Welcome to the Transit Integrated Appian Platform!

Current user: Palencia, Christina
Last Login Date: 6/3/2021 9:20 AM EDT

Click here to finish setting up your Security Questions and Answers

|~ OTrak vr &% FACES kg

Oversight Tracking System User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

15) On the Manage Security Questions page, select three questions and provide appropriate answers
that can be easily recalled when needed. A few rules apply to the setting of Security Q&As:

a) All users can set up and manage three (3) security questions through the Manage Security
Questions page.

b) Questions must be selected from an FTA approved list and 3 distinct questions must be selected.

c) Answers must contain at least three (3) characters and the same answer cannot be used for more
than one question.

d) Answers are case insensitive (e.g., “dog” is the same as “DOG”).

e) Once questions are established, users must correctly answer their existing questions to change
them. Section 5.2.3 address how to change existing security questions.

16) Click Submit.

Manage Security Questions

+
Questian1”
Anumer® Rreypie fineser

Questhon 2

Anumur® Rutype A ®

Answer Retype dnzwer *

SuRKT

17) Users will receive an automated email notification that their questions have been updated.

. 13
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2.2 Logging In

FACES manages user access to the FTA platforms via the FACES login page, accessed via a web browser.
Two login methods are available, but one is only accessible to FTA employees using FTA’s internal network.
User access to software systems like TrAMS and NTD is based on the user’s assigned Roles.

2.2.1 Standard Login (Non-FTA Employee)

Non-FTA Employees will be redirected to Login.gov for authentication.

To login:

1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/ .

U.5. Dagaitment of Trangoriasen
Faderal Transil Administration

WARNING WARNING WARNING
You have accessed a U 5. Government information system, which Includes (1) this
computer, (2) this network, (3) all computers connected to this network, and (4) all
devices and slorage media altached 1o this network or 10 a computer on this
network. U S, Government information sysfems are provided for the processing of
cfficial U 5. Govemment information only. Linauthorized or improper use of this
infarmatian systerm is prohibited and may subject you (o disciplinary action, as well
as civil and criminal penalties. All data contained on U.S. Governmenl informalion
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or capiured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S MO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement

Al s kel s e e B e B o LB S s s e b e

~

I AGREE

2) Read the security policy and click / AGREE.

3) On the login page, select the If you are an External user, click this link to log in link next to Sign In.

April 11,2022
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U.5. Deportment of Transporiation
Federal Transit Administration

Forgot your password? SIGN IN

If you are an FTA Employee, click this link

tologin

If you are an External User, click this link

tologin

4) User will be redirected to Login.gov where all external users will need to sign in with the account that
was created in section 2.1.1 and will need to be authenticated with the authentication method that

was setup.

D LOGIN.GOV

Sign in
Email address

external.user@email.com

Password

[ Create an account

Sign in with your government employee ID

5) The user will be taken to the Homepage, where the user has the option to click the system they wish to
use. If the user has access to more than one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all those

. 15
April 11, 2022 ) Version 6.3.7
FACES_User_Guide-6.3.7.doc Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

options will be available to click.

# Home

@ TrAMS v S NTD v¢ Lu SSOR ———E———— W

Transit Award Management System National Transit Database State Safety Oversight Reporting

© COVID-19 Form W o FACES w

Transit COVID-19 Response Program User Manzgement

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.2.2 FTA Employee Login

FTA employees should access FACES via the FTA network. To log in:

To login:

1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/ .

L. 5. Deganimen of Tronsooriosion
Faderal Transit Administration

WARNING WARMNING WARNING
You have accessed a U 5. Government information system, which includes (1) this
computer, (2) this network, (3) all computers connected 1o this nefwork, and (4) all
devices and slorage media attached 10 1his network or 10 a compuler on this
network. U S, Government information systems are provided for the processing of
official LS. Government information only. Unauthorized of improper wse of his
information syskem is prohibited and may subject you 1o disCiplinary aclion, as well
as civil and criminal penalties. All data conlained on LS. Governmeant informalion
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.3. Government, be monitored, infercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful govemnment purpose at any time. THERE 1S NO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement v

mFfmbmle e ke e e e A F el Fraoeed e LB S naarmnamn t dndearmeabian

~

I AGREE

2) Read the security policy and select I AGREE.

April 11,2022 16

. Version 6.3.7
FACES_User_Guide-6.3.7.doc Unclassified - For Official Use Only


https://faces.fta.dot.gov/

Federal Transit Administration
FACES User Guide

3) On the login page, select the If you are an FTA Employee, click this link to login link.

U.S. Department of Transportation
Federal Transit Administration

Forgot your password? m

If you are an FTA Employee, click this link

to log in

fyou are an External User, click this link

4) FTA Users will be automatically taken into the TrIAD Platform home page if they are in FTA network or
logged into VPN.

5) On the Homepage, the user has the option to click the system they wish to use. If the user has access to
more than one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all those options will be available as an

option on the Home page.

@ TrAMS fr ENTD ¥ Ll SSOR e
Transit Award Management System National Transit Database State Safety Oversight Reporting
© COVID-19 Form w 2 FACES e

Transit COVID-19 Response Program User Management

Please select a system above. To set a default systerm, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.2.3 Setting A Default System

The Homepage has the option for a user to select an FTA System to become the default system they loginto

. 17
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the next time the user logs in. This is done by clicking on one of the stars next to the system you wish to
make your default.

@ TrAMS * S NTD vy Lul SSOR emm————— %
Transit Award Management System National Transit Database State Safety Oversight Reporting
© COVID-19 Form W ©° FACES &

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

When a default system is selected, the next time a user logs in, they are taken to the default system and
bypass the Sites Splash page.

2.2.3.1 Changing User Default System or Return to Homepage

If a user wishes to change their default system to another system, they can do so by returning to the
Homepage.

To return to the home page,
1) Click on the NAVIGATION button at the top right corner, next to the avatar.
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Records Reports Actions

portation

s NEWEST ~
ptration

No tasks available

\View

2) Inthe drop down menu, find Home and click on it.

Admin Console

Appian Designer
Cloud Database

ol Entry System - Patch -
v sy System Logs

Discretionary Grants

Equal Employment Opportunity
Fatal Flaw Review

FTA Procurement Clearinghouse

_-b

- 2020-04-07_1743.zip. 550R Management
SSOR Validation

-
Ctatn Cafobr Munrciaht Doanartinee

3) The user is taken back to the Homepage and can select another system to make a default system.
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@ TrAMS w €S NTD v Lul SSOR w

Transit Award Management System National Transit Database State Safety Oversight Reporting

© COVID-19 Form ¥ & FACES %

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

4) The next time the user logs in, they will then be taken to the new default system.

2.24 System Announcements

System Announcements are often needed to communicate to users about important information. When
an announcement is created, it is posted in a yellow banner in the Homepage as shown below.

federos ianat aamiis

RS

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

@1\) System Announcements & ACKNOWLEDGE

o Justfor today and tomorrow announcement

@ TrAMS w S NTD ¥ |~ OTrak kg

Transit Award Management System National Transit Database Oversight Tracking System

i DGS Ll SSOR &5 FACES *

All users regardless of having set a default system (4.2.3 Setting A Default System) or not, will be
redirected to the FTA Homepage when they login. System Announcements will remain visible on the
Homepage until they expire. The user can bypass being automatically directed to the Sites Splash page
when they log in by acknowledging the System Announcement.
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To acknowledge the System Announcement(s), click on ACKNOWLEDGE to the right of the banner.

Sy 'f i

Welcome to the Transit Integrated Appian Platform!

-

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

ﬂ\“ System Annhouncements _— ||

o Justfor today and tomerrow announcemeant

@ TrAMS w ENTD W |2 0Trak w
Transit Award Management System National Transit Database Oversight Tracking System
k- DGS lnl SSOR 2 FACES *

The next time the user logs in, they are directed to their default system if they elected one. However,
anytime there is a new System Announcement, the user will always be directed to the FTA Home page
when they login until they have acknowledged the announcement.

2.2.5 Accessing Your Record

A user can access their own profile in two different ways: from either the Account information area or
through the Records tab.

To view your own Profile from the Account information area:

1) Select the down arrow next to the user’s name to reveal the dropdown menu and click Profile.

Settings

Sign Out

2) The user record Summary Page displays.

April 11,2022 21

Version 6.3.7
FACES_User_Guide-6.3.7.doc

Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

REDOSG LB

Transit-Rider, Sophia {transit.user@fake.com)

m Ledy et Lepw Hunlpr Finkaay e Trishind Acliens

Fallzwers Fnlinwing

0 0
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2.3 Account Information

2.3.1 User Profile Contents

FACES stores user profile information such as name, username, address, contact information, security
guestions, and PINs. User information displays on the user’s record as discussed in Section 6.4,. Users
can self-manage security questions and PINs (no other user can set up security questions or PINs
for another user). Administrators and appropriate chain of command (e.g., User Managers) can
modify specific user profile information and role assignment.

There are explicit rules controlling access to user information within the system:

1) FTA users cannot edit their Profile information (this is automatically handled via a nightly data sync
with FTA systems).

2) Non-FTA users can edit all Profile information other than their username AND email address.

3) User Managers can edit Profile information for users in their particular organizations.
4) Local Security Managers (LSMs) can edit the user Profile of users in their FTA Regions/Cost Centers.

5) Global Security Managers (GSMs) can edit the user Profile of any non-FTA user in their system (e.g.
a TrAMS GSM can manage the profile of any non-FTA user in TrAMS).

6) All users can self-manage their security questions and, if applicable, their PINs.

2.3.2 Account Settings

The account settings page provides a way for the user to manage their own preferred localized settings
for date/time formats, language, and time zone. Non-FTA users can also change their password via the
settings page. The following settings can be adjusted:

e language

e Time Zone

e Calendar Type

e To accessuser account
settings:

1) Select the icon (circular image) in the top right-corner of the screen to reveal a dropdown menu and click
Settings.

User Management - O ) Fecens Tonw! Admewshohon

ned in as Amanda Um

TE MULTIPLE USERS
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2) The General tab displays.

T COST UETUET T SEMECT COSE CETIET

Settings

General Password  Third-Party Credentials Email Motifications Mobile Notifications  Accessibility

Language

Use system default English (United States) -

Time Zone
Use system default: (UTC-05:00) Eastern Time (America/New_York); (UTC-05:00) Eastern Time (America/Mew_York) -

Calendar Type

Use system default: Gregorian hd

3) Using the dropdown lists for Language, Time Zone, and Calendar Year, make whatever adjustments
are necessary.

Note: At present, English is the only language available for selection.

4) Click Save Changes to update the settings.

2.4 Passwords

Login Passwords are handled differently for FTA Employees and Non-FTA Employees. Please make sure to
review the appropriate password related sections for FTA or Non-FTA Employees.

2.4.1 Forgotten Passwords (FTA Employees Only)
2.4.2 Forgot Login.gov Password (Non-FTA Employees Only)
2.4.3 Reset Login.gov Account (Non-FTA Employees Only)
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241 Forgotten Passwords (FTA Employees Only)

If the user has forgotten their password, they will need to contact 5-Help to rest their
password.

e Internal: 5-HELP (x5-4357)
e External: (202) 385-4357
e Toll-free: (866) 466-5221

2.4.2 Forgot Login.gov Password (Non-FTA Employees Only)

If a non-FTA Employee has forgotten their password, they can reset it by using a link on the

Login.gov screen.
To reset a forgotten password:

1) On the Login.gov sign in screen, click on Forgot your password?

devs is using login.gov to allow you to
sign in to your account safely and
securely.

Email address

Password

| Create an account
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2) Enter the users email address and click Continue.

Forgot your password?

Don't

know your password? Reset it after confirming your email

address.

Email

3) Lookforan email “Reset your password” from Login.gov and click on Reset your
password link in the body of the email.

U LOGIN.GOV

Reset your password

To finish resetting your password, please click the link below or
copy and paste the entire link into your browser.

Reset your password

https_/idp.inLidentitysandbox gov/users/password/edit?
reset_password_token=SZifXq-Fmal h61H-yK3u

This link expires in B hours

Please do not reply to this message. If you need help, visit
www logingov/help

About login gov | Privacy policy

4) User is taken to Login.gov page to change the password, enter new password and click on

Change password.

Change your password

[ Show password
New password

‘ Password safety tips +

April 11,2022
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5) User cansign in using their email and newly created password.

2.4.3 ResetLogin.gov Account (Non-FTA Employees Only)

If a user is unable to login to Login.gov using their password and authentication method(s),
they will need to delete their account. As a security measure, Login.gov requires a two-step
process and 24-hour waiting period if you have lost access to your authentication methods

and need to delete your account.

1) Sign in with your email and password

2) On the authentication page (enter your security, app, or backup code; PIV/CAC card;

or security key), click on “Choose another security option”

D LOGIN.GOV

Present your PIV/CAC

Present the PIV/CAC that you associated with your account.

Present PIV/CAC card

Don’t have your PIV or CAC available?

I Choose another authentication method I

Cancel

3) Scroll to the bottom and click on the “deleting your account” link

D LOGIN.GOV

Select your authentication method

You set these up when you created your account

© Text message
Get security code via text/SMS or phone call to ***-
4041

O Automated phone call
Get security code via text/SMS or phone call to ™**-
4041,

O Government employee ID

Use your PIV/CAC card instead of a security code.

If you can't use any of the authentication methods above, you can

reset your preferences by deleting your account

Cance!
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4) Read through all the information carefully to make sure deleting your account is
your only option.

5) Click on “Yes, continue deletion”
6) You will receive two emails.

e The first email confirms Login.gov received your request. Your account is not yet
deleted. Additional action is required.

e The second email is sent to you 24 hours later. Follow the directions in that
email to complete the deletion process.

3 System Layout

The software systems residing on the FTA Platform, https://faces.fta.dot.gov, all share a common layout.
This section provides a high-level view of the system and how to navigate, find, and work with data.

3.1 Account Information

Account Information provides access to information specific to the user. It lists the user’s first and last
name. By selecting the username, the user will be presented with the following three options:

1) Profile — Provides a means forthe user to view and update their individual profile information, and to
set their Personnel Identification Number (PIN). Refer to Section 4, for more details.

2) Settings — Opens the Settings Page where the user can select language and time zone and subscribe
to news feeds. Non-FTA users can also change their password here.

3) Sign Out — Select Sign Out to log out and exit FACES.

User Management ~ ()

Signed in as FACES System Administrator

& PROFILE | % SETTINGS @ (= SIGN OUT

3.2 Manage Users

The Manage users tab provides access to view all users that the logged-in user is approved to see
(generally, users within their same organization). More information on the content of user records is in
Section 3.4 of this user guide.
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REPORTS HELP CENTER

User Management Q) Federa Tonst Agminsirotion

+ & CREATE NEW USER

+ SR CREATE MULTIPLE USERS

vReport Filter Criteria

System  TrAMS - CostCenter  Select (st CErie -
Role Category  Select role catezor - User
Access Control  Select 2o - Name

Group

status [ Active
Organization  Select 20 O M Locked

Role  Submitter o-

Display individual Roles in Grid

Users
Username 1 Name (Last, First) system 2:2?: Control E:;‘w Organization Role Last Certified Date  Created Date Modified Date Last Login Date Status
1112512020 2:08 PM
1396 - DELDOT 11/25/2020 2:08 PM
TrAMS  Region 3 TRO-3 1398 - WMATA Submitter  EST
TrAMS Region 3 TRO-3 1428 - HRA Submitter  11/25/2020 2:08 PM
aiden.al@mailinator.com Al Aiden (Mr.) TrAMS Region 3 TRO-3 1448 - Submitter  EST 3/20/2019 10:44 AM 9/2/2020 9:40 PM 10/6/2020 9:56 AM Active
“ - : : TrAMS  Region 3 TRO-3 CHARLOTTESVILLE Submitter  11/25/20202:08PM DT £DT
TrAMS  Region 4 TRO-4 1032- COLLIER Submitter  EST
TrAMS  Region 1 TRO-1 COUNTY Submitter 11/25/2020 2:08 PM
1334- CONNDOT
1/8/2021 10:33 AM
EST
assia khadri@fake.com Khadri, assia (Mr.) TrAMS  Region 1 TRO-1 1334 - CONNDOT Submitter | /3072020 1249 PN S/612015 11118 AM 3/912020 254 PM 10/6/20209:56 AM Active
EST £DT £DT €07
bobthomas@mailinator.com Thomas, Bob (Mr.) TrAMS  Region 1 TRO1 1330- CRCOG Submitter  12/30/2020 12:4BPM - 12/30/20201248PM  12/30/2020 12:58 M 12/30/2020 12:48PM. i
EST EST EST EST
conndot.attorney! @dot.gov Attorney, conndot TrAMS _ Region 1 TRO-1 1334 - CONNDOT Submitter | [/16/2020 1:54 PM - 1/11/20191:48 PM 1171672020 1:54PM | 10/6/2020 9:56 AM Active

Selecting a specific record displays a User Summary Page, containing detailed information associated
with that selected user. The specific pages of the user record are discussed in Section 3.4.

3.3 Actions

The Actions tab provides a list of actions that the logged-in user is approved to take within the system. In
general, FACES actions are only visible to users with user management roles (e.g. User Managers, Local
Security Managers, and Global Security Managers). In the case below, the User Manager is presented with
a list allowing them to create and manage users (even multiple users), manage role documentation, review
unlock requests, and perform searches for specific records. Users will see other actions specific to their
roles in the other FTA software systems. The Actions available to any user are limited to their role(s).

& il (i)
o P p—
MANAGE USERS REPORTS HELP CENTER Uy el OEsSEs ==
= & &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Muitiple Users Create or Activate a New System User Upload Information for Multiple New Users
=] &
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests
& @® iz
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations. Manage User Role Certification Cycle
o
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements
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Selecting a specific Actions displays a detailed information related to the Actions. The specific pages of
the Actions are discussed in Section 6.5.

3.3.1 Action: Send Ad-hoc Emails (GSMs Only)

The Send Ad-hoc Emails action is available for all GSMs. This action can be used to send system-specific and
user-specific emails for general information purposes.

& 5 Lol (i} User Management ~ 0

MANAGE USERS ACTIONS REPORTS. HELP CENTER

s s
a a

Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate & New System User Upload Information for Multiple New Users
=] 2 ©
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Rofes in Bulk Approve or Reject Role Requests
[+] &
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations. Manage User Role Certification Cyele
)
Manage Role Documentation Manage System Announcements Bulk Unlock Users
Add or Remove Role justification Documentation Manage System Announcements Unlock Users in Bulk

To create and send an Ad-hoc email:
1. Under the Actions Tab click on Send Ad-hoc Emails

2. On the next page the GSM can use the User Filters section to narrow down the audience for
which the Ad-hoc email is intended for

Send Ad-Hoc Email

vUser Filters
System Role Category
User Type Role
send To All Users? Include Help Desk Information? User Status
Yes Yes B2 Active Locked
This will send to all Active and Locked users in the system  This will include relevant Help Desk information in the
across all applications. footer of the email.

v Email Details

Subject *

Body *

[+] Show fermatting instructions

CANCEL NEXT
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3. Inthe Emails Details section, the GSM enters the Ad-hoc email message

Send Ad-Hoc Email

v User Filters

System

User Type

Send To All Users?

Include Help Desk Information?

Role Category

Role

User Status

Yes Yes B3 Active Locked

This will send to all Active and Locked users in the system  This will include relevant Help Desk information in the

across all application: footer of the ema

v Email Details

Subject *

Body*

B TOTIT T et ICOTe

CANCEL

4. Additional formatting instructions are available by clicking on [+] Show Formatting

Instructions

Send Ad-Hoc Email

v User Filters

System Role Category

User Type Role

send To All Users?

Include Help Desk Information?
Yes M Active [ Locked

evant Help Desk information in the

user Status

v Email Details

Subject*

Body *

~

I [+] Show formatting instructions I

CANCEL

After completing the email, click Next to go to the next screen

On the confirmation screen, the GSM can review all of the details pertaining to the ad-hoc email

Towards the bottom of the page there is a warning banner which will show the number of users to
whom the ad-hoc email will be sent. The GSM may click on Proceed and Send Test Email. This will

send the GSM a test email
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Ad-hoc Email Confirmation

vSelected Filters
System FACES

User Type FTA

Send To All Users? No

This
Locked usersinthe s
across all application:

v Basic Information

Subject Reminder

Include Help Desk No
Information?

Body Thizis a friendly reminder that training certificate submissions are due at this time.

Recipient Type Bcc

vEmail Recipients

Role Category Global Users
Role N/A

User Status Active, Locked

Username T System(s) User Type Email Address Status
aaria.supervisor@dot.gov FACES FTA example@example.com Active
abby.administrator@dot.gov FACES FTA sunjida.alam@hil.us Locked
deme.dgs.gsm21@dot.gov FACES FTA dgsgsm@example.com Active
deme.ntd.gsm21@dot.gov FACES FTA brian.anderson@hil.us Active
deme.ssor.gsm21@dot.gov FACES FTA brian.anderson@hil.us Active
1-50f15 > »

Warning

Submitting this form will send an email to 15 user(s). To submit this form you will need to dlick the proceed and send test email button which will send a test email to your emaif
address on record, Please validate all information before submitting. This action should not be run during peak business hours.

PROCEED AND SEND TEST EMAIL

CANCEL BACK

~
SEND TEST EMAIL

8. Any changes can be made to the email by clicking on Back

9. When ready to send the final email, click on Submit

April 11,2022
FACES_User_Guide-6.3.7.doc

32

Version 6.3.7
Unclassified - For Official Use Only



Federal Transit Administration }

FACES User Guide

3.4 Reports
3.4.1 User Details Report
The Reports tab contains all reports that the user has access to. The purpose of this report is to provide a
way to search for users by different characteristics. The logged-in user can only search for other users
that he or she is approved to see (the same set of users that displays on the User records list in Section
3).

[0 14 bl (i)

MANAGE USERS ACTIONS REPORTS HELP CENTER

User Management v O @ Focera Tonst Adminsiation

= &x -
User Details Report User Deactivation History Report Recertification Status Report
View User Login Details, Roles, and other Data View User Deactivation History View the Recertification Statuses of all Rofe Groupings

o
Supervisor Hierarchy
Roles Displayed in Supervisor Hierarchy

Selecting an individual report from the list will launch the report process that presents the finished report
details to the page. Selecting User Details Report from above presents:

v Report Filter Criteria
System t 4 1 v Cost Center t Cost Cer. v
Role Category  Se/ect role car ~ User
Access Control tagroug b4 Name
Group
Status Active
Organization @ Locked
Role N ] - Deactivated
Display individual Roles in Grid CLEAR FILTER(S)
Users
Last . :
Name (Last, Access Cantrol Cost - . Created Modified Last Login
Username N ( . System Organization Role Certified 8! Status
First) Group Center Date Date Date Date

The report page provides several ways to filter the data presented. In most cases, the report filter is pre-
determined by the logged-in user’s characteristics (Role Category, Access Control Group, Cost Center
and/or Organization). The filter can be further limited by User Name, or by partial name (first or last). The
list can also be filtered by users who are Active, Locked, or Deactivated.
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@&

+ & CREATE NEW USER

+ S CREATE MULTIPLE USERS ‘

vReport Filter Criteria

System select an Applica Cost Center X hd
Role Category - User @ Select a us:
Access Control  Select 5 grour - Name

Group

status [ Active
Organization @ Locked

Role = Read Only - (TrAMS), User Manager - (TrAMS) - Deactivated

Display individual Roles in Grid

Users
. Access Control  Cost - Last Certified Created Maodified Last Login
Username T Name (Last, First) System Group Center Organization Role Date Date Date Date Status
1334 UET 9/3/2020 9:18  3/20/2019 9/3/2020 1:40 9/2/2020
aiden.al@mailinator.com Al Aiden (Mr.) TrAMS  Region 1 TRO-T o uNDOT Manager ™M 2:44 PM AM 11:09 AM Active
8 GMT+00:00 GMT+00:00 GMT+00:00 GMT+00:00
1334~ User 7115/2020 2/7/2019 9117 8/17/2020 9/2/2020
alexa.hil@mailinator.com Hill, Alexa (Mrs.) TrAMS  Region 1 TRO-1 CONNDOT Manager 1:22 PM PM 4:04 PM 11:09 AM Active
: GMT+00:00 GMT+00:00 GMT+00:00 GMT+00:00

To return to the full list, select CLEAR FILTER(S).
Clicking GENERATE REPORT will execute a process to create an Excel spreadsheet of details.

User Details Report
~Report Filter Criteria
Syalam AW - Gt Camtir -
Fode Catepnry  Becpasel - User  SmeTs
Arooess Contral e vy b Mame & R
Graup
skatus [0 Sriree
arpanizatinn ST NN [T
Role g T - Lo fiwnitsez]
B Cisdzy rdrad Bl Bl r S
Users
Arreas
Username [ oMAmEA ovbem Contre T mmeizen Aol Last Exrtiliea Crested Dz ModfedDabe  LastlopnDate  Siocus
Flrsnl Group Ceneer e8]
o DsEA o TKE . e e VUHHANDEM RN AGET 201 31067 e
LT DAl ) [ELE Nepan TROZ 144 NTC SRRt = AN T I SR Fitel T IECATE grite
by ey TR - - s I (R ERCHEETE S O (R I T 1 GETEF] 1145 4201 -
AT ET LT g M Remenz PR MR hemnr PV OGRTSCODD CMGNT-D000 FRIGMTSNOED O FMIGMTSNOD
S . petmerrt Trapgs TS ) - sz 1 £ S B ENE 2015502
Toleazmaliracorcom L peteriir ) TARS Regren 2 RO-Z 1414- HTC Aaiiigon i CRATHLC A G T I ] cine
———
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A prompt will pop asking to verify to generate a report with the current filters.

Are you sure you wish to generate a report with these filters?

Clicking the link to the report (User Details Report) will create a task with a download link. Once
opened, the Excel spreadsheet presents separate data pages based on the details selected.

ARETrAa Segaaten S50 b e RE IRV ¥ - ADOE AErngte

Ch Mlarges @ Sk re ’ Eagarsthar
iatsherakerarte- Lt rary  VIEIIG0R Bupora cong ESOR Lodslteeunty. | oo Lot Usar

asal Rlarager LG4 Lprmzpr

(T ]
b Lpli e bt
TS AN
EOT

Pl 51 A
Dl ARN ST 047 A EET

AT STAI0NE
VAl AMVEST 415 PALEDT

Vaur dorument i baing gersraned, Wou will receive 3 Tariwith & downlosd (ini whes it b ready. Heate note that the proqess may take & whils

B T R
WAV AT o
AR LRG0
Ardvs
EIEPMEDT  ETLAMEST

1=90cfX3T 3 B

3.4.2 Recertification Status Report

After the end of each recertification window, FACES will generate a recertification status report, accessible
by Global Security Managers and Local Security Managers only (see Section 8.1 for Recertification Process)

How a Certifier can view recertification status report:

1) Certifier log into System and clicks Reports.
2) Clicks Recertification Status Report.
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@ 4 L ()
MANAGE USERS ACTIONS REPORTS HELP CENTER

User Management ~ O @ fecierc ot Admnstotion

[25]
User Details Report
View User Login Details, Roles, and other Data

Supervisor Hierarchy
Roles Displayed in Supervisor Hierarchy

User Deactivation History Report Recertification Status Report
View User Deactivation History View the Recertification Statuses of all Role Groupings

3) The Systemdisplays Recertification Status Report.

4) Certifier has the filtering options by systems, year, role, recertification group, organization, and access

control group.

system | FACES

Recertification
Group

Access Control  5c/ccr o Groue
Group

vRecertification Status By Role Grouping

Last Updated: 3/17/2020 4:54 PM GMT+00:00
Recertification #of User Roles  # of User Roles
Grouping Certified Remaining

No data available.

1 Completeness

» ‘ Year 2020 .
- Role | Selecta Role -
Organization  Selecr an Organization

CLEAR FILTER(S)

Status by Recertification Grouping

No data available

5) Certifier can see recertification status by role grouping.
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System ‘ TrAMS

Recertification
Group

Access Control elect 4 Grou
Group

Last Updated: 3/17/2020 4:54 PM GMT+00:00

vRecertification Status By Role Grouping

7 items

Year 2020 -
Role | Select a Role =

Organization

Status by Recertification Grouping

5k
Recertification Grouping #of User R.o.les #of U.se:r Roles 1 completeness
Certified Remaining 4370

] ,

° 4k
TrAMS Org Users 225 4370 5% =

5

E
TrAMS User Managers (UMs) 36 1825 2% s

E 2 1.643 1,825
TrAMS FTA Staffs 193 1643 1% =

A s 193 3 162 225 16
TrAMS Contractors 211 323 40% 0 — — —
& & & -
TrAMS Local Security & «Vu'v N $
31 162 16% e & a* il
Managers (LSMs) & & - &
- < A aF 5
& &
TrAMS DOL Reviewers 5 4 56% ~ &
Recertification Groups

TrAMS Auditors 4 2 67%

@ User Roles Certified @ User Roles Remaining

3.5 Help Center

The Help Center tab contains the FACES User Manual, Frequently Asked Questions (FAQs), and System

Information.

W

]

FACES User Manual
This asy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you!

sys

Frequently Asked Questions
Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application

i)

tem Information

Find detalls about System, Version and Recent change log information
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3.5.1 FACES User Manual
To access the User Manual/ User Guide, click on FACES User Manual.

HELP CENTER

Hello, Aiden.

Welcome to the FACES Help Center!

FACES User Manual

This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you! Answers to frequently asked questions about FACES, such as: how to

(i}

System Information
Find details about System, Version and Recent change log information

Frequently Asked Questions

perform basic functions and navigate the application.

On this page the user can view it directly, download, or print it out.

BACK

FACES User Manual

FTA Access Control Entry System User Guide Version 1.1

FTA

FEDERAL TRANSIT ADMINISTRATION

FTA Access Control and Entry System
(FACES)

[2] Download User Manual

3.5.2 Frequently Asked Questions

Users can click on Frequently Asked Questions to review helpful answers for questions that are frequently

asked.

= m

REPORTS.

(1]

HELP CENTER

¥

MANAGE USERS. ACTIONS

Hello, Aiden.

Welcome to the FACES Help Center!

FACES User Manual
This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for yout

Frequently Asked Questions
Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application.

i}

System Information
Find details about System, Version and Recent change log information
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Responses for each question can be expanded by clicking on a question.

Frequently Asked Questions

vLogin.gov FAQs

>Can | recover my account if | lose my MFA authentication method/password?
>How can | use Login.gov for logging into the TrIAD Platform?

>How do | access my account if | don’t have access to any of the multi-factor authentication (MFA) methods? For ex: | changed my mobile number (or) | have uninstalled
Authenticator app

>How do | reset my Login.gov password?

>1f a user already has a Login.gov account, will they be able to use it for this platform?
>If a user has a Login.gov account with a different email address, how can they add additional emails to the account?
>What happens if a user enters an incorrect password multiple times?

>What happens if a user requests too many security codes?

>What happens if a user submits an incorrect MFA authentication code multiple times?
>What is the difference between External users and FTA users?

>What should a user do if they get locked out of their account?

>Where can | find training materials related to Login.gov?

vFACES FAQs

>Can | manage my own user role(s)?

>How do | a create a User Manager?

>How do | create a new User?

>How do | recertify a user?

3.5.3 System Information

System Information allows a user to view information on the latest version of the system and provides
Help Desk information to the user should they encounter any issues with FACES.

User Managem

Hello, TrAMS.

Welcome to the FACES Help Center!

@

FACES User Manual Frequently Asked Questions
This easy-to-rowse user manual will Show you how 10 leverage FACES in a productive and efficient way to work for you! Answers to frequently asked qUESTIons about FACES, suich as: how to perform basic functions and navigate the application,

L]

System Information

Find detalls at ystem, Version and Recent change log Information
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System Information

FACES - System Information

System Details System | FACES +
Name FACES Current Version 6.1.19
Description User Management Release Date May 12, 2021

Help Contacts

Description Contact information
FACES Help Desk Email FTAITHelpdesk@dot.gov
Releases
System Version Description Release Date
FACES 486 FTA Access Control Entry Systerr 6/5/2019 12:00 AM EDT
M
TESS ED: Fixes filter population issues

TESS ANCED: Removes Unnecessary r ly sync process

FACES 6.1.1 T ED: A user detail 11/12/2020 2:56 PM EST

ED:

D: Adds additional roles for OTrak syster

Users with access to multiple systems can use the drop-down feature to view system information for other
systems they have access to.

System Information

FACES - System Information

Name FACES Current Version 6.1.19

Description User Management Release Date May 12, 2021

Help Contacts

Description Contact Information
FACES Help Desk Email FTAITHelpdesk@dot.gov
Releases
System Version Description Release Date
FACES 48.6 FTA Access Control Entry Systerr 6/5/2019 12:00 AM EDT
Minor:

TESS-6370: RESOLVED: Fixes filter population issues in Recertify users page
TESS-6622: ENHANCED: Removes unnecessary reactivation/deactivation in LDAP nightly sync process
FACES 6.1.10 TESS-6749: RESOLVED: Allows TrAMS user details report viewers to view TrAMS user profiles 11/12/2020 2:56 PM EST
TESS-7168: RESOLVED: Allows hyphen in address linel for User profiles
TESS-7236: RESOLVED: Allows unchecking favorite option, if user would like to set Site splash page as a default
page
TESS-7240; ENHANCED: Adds additional roles for OTrak system

4 System Users

A User Record includes all information directly related to the user’s Profile (e.g., name, address, title, and
role(s), audit history). It also includes all news items specific to the user and any Kudos received. Users
may see other staff members’ User Summary page and User Details within their organization.

Each user may manage their own Profile information. Some user information may be edited by the
individual user. User roles are granted and managed by User Managers, Local Security Managers
(LSMs), and Global Security Managers (GSMs).

4.1 User Types

There are three account types used to classify each user on the FTA platform: FTA users, Organization
users (e.g., TrAMS Recipient, DGS Recipient and NTD Reporter), and External users.
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1) FTA Users: This user type includes FTA employees and federal contractors who directly support FTA.
All FTA users have FTA email accounts ending in @dot.gov.

2) Organization Users: This user type includes individuals who are employed by or support an
organization that uses an FTA platform software system. The users are grouped by their
organization(s). This user type includes TrAMS Recipients, DGS Recipients, and NTD Reporters.

3) External Users: This user type includes individuals external to FTA but provide support or oversight to

one of the FTA platform software systems. External users have three sub-types: Auditors, Contractors,
DGS DOT users and Department of Labor (DOL) users.

The types of roles that a user can be granted are specific to the user’s account type. FACES defines
standardized role types, role hierarchy, and security for the various software systems on the FTA platform.
New roles and user categories may be incorporated as needed in the future to allow FACES to support
additional software systems and to meet changing requirements.

4.2 User Roles

User roles on the FTA platform are grouped by role category (e.g. FTA Staff, TrAMS Recipient Users,
TrAMS Reporters and DGS Recipient Users).

Each organization user has an assigned User Manager. The User Manager assigns roles to each user in
their organization in accordance with the rules specific to their FTA software system (e.g. TrAMS, NTD,
SSOR, etc..). Users may be assigned one or multiple roles within their organization. Roles assigned to each
user control the Actions available to a user and the Tasks assigned to the user.

The figure below provides an outline of all user roles within the FACES landscape. Each will be further
defined in subsequent paragraphs.
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Figure 2 — User Role Outline

FTA Supervisor

System Administrator

Global Security Manager (Super LSMs, NTD Signers, G5M)

Local Security Manager (LSM)

Global
Users

Validation Team

Contractor
m m

The following tables lists the available user roles that may be assigned. For definitions of each role
and associated privileges, please see the corresponding system user guide.

Table 1 — Organization User Roles
(continues to through page 20)

Organization User Roles FTA User Roles External User Roles
NTD 1) User Manager Global Roles 1) Auditor
Reporters 2) CEO 1) Global Security Manager (GSM)
3) NTD Contact 2) Global Viewer
4) - Editor 3) FTA Signers
3l IS 4) FTA Viewer
6) Safety Contact
7o Validation Team
8) Safety Viewer 1) Validation Analyst
9) CEO Delegate 2) Validation Ops
3) Validation PM
)

4) Validation QA
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Organization User Roles FTA UserRoles External User Roles
TrAMS 1) Read Only Global Roles 1) Auditor
Recipients 2) User Manager Global Security Manager (GSM) 2) DOL User
i) ;ubmlmter Global Viewer 3) Contractor
eveloper
) o . Standard Regional Staff Roles
5) Official ,
1) Supervisor
6) Attorney | _
7) Civil Rights 2)Local Security Manager (LSM)
8) FFR Reporter 3)Intake Manager
9) MPR Reporter 4)Pre-Award Manager

10) JPC Procurement
Officer

5
6

7)Administrator

Post-Award Manager

Reservationist

)

)

)

)

)

)

8)Director

9)Director of Operations

10) Initial Reviewer

11)  Technical Reviewer

12) Environmental
Reviewer

13)  Civil Right Officer

14) Legal Counsel

15) Read-Only

Specialized HQ Roles

1) Apportionment Manager

2)Budget Analyst

3)Budget Director

4)Dataset Administrator

5

6

7)Discretionary Manager

DBE Approver
Discretionary Admin

8)TCA Record
9)Transit Director
10) Vendor Setup

)
)
)
)
)
)
)
)
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N

Alternate Reporter
Primary Reporter
Viewer

w
= = = —

N

Organization User Roles FTA UserRoles External User Roles
1) Program Manager 1) Auditor
2) Team Lead 2) FTA Contractor (DOT
3) Reviewer User)
4) Global Security Manager
5) Local Security Manager
6) Administrator
7) Management
1) User Manager Global Roles

1) Global Security Manager (GSM)
2) SSOR Viewer

Standard Regional Staff Roles

3) Local Security Managers (LSM)
4) Validation Team Member

5) Validation Lead
6)
7)

Director
Regional Safety Officer

Global Roles

1) Global Security Manager (GSM)
2) FTA Staff

3) CRM Global Viewer
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Organization User Roles

FTA User Roles

External User Roles

Recipient 1)  Administrator 1) OIG Auditor (Read-only)
b e 2) Program Administrator
2) Approver Contractor
3) Manager Global Users 2) Reviewer
4) Submitter 3) Global Security Manager (GSM) | 3) pm
4) Global Viewer 4) Delegate
FTA Staff 5) User Manager
5) Local Security Manager (LSM) B [Herie] el
HQ Staff
6) HQ User
7) Single Audit HQ Program
Manager (PM)
8) TRPM
9) SMRPM
10) FMO PM
11) PSR PM
12) TCRPM
13) OAT PM
14) SSO Audit PM
15) Tribal Transit PM
16) Civil Rights Officer
Region
17) Region User
18) Read-only
19) Regional Oversight Director
20) Single Audit Regional
21) Regional Tribal Liaison
1) CEO
2) NTD Contact
3) Editor
4) Viewer
5) Safety Contact
6) Safety Editor
7) Safety Viewer
8) CEO Delegate
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4.3 User Visibility

There are explicit rules controlling access to user records and user information within the system.

The following rules independently to each FTA system (e.g. TrAMS, NTD):

1) Organization users can see all other users within their organization(s). For example, a user
who belongs to ‘Transit Organization Blue’ will see all other users with roles in ‘Transit Organization

Blue’.

2) Organization users cannot see FTA user records, external user records, or users outside
their organizations.

3) FTA users can see all other FTA users within their system (e.g. TRAMS, NTD, DGS).

4) FTA users can see all organization users who belong to organizations within their FTA region or
cost center. Global FTA users can see all organization users within their system (e.g. TrAMS, NTD,

DGS).

5) FTA users with specific roles (e.g. GSM, validation analyst, LSM) can view external user records.

6) External users can only see user records for other external users of the same subtype. For
example, TrAMS DOL users will only see other DOL users in TrAMS.

Table 2 summarizes these rules from the perspective of the logged-in users type:

My User Type

Table 2 — User Record Viewing Privileges

User Records | Can View

Organization

FTA

External

Organization | All organization users within my No FTA user records. No external user records.
own organization(s).

FTA All users belonging to All FTA users within See some external user
organizations within their FTA the user’s system (e.g. | records depending on
cost centers. NTD, DGS). roles assigned.

A global user sees all
organization users within his/her
system (e.g. TrAMS).

External No organization user records. No FTA user records. All users of same external
subtype (e.g. Auditor) in
my approved systems
(e.g. TrAMS, NTD, DGS).
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4.4 User Record Content

Each user’s record opens to a user Summary page.

User Manageme!

ACTIONS REPORTS. HELP CENTER

developer, aarya (aarya.developer@test.com)

m User Details ~ UserRoles  History ~ News  Related Actions

aarya developer

Developer

= aarya.developer@test.com

e (121)232-3444 (Office)

B 12370 Testst
w2
qw. DC 12456
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User record content is split between multiple pages. Each user’s record contains:

4.4.1 A User Details page visible to all users who have access to that user’s record. The User Details
page contains the user’s account and contact information (e.g., first and last name, email, user
type, and account status).

é'ﬁﬁk, Dale (dale.cook@dot.gov) |...-;-|

Account Information

User Type FTA Sratus Amve
Creared On 226200E Last Lagin Dane
Username dele ccncFoos o Tithe
Frst Name Dals Homarthe W
"Middle Name Campany hsms
Last Nama Lock Systam ANE C

Contact Information

Emaill =yre s 1ET BREmal oo Fax Mumhber
Phpes: Humbies [1231 1237333 Phpess Ext
Aderea 1 1 Lmmr e Serman Zip Cesda 720
Addreas 3 Tip Ext
Licy Hocmeatsr Pl Bex
State R¥

4.4.2 A User Roles page visible to all users who have access to that user’s record. The User Roles page
contains a grid of the user’s active Roles and current User Managers.

Tezords o Lea

Global Security Manager GSM, TrAMS (sunnie.supergsmuser@mailinater.com)
s Lsar Delsik m Hisley Meswn  Felsiad Az lens

Roles
Rk ol Canegong SRsEem Aooass CEnmD Grodg CaspCarear Orgarizacion [Ceeiini e Eraps
Gohal Socuits Mangor |55 o T riA, A, [T [T Aoproesed
il e ny Mensper |GG L Leprs A ¢ o) i sy kL feprowed
Gabal Scourtts Monzgor |55%) Glooal Lsers JTa M, i, {55 {55 foproed
Gonzhual feeraricp Bansgern T4 it Lnprs i i Mid M [0 CR R
G ohal Sanurmy Manzper 155V Gona Leerr Z5CR M, i, Bl BL Aoprosad

4.4.3 A History page visible to each user and their management chain (User Managers, Validation
Analysts, LSMs, GSMs). This History page contains an audit trail of changes to the user’s Profile
and Roles. Users can filter role history using the following filters: System, Role Category, Status,
Cost Center, Organization and Role.
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Summary User Details User Roles News Related Actions

system S 3 Systen - Access Control -
Group
Role Category e Categ - Cost Center -
Role € 3 Role -
Organization -

CLEAR FILTER(S)

Role History

Role Role Category System Access Control Group Organization Status Comments Change By 1 Date

1330 - Capitol Region Council Of

Recipient Submitter Recipient OTrak OTrak Region 1 Governments (CRCOG) Approved arya.fosum@mailinator.com 1/13/2021
User Manager Recipient OTrak OTrak Region 1 ;ﬁz;:ﬂig:ﬁ Fngé%ﬂG?wnm of Approved fta.david.schilling@mailinator.com 1/12/2021
User Manager Recipient OTrak OTrak Region 1 ;ziz;:ﬂ:g:sg {Rceséoorﬂ;muncﬂ R Deleted arya.fosum@mailinator.com 1/12/2021
Recipient Approver Recipient OTrak OTrak Region 1 éﬁz;:ﬂig:ﬁ {F%eRgé%ﬂGfuuncH of Approved arya.fosum@mailinator.com 1/12/2021
User Manager Recipient OTrak OTrak Region 1 éﬁzr'n(;g:g {&g&%ﬂ;num” @i Requested arya.fosum@mailinator.com 1/12/2021
1-50f82 >
Certification History

Role Role Category System Organization Comments Change By Date 1 Projected Recertification Date
Recipient Submitter ~ Recipient OTrak e canioliesionicouneln arya.fosum@mailinator.com 1/13/2021 7:29 AMEST  12/25/2021

Governments (CRCOG)

4.4.4 The News tab shows a listing of user activity with the most recent news displayed first.

fﬁaklnl:-lale (dale.cook@dot.gov) [P
S.'".- Lk ;.... L =.-\.. g P m '-I.J.I.L'...".

4.4.5 The Related Action page contains any actions the viewing user is allowed to perform on the
record. On this page, the user can manage their Profile, Security Questions, and PIN.

Attorney, Testing (testing.attorney@mailinator.comy) =

+ Bt Profile
+ Marafe Urer Rty
i sparthvars Lisee

Mgurt Fis
o g

For detailed information about these user record pages, please reference Section 6.4.
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5 Managing the User’s Own Record

5.1Related Actions

By selecting Related Actions users will be provided with additional options that can be performed on their
Summary page.

Records = Lsers

WMATA, Submitter (wmata.submitter@fake.com)
Summary User Details User Roles History Mews

'r Edit Profile
Edit Profile

ﬁr Manage Security Questions
set or update account security questions

l"- Manage PIN
Set or update security PIN

5.1.1 Related Action: Edit Profile

All non-FTA users can edit their own user profile (nhame, contact information, and business address) using
a profile related action. The only profile information users cannot self-update is their username and email
address. FTA users cannot edit their profile information because their information is provided to FACES
by a nightly information transfer from FTA’s internal systems. If an FTA user’s information is incorrect, the
information must be updated in FTA’s internal systems.
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To edit the user’s profile:
1) Locatethe User Profile through either the User Settings page or the Records page.
2) Select Related Actions.

3) Click Edit Profile.

Beorids

Transit-Rider, Sophia (transit.user@fake.com)

& f edic Aol
Edrercie

& Kianaps Secunty Questizng
L% BT B (T R PP

& Kanage FIN
S0 oF U zhe S20LR DY SR

4) The Edit User Profile page will display with all previously saved user-associated details in editable
fields.

P—

Transit-Rider, Sophia (transit.user@fake.com)

Edit User Profile

Basic Infarmation

Uwar narma * Trtlu™

raneh usangrass

FFsL Mame®
Homareie ®
Lz
RE. -
Piddls Nama
famzamy Ma—u
Inral Transl fgency
LasL Namic*
Depaetee
arn ik
HinaroZs

5) Click Cancel to return to the Related Actions page without saving any changes.
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Forut N ®
Lapth

Fisdle Hume

Last Mo =

Tram=l-Riula

Contact Information
Email i@

S UL ERmaloom

Phore Sumhber =

RESIREESEE 2]

Addraan 1%
Tarnedl ey

Addrass 2

Ciey*

Tramdladk

Slab: =

o

Henonfe®

Company Mame

LOGh | Farsi ARerCs

Caparteent

Far Humizer

Phone Exi

Tip Tads®
Fel=

p Exn

PO Bios

6) Update any of the data fields as needed and then click Save to save all details. Required fields are
marked with an asterisk * on the form. If required fields were missing from the previous FACES version,
you will be required to add this information in order to save any other updates.

Firsr Mams*
Hangrific®
T s
O H
Middde Marme
Company Mare
A
1ol Treaned Agany
wimh Mame®
Dizarimes
Trensk Rler =
=nanoes
Contact Infermation
ermall & Face spuimbict
acnuat Egeal com
Fhone Komber®
Fhane Ext
1125 133" 234
Aecdreas 1 TipCode "
101 Transit'way 45
Bedress 3 TIp Ext
iy P Bow
Tranchils
Stabe
[0
it m

7) Selecting Save will execute a validation script to ensure that all data entered matches pre-determined
rules (e.g., the PO Box field cannot contain any letters). Once the data is validated, the information is
saved and the Related Actions page displays. The system will briefly display (within the header area
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of the Related Actions page) a message that the Action Completed Successfully, indicating that all of
changes were accepted.

5.1.2 Related Action: Set Security Questions/Answers

New user accounts are automatically assigned a Task to set up an initial set of Security Questions and
Answers (Q&As) to ensure the security of the account and to provide a mechanism to re-establish access
when lost due to a lockout, etc. To begin that process, the user must be assigned a Task to Set Security
Q&As.

A few rules apply to the setting of Security Q&As:

a) All users can set up and manage three (3) security questions through the Manage Security
Questions page.

b) Questions must be selected from an FTA approved list and 3 distinct questions must be selected.
c) Answers must contain at least three (3) characters and cannot be used for more than one
question.

d) Users must correctly answer their existing questions to change them.

e) Users have three (3) attempts within a calendar day to answer their security questions correctly
before they are locked out of the action.

f) Users cannot see the Manage Security Questions page on any other user’s account.

g) Users will receive an automated email notification any time their questions have been updated.
To being the process of setting one’s own security questions:
1) Locatethe User Profile through either the User Settings page or the Manage Users page.
2) Select Related Actions

3) Click Manage Security Questions

4) The Manage Security Questions page displays, providing three areas for the user to select from a
dropdown of questions and to enter their own answers to those questions.

Manage Security Questions
dusslnRy | :
Anuwmr Artyps dnmer® '-l
dueschan 2 *
R CTp—
CuEsthin 5
Anzwr? Rty Ansmer =
B
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(A

@&

5) Select the question for each of the three security questions and enter the appropriate answer.

Manage Security Questions

ST N SOV TR Rty pesan e, Theer L e oee eam e e

e ——

CJusstian 1 °

Wl wnra ez e ol sua fiesl pad?
Anawuer "

1o
CJuearian ¢

Wil i s s
Answar®

Hals
uestkin 3¢

I=odisk ity 2kt pour parants mes?
Answer*

iz bk

Rariypu Ansmer ®

(R4}

REiyge inseer ©

hica

RAetype dnsmer

[EHITH S

SUBKIT

6) When all three questions have been selected and answers provided, click Submit.

Manage Security Questions

Juestian 1 *

Wil wars ez ek ul sua Gead e
Anawur®

ko
Cluearian @ ¢

Wl s s il s s L
Anawnr®

Hala
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Amiype dnwmer
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SUBKIT

7) The Tasks tab will display with the just completed Set Security Q&As task being cleared from the page.
5.1.3 Related Action: Manage Security Questions/Answers

FACES provides for a set of questions to add security to some of its functions. Three security questions, as
set by the users themselves, are required to complete specialized actions

To begin the process of managing one’s security questions:
1) Locate the User Profile through either the User Settings page or the Records page.

2) Select Related Actions.
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3) Click Manage Security Questions from the Related Actions page.

Tranait'-F'.ider, Sophia (transit.user@fake.com)

LU HEZ Ik SRS FEACY BT oz amors

+ Edlt Praflle
Fiik Proeiim

b f g seurity Quastions
EE R X0 7 ST DTG

& Fanag

S A s E ey IR

4) If there are existing security questions associated with the user profile, the Answer Existing Security
Questions page displays. This page presents three questions and gives the user three attempts (within
a 24-hour period) to answer them correctly.

Answer EXisting Security Questions

i1 ity T Sy ST e T B AT D b N s T U e B, ATl U T R T ARl P i o, Wt was T stterpiathina 4 haoraindow res By pror menrs, B e
IoAErn == BN AT TR T, PP St s W T
Cueslion 1

el e nAme 0 grar I pai?

ANSWET ©

Queslion T
o wes e masz ofyour Arstcrd

Anwwer *

Quastion 3
Wil § i FracdlE eparls Ly

Anawer

AN | m

5) Enter the appropriate information and click Submit.
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Answer Existing Security Questions
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W=l o -t b ot nasme

Anseer ©

B

TANCEL

6)

If the information entered for each question is incorrect, the answers to all questions is removed and
a prompt displays to alert the user that they have not entered correct answers.

ATy [L=cginin |4 JEIT B M MM

Answer Existing Security Questions

LR SRR R T TS BAF 1P I i 108 12 ¢ RAnE Wi T LPTITIR O BRmAT, yTd1 e T oty e war adeiing mistdiane
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Quesbond
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TANCEL

7) Click Cancel to abort the security questions page.
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Answer Existing Security Questions
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8) The Related Actions page is again displayed.

9) Ifthe information entered has been corrected for each question, click Submit once more.

T T QTS T——

Answer Existing Security Questions

FoaAlreary hrs aeeLry goerE o art i FATanamaie | e i chA R AT ST T AT RST, R0 T I D TR B v Aol I S1e e Vet b S W 1R B2 b slned s b pner et B s
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JAroeoear

Tda
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Al vor | ow ndae o sl eard?
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i_hews
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LT

B
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10) Once the three answers have been verified, the user is presented with a fresh page within which to
enter either a fresh set of questions/answers or using one or more of the previous questions/answers
and adding more.
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Manage Security Questions
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11) Click Cancel to abort the security questions page

and return to the Related Actions page.
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12) If a previously used question is selected from the dropdown provided, an error message is raised that
warns the user that You can’t pick the same question twice.

T T . - -

Manage Security Questions
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13) Click Submit to save any changes made to any of the questions/answers.

Note:

Only the first question was changed.

Manage Security Questions

Select and answer three (3) security questions. These questions can be used for authentication to unlock your account. Please note that your answers are not case sensitive.

Question 1*

Answer * Retype Answer *
Question 2 *

Answer * Retype Answer *

Question 3 *

Answer * Retype Answer *

(oo

14) The Related Actions page is again displayed.

5.1.4

Related Action: Reset Security Questions

If a user is unable to answer security questions to re-establish access due to a lockout, etc., security questions
can be reset by a System Administrator or through contacting the TrAMS Help Desk.

5.1.5

Related Action: Creating a PIN

Some user roles are required to have a personal identification number (PIN) to complete actions or tasks within
the system. These roles include the TrAMS Submitter, Attorney, Official, and Regional Administrator. Users that
have one or more of the PIN-based roles gain accessto a new user profile Related Action to set their personal
four-digit PIN code. This Related Action will be shown as Manage PIN. Adding any of the PIN-based roles to
a user record will require that user to make use of a PIN code for certain actions that can only be performed
by those roles.

There are a few basic rules surrounding the use of PINs:

a) Users with PIN roles (TrAMS Submitter, Official, Attorney, Administrator) will have accesstoa
Manage PIN profile Related Action to create or change a PIN.
b) No user can see the Manage PIN profile Related Action on any other user’s account.
c) PINs must be 4-digit numeric codes (e.g., “1234").
d) To reset a PIN, a user must correctly enter their current PIN or correctly answer their Security
Questions.
e) Users have 3 attempts per calendar day to reset their PIN before they are locked out of the
action.
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f)  Users will receive an automated email notification any time their PIN has been updated. To

create the PIN code:
1) Locate the User Profile through either the User Settings page or the Records page.

2) Select Related Actions.
3) Click Manage PIN.

Summary User Details User Roles History Mews Related Actions

'I"' Edit Profile
Edit Profile

* Manage Security Questions
set or update account security questions

k Manage PIN
Set or update security PIN

4) First time users will see the New PIN field. Enter a four-digit PIN code. This is a required field.

Summary User Details User Roles History News Related Actions

Manage PIN
User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation. Connecticut Department Of (CONNDQT)

Set PIN

Enter New PIN *

Re-enter New PIN *

CANCEL SUBMIT

5) Select SUBMIT so save the PIN.

6) Select Cancel to return to the Related Actions page without saving any changes.
5.1.6 Related Action: Changing the PIN

Once the PIN has been created, a user may again select the Manage PIN function from the Related Action
page to change or re-set their personal four-digit PIN code.

To change the PIN code:

1) Locate the User Profile through either the User Settings page or the Manage Users page. Select
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Related Actions and then click Manage PIN.

5' Edit Profile
Edit Profile

* Manage Security Questions
sel or update account security questions

* Manage PIN
Set of update security PIN

Summary User Details User Roles History Mews Related Actions

2) The Manage PIN page will display, containing User Information as well as the roles to which the PIN

has been applied.
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Summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify Identity

In order to set a new PIN, you must verify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
current PIN or the answers to your security questions, please contact the Help Desk

Enter Current PIN

Answer Existing Security Questions
There are no security questions asscciated with your account.

Current PIN *

CANCEL SUBMIT

3) The user is provided with two separate mechanisms by which they can verify their identity. One
includes simply entering the PIN (if known). The other allows the user to verify their identify by
answering their security questions.

Summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya OrguUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify Identity

ttering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
contact the Help Desk.

In order to set a new
current PIN or the an:

ou must verify your identity
to your security questions,

© Enter Current PIN
Answer Existing Security Questions

Current PIN *

CANCEL SUBMIT

4) Select Answer Existing Security Questions by selecting the radio button next to that item. This will
cause the three questions to be presented forthe user to enter the verified information.
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Verify Identity

ler to set a new PIN, you must verify your identity by entering your current PIN or by correctly answering your security gquestions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
rent PIN ar the answers to your security questions, please contact the Help Desk.

Enter Current PIN
@ Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *

Question 2

What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

SUBMIT

5) Click Cancel to abort the security questions page and return to the Related Actions page.

Verify Identity

rify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
please contact the Help Desk.

In erder to set a new
current PIN or the an:

PIN, you must
s t0 your security question

Enter Current PIN
@ Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *
Cisi
Question 2
What was the celor of your first car?
Answer *
Blue
Question 3
In what city did your parents meet?

Answer *

New York

SUBMIT

6) Complete the information and click Submit.
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Verify Identity

In order to set a new
current PIN or the a

our identity by entering your current PIN or by correctly answering your security guestions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
£rs to your security questions, please contact the Help Desk.

Enter Current PIN
© Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *

Cisi

Question 2
What was the celor of your first car?

Answer *

Blue

Question 3
In what city did your parents meet?

Answer *

New York

CANCEL ‘ SUBMIT

7) After entering all of the information for the security questions and clicking Submit, the user is
presented with the Update PIN page, allowing them to enter a new PIN to be associated with their
role(s).

Summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transpertation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN*

CANCEL SUBMIT

8) The user enters a new PIN and re-enters the same PIN for confirmation. If, however, the PIN is not
exactly four characters (not less, not more), an error message is raised that PIN must be a four-digit
numeric code.
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summary User Details User Roles History News Related Actions

Manage PIN
User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

AUpdate PIN

I PIN must be a 4-digit numeric code I

Enter New PIN *

Re-enter New PIN *

CANCEL SUBMIT

9) Correct the PIN and click Submit.
Manage PIN
User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type OQrganization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN *

CANCEL ‘ SUBMIT

10) The Related Actions page displays.

Note: | Ifthe user cannot remember either their existing PIN or security question answers, the user must
contact the Help Desk for assistance.
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5.2A Locked Account

FTA complies with U.S. DOT Information Technology (IT) Security guidelines. FACES uses several security
features to ensure that only valid and active users have access to the FTA platform. One of those features
is the User Lockout function. An automatic account lockout occurs after 60 days of user inactivity (i.e.
after 60 days of the user failing to log in to the FTA platform). The lockout also occurs when the user
is required to comply with an annual user recertification. Annual user recertification verifies that each
user has valid system access and the correct user roles. A user will be locked if the user is not
recertified during the recertification window. These security features apply to all software systems
that rely on FACES foraccess.

Users with locked accounts can still log onto the FTA platform but they will be unable to complete any
actions on their account or specific to their roles. The standard tabs (Manage Users, Reports, and
Actions) will contain a limited amount of data and security-related actions. For example, no tasks will
be available.

Locked users can unlock their accounts using one of two methods: (1) correctly answering their existing
security questions; or (2) submitting an unlock request. Both methods are available via a single action
on the Actions tab. It is preferred that all users attempt to self-unlock their accounts by answering
their previously setup security questions before submitting an unlock request; this is the quickest and
most efficient route to unlocking an account. However, if a user is locked due to recertification, the
user will not be able to use self-unlock to unlock his or her account. Once an account is unlocked,
the user’s access privileges will be fully restored.

5.2.1 Answer Security Questions

If the account is locked and security questions were previously set up, the user can attempt to unlock the
account by answer their security questions through the Unlock Account link on the Actions tab.

Note: See Related Action: Set Security Questions/Answers or Related Action: Manage Security
Questions/Answers for instructions on setting up Security Questions. User Security Questions
cannot be modified while the account is locked.

The user is allowed three (3) attempts per calendar day to correctly answer the security questions. Users
who have not set up security questions or who cannot remember the correct answers to their questions
must instead submit an unlock request.

To unlock the account via security questions:
1) Login to your account.

2) Click Unlock my Account.
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Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

B Your Account has been locked. Please click on "Unlock My Account” to uniock your account,

3) If Security Questions have already established, then click Answer Security Questions from the Unlock
Account page and then click Submit.

n @ Foderat Tonsit Adminisraion

Unlock Account

Please select an available option to unlock account.

Options *
Send a request to unlock your account

I °Answer5ecunty questions I

CANCEL SUBMIT

4) Provide the correct answers to the three previously established questions and click Submit.

Note: Answers are case insensitive.

HH
EH @ Fecera Transt Adminstotio

~~

Answer Existing Security Questions

You already have security questions set up. If you would like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window to verify your identity. If you have
forgotten the answers to your security questions, please contact the Help Desk.

Question 1
What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

CANCEL SUBMIT

5) Ifincorrect information was entered, a validation error message will display that indicates the number
of attempts remaining for the current calendar day. After three incorrect attempts, the user will
need to submit an unlock request. See section 5.2.2 to learn how to submit an unlock request.
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Answer Existing Security Questions

You already have security questions set up. If you would like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window to verify your identity. If you have
forgotten the answers to your security questions, please contact the Help Desk.

Question 1
What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

[ One or more of your security question answers is incorrect. You have 1 attempt(s) remaining. I

ES

6) If incorrect information was entered, all three answers will be erased regardless of which one of the
three answers was correct.

7) Enter the correct information and click Submit.

Answer Existing Security Questions

You already have security questions set up. If you would like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten the answers to your
security questions, please contact the Help Desk

Question 1
‘What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

CANCEL SUBMIT

8) A message indicating User Unlock Processing will display.
9) Click Refresh.

@ rocerat onst Adminstaro

Unlock In Progress

I This may take a few minutes to complete. You may log out and return shortly, or click Refresh to check if the process is completed. I

REFRESH

10) A message indicating Your Account has been unlocked will display.
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You account has been unlocked

Click here to go to homepage

11) User can Click the link to return to Home page.

12) An email will be auto-generated and sent to the user.

5.2.2 Submit Unlock Request

If a user has not set up security questions or cannot remember their answers, they can submit an unlock
request by selecting Unlock Account on the Actions tab. The unlock request is automatically routed to the
appropriate approvers (User Managers, Validation Analysts, LSMs, or GSMs). If an organization does not have
a User Manager or the locked user is the User Manager, the request will go to the next level approver. If
the user belongs to multiple organizations, the request will go to each of organization’s user management
chain.

To submit an unlock request:
1) Loginto FACES and Click Unlock My Account.

X

e Al I
Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

B Your Account has been locked. Please click on "Unlock My Account” te unlock your account,

2) Select the Send a Request to Unlock Your Account option, enter any comments pertinent to regaining
access, and then click Submit to finalize the action.
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Unlock Account

Please select an available option to unlock account.

Options *
© send a request to unlock your account

Answer security questions

Comment

s

CANCEL SUBMIT

3) A message indicating Unlock Request Successfully Submitted will display.
4) Click Close.

e Y-

Unlock Request Successfully Submitted

IA request to unlock your account was successfully submitted to your User Manager(s) or Local Security Manager(s). I

CLOSE

5) The request for the account unlock will automatically be routed to the appropriate approver(s).

Users are only allowed to submit one unlock request at a time. Once an unlock request has been submitted,
the user cannot self-unlock their account via security questions or submit a new unlock request After
submitting the unlock request, the User Manager, LSM, Validation Analyst, User Manager
Supervisor, FTA Signer or GSM (as appropriate) will receive an email notification to review the
submitted request. They can either approve or deny the request. The user will be notified via email of
either decision.

If the request is approved, the account will unlock and all previous permissions will be restored. If the
request is denied, the account will remain locked. The user will see the message below if they attempt to
submit another unlock request. If the account remains locked after 48 hours since the request was
submitted, the user should contact any of their assigned User Manager, Validation Analyst, LSM, or GSM
by clicking on the link.

Action Cannot Be Completed

You cannot access this action at this time. You have already submitted an unlock request and have reached the maximum number of attempts to unlock your account using your security questions. If more than 48 hours has passed since
your request was submitted, please reach out to one of your managers displayed below.

Click to Show Managers
CANCEL
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A list of the managers for the user will appear with information for all the user’s managers.

Show all managers &

Managers

adot Alternate Reporter

adot User Manager

anet User Manager

Bala SSOR Arizona user manager K

bala usermanager one

cta Developer

First Last

Action Cannot Be Completed

Managers for Primary Reporter

Email

virginia hager@hil.us

kevin.dekle@hil.us

danny.kim24@mailnator.com

bala.ssor.arizonausermanager@mailinator.c
om

bala.um1@mailinator.com

brian.anderson@hil.us

createnewuserssordevStesting@mailinator.c
om

System

SSOR

SSOR

SSOR

SSOR

SSOR

SSOR

SSOR

Access Control Group

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

Cost Center

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TS0)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

You cannot access this action at this time. You have already submitted an unlock request and have reached the maximum number of attempts to unlock your account using your security questions. If more than 48 hours has passed since
your request was submitted, please reach out to one of your managers displayed below.

Organization

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)

4 - Colorado Public Utilities Commission
(COPUQ)

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)
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6 User Management

6.1User Management Responsibilities

User management responsibilities include user creation, role assignments, deactivation, reactivation, and
unlocking. Responsibilities vary somewhat by management level. At the lowest level, each organization
will have one or more users assigned to the User Manager role. FTA approval is required to obtain or
assign the User Manager role to any individual. The User Manager for an organization can perform the
following actions for users within their organization:

e Create and Manage Users

e Edit user profile information

e Manage role documentation

e Deactivate and Reactivate users

e Unlock users

e Recertify users

FTA Global Security Managers (GSMs) can create and manage all other users within their system (e.g. TrAMS,
NTD, SSOR, DGS and CRM).

FTA Local Security Managers (LSMs) can manage all FTA users within their cost center, organization users
within any organization that belongs to their cost center, and external contractors. FTA LSMs can also
approve role requests from User Managers.

FTA Validation Analyst can only manage with FTA LSM roles users within their cost center, organization
users within any organization that belongs to their cost center, and external contractors. Validation Analyst
with LSM role canalso approve role request from User Managers.

User Managers (UMs) can create, manage, and recertify users within their system.

Privileges User Manager | Validation Analyst

with LSM

izati Organization, FTA, .

Usersauthorizedto Usersin same Organlzatlon,FTA,fand & All usersin
manage oreanization contractor usersin and contractor Platform Svstem
g g same Cost Center usersin same Cost ¥

Responsibility User Manager Validation Analyst LSM GSM
Create New Users Yes Yes Yes Yes
Assignand remove Bulk No Yes Yes Yes
Approverole requests* No Yes Yes Yes
Edit user profile Yes Yes Yes Yes
Managerole Yes Yes Yes Yes
Deactivateand Yes Yes Yes Yes
Reactivateusers
Unlock users Yes Yes Yes Yes
Recertify users Yes Yes Yes Yes

*User managers can assign roles, however certain roles (UM, Attorney, Submitter, Official) require approval from an LSM.
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The remainder of this section presents an overview of each of the user management activities and
responsibilities.

Note: The organization employs the principle of least privilege, allowing only authorized accesses

for users (or processes acting on behalf of users) which are necessary to accomplish
assigned tasks in accordance with organizational missions and business functions.

6.2

User Creation

The following presents an overview of the six-step process required for creating a new user of any type:

Step 1: Select User Type (Organization, FTA, External)

Step 2: Select Username
(FTA usernames will be available to select. All other usernames must
be manually entered.

Step 3: Input User Details and Contact Information
(FTA user information will be prepopulated.)

Step 4: Add User Roles, Selecting Justification Documents as
Required

Step 5: Create User
(Creation process make take a minute to complete.)

There are explicit rules controlling user creation:

1) Only users with the roles User Manager, Local Security Manager (LSM), and Global Security
Manager (GSM) are approved to create users using the Create and Manage Users action.

2) Users can only create user and add roles for which they have privileges.

3) Organizational User Managers can create other organizational users.

4) External User Managers can create other external users (e.g., DOL).

5) LSMsand GSMs can create users of any type.

6) When a username is entered to create a new user, the system will flag any user that already exists
and present the creator with the option of going to the Manage Roles action to add roles to that
existing user.
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7) A user’s username must be a valid email address.
8) Name, contact, and business address information is required when creating a new user.

9) A user cannot be created unless at least one role is assigned to the user.

10) Some roles require justification documents and/or approval by users with higher privileges.

11) Only roles matching the new user’s type can be added to the user.

6.2.1 Action: Create and Manage Users

User Managers, Supervisors, Validation Analyst, LSM, and GSMs have access to the Create and Manage
Users action. This action allows a new user of any type (Organization, FTA, and External) to be added
to the system, however, individual ability to create users of different types is restricted. The process for
creating organization and external users is slightly different from the process to create FTA users. The two
main processes will be described in separate subsections so that appropriate screenshots can be shown.

To add a new user:

2) Login to the system as a user manager and click Create and Manage Users from the Actions tab.

MANAGE USERS REPORTS HELP CENTER e b E s O e S

&
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload information for Multiple New Users

=] & @
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests

& (1] [z
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unfock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle

)
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

3) The user manager is presented with a short list of user types from which to select. Each type has its
own set of role limitations. Depending on the user manager’s privileges, the user type may be
preselected and locked. DOT Users as shown in the following screenshot.

4) Select the appropriate user type (as applicable) and then click Next.

Create and Manage Users

User Type =
FTa sLadl

Organizalion User (o, Seopent, Repocter]

Cxlerna User fsp DOL DOT Begeveer

CANCEL |

Saditar, Cordraclores
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5) The first information about a user required is their username, based on a valid email address. This is
a required field and will function as the user’s login. Email addresses should be provided in lowercase.
Each Username field must be unique and cannot be changed after creation. Validation checks will
confirm uniqueness before moving to the next step

Create and Manage Users

Username

The username must be an email address.

BACK || CANCEL m

6) Enter an email address and tab forward.
7) Ifthe email is rejected as invalid, the page will display an error message.

Create and Manage Users

Username

‘ userx@mailinatorcom ‘

The username must be an email address.

Username must be a valid email address. Emails can contain only lowercase letters, numbers, and periods. Emails must contain an @ followed by at least one period (.).

BACK || CANCEL NEXT

8) At any point in the Create and Manage Users process, the user may click Cancel to end the
process. On cancelling the Create and Manage Users process, no data entered for that user will be
retained.

You are about to cancel the Create User process. No data will be
saved. Are you sure you want to exit?

9) If the email is accepted as valid, the Next button will be activated, allowing selection.
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Create and Manage Users

Username
userx@mailinator.com

The username must be an email address.

BACK || CANCEL

10) Click Next, launching the Create User page. The Username and Email fields will be pre-populated.

Create and Manage Users

Basic Information

Username * Title *

userx@mailinator.com _

First Name * .
Honorific *

Middle Name
Company Name

Last Name *
Department

Contact Information

Email @* Fax Number

userx@mailinator.com _

Phone Number *
Phone Ext

Address 1* Zip Code *

Address 2 Zip Ext

11) Enter the Basic Information for the following fields:
a) The username just entered displays in the Username field but cannot be changed.
b) Enter the user’s first name in the First Name field (35-character limit). This is a required field.
c) Enter the user’'s middle name in the Middle Name field (35-character limit).

d) Enter the user’s last name in the Last Name field (35-character limit). This is a required field.
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e) Enter the user’s job title in the Title field. This is a required field.
f) Enter an honorific for the user in the Honorific field. This is a required field (i.e., Mr., Ms.).

g) Enter the user’'s company information in the Company Name field.

h) Enter the user’s department in the Department field.
i) System information is entered only by the Global Security Manager.
12) The Create User page also provides data fields for Contact Information:

a) The valid email address displays once more in the Email field. Again, the email address cannot be
altered or edited once the email has been accepted.

b) Enter the user’s work business phone number in the Work Phone field. This is a required field
(20-character limit).

c) Enter the user’s business phone number extension in the Phone Number Extension field
(10-character limit).

d) Enter the user’s business fax number in the Fax Number field (20-character limit).

e) Enter the first line of the user’s business address in the Address 1 field (60-character limit).

f) Enter the second line of the user’s business address in the Address 2 field (60-character limit).

g) Enter the city forthe user’s business address in the City field (60-character limit; no numeric).

h) Select the state for the user’s business address from the dropdown menu provided under the
State field.

i) Enter the ZIP Code forthe user’s business address in the ZIP Code field (5-character limit).

j)  Enter the ZIP Code Extension for the user’s business address in the ZIP Code Extension field
(4-character limit).

k) If necessary, enter the associated Post Office Box in the PO Box field (35-character limit).

Note: PO Box is limited to numeric values and cannot contain alphabetical characters.

12) After all required details have been entered, click Next.

AIOTESRY L LPFERT
Cley* PO Box
Transitullle
Srate *
ne -

BACK || CAMCEL m
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13) The Manage Roles page displays. Click Add New Role.

Manage User Roles

User Information
Full Name TrAMS Global Viewer
Title Test User

User Type FTA

Add/Update User Roles

#  System Role Category Role

Local Security

oTrak Regi
ra =glon Manager (L5M)

Local Security
2 TrAMS FTA Staff
r Manager (L5M)

3 TrAMS FTA Staff Director

CANCEL

+ADD NEW ROLE I

Access Control
Group

OTrak Region 2

Region 2

Office of
Administration

Organization

Cost Center

78100 - Region 1

(TRO-1)

61000 - Office of

the

Administrator

(TOA)

62000 - Office of
Administration

(TAD)

Username aana.globalviewer@deot.gov

Status Active

Justification Document Status

N/A Approved
N/A Approved
LA Approved

Comments e 0 ©
nDex
nE x
adding new role 8/16 0O F x

VIEW HISTORY

14) The role filters (System, Role Category, Cost Center, Organization) must be populated for the available roles
to display. For most User Managers, these filters will automatically populate, and the fields will be locked

on the screen. LSMs, Validation Analyst, and GSMs may need to select a Cost Center and Organization for
the ‘Available Roles’ to display.

15) Click the checkbox next to the role to select a role for the user. Only one (1) role can be selected at a time.
In the screenshot below, only roles available to TrAMS Recipients are listed. These roles will be granted only

for the Organization that is listed. Once the role is selected, then click Submit.
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Manage User Roles

User Information
Full Name TraMS Global Viewer
Title TestUser

User Type FTA

Add/Update User Roles

#  System Role Category Role

1 OTrak Region Local Security Manager (LSM)
2 TrAMS FTA Staff Local Security Manager (LSM)
3 TrAMS FTA Staff Director

4 | FACES ~ Global Users ~ | User Details Report Global Viewer =

+ADD NEW ROLE

Access Control
Group

OTrak Region 2

Region 2

Office of
Administration

Organization

Username aana.globalviewer@dot.gov

status Active

Cost Center

78100 - Region 1
(TRO-1)

61000 - Office of
the
Administrater
(TOA)

62000 - Office of
Administration
(TAD)

Justification
Document

N/A

N/A

N/A

Select Existing

& Upload

Status

Approved

Approved

Approved

Approved

Comments @ 0 ©
0@ x
0@ x

adding new role - 3

8116 0z x
(] x
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16) The Manage Roles page will display with the updated user role(s) assigned.

Manage Roles

User Information
Full Mame M= Soghla A TransisRider Username ftransituser@fake.com
Title Analyst Status Mo Record

User Type Crganization

ADD

Uzer Ralas
Rile T Rode Calegory System Cosl Center Qrranizalion Dascument Status
Developer Hecipient TraM s F8300 - Region 3 G123 - On Time Transit Company [OTTC) A Approved

BACK CREATE

17) If the role requires a justification or delegation of authority document, the Add lJustification
Document section will display. Users can download the Justification Document template using the link
available in that section. Please follow the instructions within the document on how to complete the
Justification Document.

N/A Approved test ZF x

1 OTrak FTA Staff Local Security Manager (LSM) ?Jmk Region - 78300 - Reglon

9(TRO-9)

i= Select Existing
2 TrAMS + GlobalUsers + Global Security Manager (GSM) + - Approved

/ e

U]
X

(#2) Add Document For Selected Role (& Download the template)

System Cost Center Organization
TrAMS N/A
Document * Description *

urLoAD [,

Document Name *

a4

CANCEL UPLOAD DOCUMENT
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18) When all roles have been added, click Submit to complete user setup.

Add/Update User Roles

+ ADD NEW ROLE

Access Control

#  Syst Role Cat: Rol
ystem ole Category ole Group
1 OTrak Region Local Security Manager (LSM) OTrak Region 2
2 TrAMS FTA Staff Local Security Manager (LSM) Region2
3 Trams FTA Staff Director il

Administration

4 | FACES ~| Global Users ~  User Details Report Glebal Viewer ~

Organization

Justification

Cost Center
Document

78100 - Region 1

(TRO-1) A
61000 - Office of

the

Administrator A
(ToA)

62000 - Office of
Administration N/A
(TAD)

Status Comments 9 0 o
Approved D Z =
Approved 0O Z %
] adding new role P @

A 216 o x
Approved El x

VIEW HISTORY SUBMIT

19) A User Creation in Progress page will display. You can click Close to leave the screen without impacting
the user creation process. If you want to verify that the user record is created, wait about a minute

and then click Refresh.

CLOSE I

User Creation In Progress

Thee et ™s clala is being processed, 10 may Lake a Tew minutes Tor gll Changes [0 appear an

v wrser's record. Click the "Refresh’ Buillaon aller a
minute tz confirm that the user has been created. Clhick the *Close’ button to go back to the Actions tab.

REFRESH

20) The User Successfully Created page displays with the user’'s summary information. You can click the
link below the user’s last name to go directly to the user’s profile.

o

First Mame Sophia
Middle Mame &

Last Marme Tramsi.Rider

(CiCk hers to access the user's record.

User Successfully Created

LB UL Lans flees Lezefy senl Lo Ehe user

Wid 2ma

Username Dransil user@lake oom

——

Title Analyst

Homorific A=

Company Name | acal Transit Agency

System Trans

CLOSE
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21) Click Close to return to the Actions page instead.

User Successfully Created

agin Instrurtians hawe heen seat to this wser va emall,
Userpname fransituseri@fake com Title Analyst
First Mame Sophia Honarifie Mz
Middle Mame A Campany Mame | ocal Transis Agancy
Last Mame Transit-Rider Syatem Trads
Click hers to ACCess the user's recnrd

22) The user will receive an automatic email alerting them of the account setup, similar to the one below.

April 11,2022
FACES_User_Guide-6.3.7.doc

From: FACES System Administrator
Subject: New Account Created on FTA Platform

Dear loe Doe,
A new user account has been created for you on the Federal Transit Administration's (FTA's) FACES Platform. This account provides
you access to the State Safety Owersight Reporting (350R).

You should have recsived an email from Appian, the underlying softwars system, with your usernams and your temporary password.

The following roles have been requested for your sccount:

Application Role Access Control Group Cost Center/Organization Status
Primary 5S30R Local Security Managers Arizona Department of Transportation
SSOR Reporter [LSMs) (ADOT) Approved

If you have roles that are in a requasted status, you will receive an email notification whean the role has been reviewsed by the

BPProver.

To log in to your account, go to https-//facesdevS fta.dot govfsuite/ if you are an FTA employee access this site from an FTA network,
read and agree to the system user notification. Then click the "'If you are an FTA User, click this link to legin' link. if you are unable to
log in, contact your FTA supervisor. If you are 3 non FTA employse, rezd and agres to the system wser notification. Then click the 'If
you are an External User, click this link to log in® link. If you are unable to log in contact your organization User Manzger or FTA

Regional Office. All user's can also contact your application's help desk:
550R Help Desk at FA SS0R. HELP @dot sov

‘ Federal Transit Administration
https:/fwww.transportation.gowv/

U United States Department of Transportation
Faciaral Transit 1200 Mew lersey Av SE, Washington DC 20550
Administraton

“ewd This is o system generoted email. Alease do not reply.
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6.2.2 Action: Assign Bulk Roles

If more than one user or external user needs to be assigned to a new user role, the User Manager, LSM, or
GSM may bulk assign user roles through this action. The assignment process will provide validations and
will only allow users to be assigned to roles that are valid for them. This action is useful when paired with
the Create Multiple Users form or any other time where many users must be assigned to new roles.

To assign bulk roles at once:

1) Click the Assign Bulk Roles from the Actions tab.

& il o
MANAGE USERS REPORTS HELP CENTER Wy LA O

& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload information for Multiple New Users
=] &
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests
& @
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle
@ 4,»
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

2) The Assign Bulk Roles page displays a yellow banner that requires the user to click PROCEED.

Assign Bulk Roles
This action will affect System performance when submitted during business hours. Click proceed to continue.

*System  TrAMS - *Role Category = Select a Role Category A

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid. you may select a single role or multiple roles for each group of users. A maximurmn of 300 roles can be assigned.

Access Control

# User Role Group QOrganization Cost Center Justification Document Comments. e @
No items available
CANCEL
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3) The Assign Bulk Roles page displays the available users to assign new roles based on the user
assigning the roles, and the users to be assigned to arole.

Assign Bulk Roles

* System 5 - * Role Category

- RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, dick on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 308 roles can be assigned.

Access Control
Group

#  User Role QOrganization Cost Center Justification Document Comments 9 @

No items available

CANCEL

4) The Assign Bulk Roles is displayed a short list of user roles from the Role Category. Select the relevant
user role category for which the users will be assigned from.

Assign Bulk Roles

® System  TrAMS - *Role Category

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as 2
been added to the grid. you may select a single role or muitiple roles for each group of users. A ma;

- RESET

Select a Role Category

System Administrator br. To create another group, click on Add User again. When all users have

Global Users
FTA Staff
# User Role 2(“55 Control Organization ment Comments e o
roup Recipient
DoL

Contractors

Auditors

CANCEL

5) Once the role category is selected, the user manager can add users clicking on the link “Add user”.
Multiple users may be added as a group by typing the username one after other. When all users
have been added to the grid, you may select a single role or multiple roles for each group of users.
To create another set of users, click on Add User again.
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Assign Bulk Roles

® System  TrAMS - * Role Category Recipient hd RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When alf users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

Access Control
Group

#  User Role Organization Cost Center Justification Document Comments e ©

+ADD USER

CANCEL NEXT

6) The logged in user is given an option to copy the same set of role combination in a new row and
can add more roles or organizations in addition to the copied set. After that he can select the users
in user column like step 4

Assign Bulk Roles

® System  TrAMS - *Role Category Recipient = RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single rofe or multiple roles for each group of users. A maximum of 300 roles can be assigned.

Access Control

#  User Role Group QOrganization Cost Center Justification Document Comments 9 ©
Jon Test (test.userd3@mailinator.c... %
1 Jon Bon (test.filteruseri@mailinat... % User Manager * Region3 - C Canizat: N/A rj »®

+ ADD USER
CANCEL NEXT

7) The logged in user will have the option to cancel this process at any time by pressing the cancel
button in the lower left-hand corner of the screen.
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Assign Bulk Roles

® System  TrAMS - *Role Category Recipient b RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

Access Control

#  User Role Group QOrganization Cost Center Justification Document Comments 9 ©
Jon Test (test.userd3@mailinator.c... %
Jon Bon (test.filteruseri@mailinat... % User Manager = Region3 - 3niZ 3! N/A rj »®

+ ADD USER

CANCEL NEXT

8) Once the logged in user has added all users to be assigned new roles, click the Next button to
navigate to the Confirm Bulk Role Assignment page.

Assign Bulk Roles

® System  TrAMS - *Role Category Recipient - RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

#  User Role :i:zsps Control Organization Cost Center Justification Document Comments 9 ©

Jon Test (test.userd3@mailinator.c... %

Jon Bon (test.filteruseri@mailinat... % User Manager = Region3 - 3niZ 3! N/A rj »®

+ ADD USER
e -

9) On the Confirm Bulk Role Assignment page, the logged in user will be able to confirm the bulk
assignments. Should a user be assigned a role that they are not supposed to be assigned to, the user
manager can go back to the Assign Bulk Roles page and remove any necessary users or roles by
clicking the Back button.

Confirm Bulk Role Assignment
Seniem Username | Fole Catngeey Tobe Rcoess Conirod Graep Crgarigagan a3 Camier
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10) If necessary, the Confirm Bulk Role Assignment page will prompt the user manager to upload a
justification document to be attached for confirming the roles. Click the Upload button to select a
single justification document to upload forall roles.

A Control e . 0
# User Role Gi:‘s: OOl organization Cost Center Justification Document Comments e ©

Analyst TestUser11 (state.analyst11) X i= Select Existing
Global Security Manager (GSM) = - X

/Jllr:\mr.
(#1) Add Document For Selected Role (& Download the template)

System Cost Center Organization
NTD

Document * Description *
upLoan [} O
Document Name *

%

CANCEL UPLOAD DOCUMENT

11) If the role requires a justification or delegation of authority document, the Add Document for
Selected Role section will display. Users can download the Justification Document template using
the link available in that section. Please follow the instructions within the document on how to
complete the Justification Document.

# User Role 2:?: Control Organization Cost Center Justification Document Comments @ ©

Analyst TestUser11 (state.analyst11) X = Select Existing
Global Security Manager (GSM) « - B x

2 Upload

(#1) Add Document For Selected Role (& Download the template) #

System Cost Center Organization
NTD

Document * Description *
upoan [}
Document Name *

£

CANCEL UPLOAD DOCUMENT
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12) Click the Upload button in that section, select the justification document that you wish to upload in
the Windows file browser and click open.

G' Open

U > ThisPC » Documents » FACES Samples w | @ Search FACES Samples ul

Organize + Mew folder ==~ M @

) MNarme Date modified Type Size

5+ Quick access

-

PPD-BlankDoc 7/26,/2019 9:58 AM Microsoft Word D... 12 KB

B Desktop 0| Sample-Document 8/2/2019 3:23 PM Microsoft Word D... 0 KEI
‘_’ Downloads (3] Sample-Document-2 8/2/2019 3:24 PM Microsoft Word D.. O KB
& Decuments 33 Sample-Document-3 8/2/2019 3:24 PM Microsoft Word D... 0 KB
= Pictures
[ L e "
File name: |New Microsoft Word Document v| All Files ~

13) After selecting the justification document to upload, the user manager may delete that document
upload and select again by hovering over the document icon and pressing the below displayed icon.

Document *

ample-Document
DOCX -<1 KB

14) After the upload is finished, the user manager will have to give a title and brief description of the
justification document before clicking the Upload Document button to finish the bulk role
assignment.

Access Control o . i
# User Role Group Organization Cost Center Justification Document Comments e @

Analyst TestUser11 (state.analyst11) X i= Select Existing
Global Security Manager (GSM) = - x

X uUpload

(#1) Add Document For Selected Role (& Download the template)

System Cost Center Organization
NTD

Document * Description *
upLoAp [}
Document Name *

#

CANCEL ﬁ UPLOAD DOCUMENT

15) After clicking the Upload Document button, the request will be processed, and the user manager
will be returned to the Actions page.
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6.2.3 Action: Manage Role Documentation

Some roles require justification for their assignment to a specific user. The TrAMS Submitter, Attorney,
and Official roles require a Delegation of Authority letter from the agency’s CEO justifying the assignment
of the role to the specific user. FACES has incorporated aJustification Document template that can be downloaded
and completed. The Justification documentation can be uploaded in advance of role assignment via the
Manage Role Documentation action or uploaded at the time the role is added on the Manage Roles
form as shown in section 6.2.1. At the time of upload, documentation is tagged to the user’s organization.
During role assignment, the document is then tagged to the specific role and the specific user. A single
document can be used for any combination of roles and users (presuming these roles and user are
mentioned within the document).

To upload role documentation in advance of role assignment:

1) Select Manage Role Documentation from the Actions tab.

o il (i)
MANAGE USERS ACTIONS REPORTS HELP CENTER User Management - Q) Federal Transt Adminisration

&
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Mutple Users Create or Activate a New System User Upload information for Multile New Users
& & (4]
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remave Roles in Bulk Approve or Reject Role Requests
& (1] i
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle
“©
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements
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2) The Manage Role Documentation page displays showing available role documents. User Managers
canview, add, or delete documents for their organization(s). Validation Analyst and LSMs can view, add
or delete documents for their Cost Center(s) and any organization(s) within their Cost Center(s).

Manage Role Documentation

System

TrAMS

Access Control | Region 3

Group

Organization

Cost Center 73300 - Region 3

Document Name

1 Description

Access Control Group

Cost Center

Organization

Uploaded Date

Uploaded By

Justification Justification Region 3 M/A M/A 11/13/2020 faces.admin@test.com
justification Jjustification Region 3 N/A N/A 11/13/2020  faces.admin@test.com
Role Approval Doc Test Region 3 78300 - Region 3 1402 - Baltimare, City Of (BALTIMORE CITY) 5/1/201¢  ahmed.khan
role change doc Region 3 78300 - Region 3 1396 - Transportation. Delaware Department OF 2/4/2020  ahmed.khan
= (DELDOT)
Sample Sample Region 3 78300 - Region 3 :h:?;; rat=portioniManiand Deparapentof 1/8/2016  lesie.smith
1-50f11 >
3) To download a copy of a document, simply click the document name link.
Manage Role Documentation
System  TrAMS - Organization
Access Control | Region3 . Cost Center 73300 - Region 3
Group
ADD
Document Name Description Access Control Group Cost Center QOrganization Uploaded Date  Uploaded By
Justification Region 3 N/A N/A 11/13/2020 faces.admin@test.com
justification justification Region 3 N/A NIA 11/13/2020  faces.admin@test.com
Role Approval Doc Test Region 3 78300 - Region 3 1402 - Baltimore, City Of (BALTIMORE CITY) 5/1/2019  ahmed.khan
role change doc Region 3 78300 - Region 3 1396 - Transportation, Delaware Department OF 2/4/2020  ahmed.khan
(DELDOT)
Sample Sample Region 3 78300 - Region 3 (“I\:?L\) a=noittioniMaand Deparipentnh 1/8/2019  lesie.smith
1-50f11 >
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4) To view a list of user roles and user tied to an existing document, click the checkbox next to the
document record. Beneath the document grid a list of justified roles will display. Click a specific role
name to show all users with that role.

CLOEL

Docurment - Access Contral Uploaced
e [ Deswripdon - e Cest Center Oepanization ploates ) saded By
Hame Group Date
TR0 - 1414 - Moy Jorsan
Fake oo TrARS Repien 2 — - H.'I _;I ';:I T 17052018 kaees,ssan T hal@malnater oo
tegion 1 Corporation, The ik,
- — FEC0 - 1324 - Courty OF Chamung - -
Test Rt BHAS Repls - . N ' L e, o
et fasts A5 Repion 2 Repiun 2 {CHEMLHG SHT) e
- FE00 - 1924 - Courty OF Chamung e o
Tests testd "AMS Raplen 2 Fah CCHEMLAG £ ' 10222010 Bruce.Hawans 2345
- HLEM s e ] L8 .
Justifled Reles 1 Justified Users
B Jser Baragen petar i
sunle trarmsam
5) To upload a new document Click Add.
Manage Role Documentation
Systam  Trakd: - organkEation | ST St Csnian
Becess Contral  TeaMS Begion 2 = Cost Center SU200 - Bogion 2
Greup
ADD
Documeant et &ccess Contral S . Upleaged
T | Descrpticn raup Cost Copter drganization Date Uploaded y
FRINO - 414 Mo jor i . . i
Dacl Fake Cac Tréks Aepion 2 ;‘:P:ﬁ'l o 1ﬁ|:|__:l_ll;'l_il _:T"II !l_r|1!|r'| ! 117572018 Tapes.symadmiv. balagrailingorcom
A Coranranr
. i - TI200- 1224 - CoUrTy O Chemung R - —
(o (o AR Arglen 2 faalon 2 VEHERIIME ST WEHFNGE  Brsce, Faakins 3345
FHALD WMt Tl N '
sl tesll Al Regicn 2 {:;:-:I - :1-; :::Jr_l, ‘-- ST W22y Drocelaakire] 1225
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6) The Add Document section will display beneath the list of available documents. Users can download
and use the Justification Document template link available. Please follow the instructions within the
document on how to complete the Justification Document.

Darlynn Smit (NTD Validation 10098 - Western Maine Transportation

1 78100 - Region 1 9/1/2020  faces.sysadmin.bala@mailinator.com
Analyst) ¢ Services, Inc. (WMTS) - y :
62000 - Office of 6522 - Personnel Management, U 5 . . .
1 Office of the Administrator .:\dmlmsllatmn 57“(@ OF (OPM) = 3/23/2020  faces.sysadmin.bala@mailinator.com

1-50f879 > »

Add Document (& Download the template) @ —————

System * Access Control Group Organization

Document * Description *
UPLOAD Ly
Document Name *

4

CLOSE

7) Click Upload to browse for justification documents to add to the document repository.

Darlynn Smit (NTD Validation 10098 - Western Maine Transportation

100 - Region /11202 rsadmin.bala@ om
1 Analyst) 78100 - Regjon 1 Services, Inc. (WMTS) 9/1/2020  faces.sysadmin.bala@mailinator.cor
— - 62000 - Office of 6522 - Personnel Management, U S oy oty o i @mail
1 Office of the Administrator Administration Office O (OPM) 3/23/2020 faces.sysadmin.bala@mailinator.com
1-50f879 > »
Add Document (& Download the template)
System * Access Control Group Organization
Document * Description *
3
Document Name *

i

CLOSE

6) Using the Windows browse function, find and click the document to upload. Then click Open.
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[ pen

@L )Hrl = v Libreies ¢ Doouments #

Cirganize + Muewe folder

¢ Favorites Documents library
r B Desktop Ingliades: £ bcatuans

@ Downloads -

B Reert Plates | 2

= Lraries
L5 Documents
_|I Muigic
B Fictures

H Wadeos

& Palencia, Cheisking
i3 Contacts
[eskiop
i Desktop
& Dowenloads
{r Favories -

File name:  Sarmple Document.doo:

Cigstam Cffice Templates 12

3| Sermiple Document. docc 127373019 11-37

Mame Dete medified

Ea

- |anFites ) -
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7) The selected document will upload.

8) To select a different document, hover over the document file name and click the “X” that displays.
You can then click Upload to choose a new document.

Documen
® samfe Document 3

DOCX - 11.58 KB

9) If the user is a User Manager for a single organization, the System, Access Control Group, and
Organization fields will be assigned by default to the user’s organization. Validation Analyst, LSMs
and GSMs may need to populate some of these fields.

Add Document (% Download the template)

System * Access Control Group Organization
SSOR *  SSOR Local Security Managers (LSMs) * | | Selectan Orgs
TescTpTIoN
FACES Justification Document v1.0
PDF-213.03KB

Document Name *

]

CANCEL UPLOAD DOCUMENT
CLOSE

. 95
April 11, 2022 ) Version 6.3.7
FACES_User_Guide-6.3.7.doc Unclassified - For Official Use Only




Federal Transit Administration a

FACES User Guide

10) This page requires descriptive information to be entered to make the document accessible to other
users and to explain the document contents.

i) Document Name: A clear document name is essential for other users to know what the
document’s purpose and coverage. Document names cannot exceed 255 characters.

ii) A description that provides even more details about the document’s intent, content, etc., is
also advisable. Descriptions cannot exceed 4000 characters.

Once the information for the document is finalized, click Upload Document.

Add Document (% Download the template)

System * Access Control Group Organization
SSOR ~ | SSOR Local Security Managers (LSMs) -
Document * Description *
FACES Justification Document v1.0
PDF - 213.03 KB

Document Name *

CANCEL UPLOAD DOCUMENT

CLOSE

11) The document is added to the list of available documents with its Document Name, Description,
Access Control Group, Cost Center, Organization, Upload Date, and the UserID of the person who

uploaded it.
Manage Role Documentation
SysIam el A byl - arganization
fucess Contral L : -
QI
ADC
ﬁ:;'l':'e"t T Desgrotion  Access Cantrsl Group Cosr Center  Ovganization Hptaddend e By
Cilliar i T alidation 1 TULLZ - Manchesler Transt [ e
124 skt Aepica | AuliErity (MTA] WS sunnig nlugsiridul gy
. 1231 move . THAC0 - 1307 - Transpartzzlen. Rorda - -
o1 rele da ITrak Regln 4 1002202010 taces systemadrministoaro s SREdon e
fete e do - Aln Fegica 4 Diepartrment O (FO0R: 2, 20Ty - Cen S RmARMIN ST Ernn- 3R R
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12) To remove a document from the system, the user simply highlights the document to be removed by
selecting the check box associated with it and clicking Delete. Users can only delete documents that
have not yet been selected to support user role assignment. Only one document can be deleted at a

time.

Manage Role Documentation

Zystem - organization
Access Cantrol SroUS -
Group
DELETE
Documart I § N I Uplozded
. | Description fccess Contral Graup Cost Center  Organization s Uploaded By
Hlizn [MNTE Ya daban TE1 - TOXDE - Marebesker Trarsi A
23 B0 surninbegsmardat g
1z Aty Ragian 1 Anrkary BT ISR | ST =R
1201 ok - TELE 001 - Tranzpaimaton, Flarldz - -
= A roe doc aTrak Bzar 4 2Z2002 taces svstemadmirt stratoe 338d0m. 80
8 des STrak Feaan Ragion 2 Dapartment O FLORIDS DOT; W2LACI  Taces systemadmin s or3anact Rey
Lailey (WTD walitaticn TE1O - TR - Comnectiow: Degartment .
2 . THTE0IY surniznlgpsmidol gay
< Aratpntl Ragin 1 of Trarsparkation (COOT] ! prnie lsgsn gl

13) A dialog box displays that requires the user to confirm the deletion.

Are you sure you want to delete the selected data?

NO

YES

14) Click Yes to delete the document. Click No to cancel.
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15) Once a document is deleted, the screen will refresh and the remaining documentation displays on the

Manage Role Documentation page.

16) If no further documentation needs to be uploaded or removed, click Close to return to the Actions

tab.

Systocm Trakis

Manage Role Documentation

- Organizatian

Agcess Contrel  TrakE Regian 2

Graup
ano
Cacument - Apcess Cantro
| Descriptiocn -
Mama GraLp
Cacl Faka Doc TidkdS Region &
Lt el Tdkds degion &

Lussle esli Trakds degion 2

Cost Center

ER LY

.
R tr 3

S0

Regan ?

THEO] -

Regan 2

Cast Center

Organizatan

1414 - Mevs [ersey Transit
Carpneation, The (MTCY

1424 - Counly O Chermung,
ICHERLIKG CNT

1524 - Counly OF Chemunyg
{CHEMLIKG CHT)

FHEON - Fegion 3

u :Iq::li: Uplaaded By

D207 laces sezadmin balagumailingior om
TWEAETY Hruce HavakinsT 2234t
10222079 HruceHavaking1 2345

6.2.4 Action: Create Multiple Users

If more than one organization or external user needs to be created, the User Manager, Validation Analyst,
LSM, or GSM may bulk load their profile information into the system through the use of a Microsoft Excel
file. Afile template is provided by the system and must be used. FTA users cannot be uploaded through this
action. The upload process will perform data validations and will only upload users that pass all
validations. This action is useful when new organizations are added to your system and many users need
to be imported at once. At this time, user roles must be added separately using the standard Manage

Roles form.
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To upload multiple user information at once:
1) Click the Create Multiple Users from the Actions tab.

[C3 il (3]

MANAGE USERS REPORTS HELP CENTER

User Management v € federat ronst Admnsioton

&
Create and Manage Users
Create or Activate a New System User

&
Create Multiple Users
Upload Information for Multiple New Users

Assign Bulk Roles
Assign Bulk Roles to Multiple Users

=] 3
Recertify Users Remove Bulk Roles

Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk

Approve or Reject Role Requests

-
Review Unlock Requests

Manage Access Control Groups
Approve or Reject Unlock Requests

Manage Recertification
Create or Edlt Access Control Groups and Manage Organizations

Manage User Role Certification Cycle

=] “
Manage Role Documentation

Manage System Announcements
Add or Remove Role Justification Documentation

Manage System Announcements

2) Download the user information template by clicking the hyperlink that says Template.

Create Multiple Users

Mew user mformation [nameas, address phone numgers) teuploaded for muitiple user 3 bme, Once user information s upioaded, mew
users must be actwated wsing the "Cre Mew User® actio e Actions tah, User roles will added at that tme
Download Template

1 For each mew user. For “Usor Type®, enter O ganeeation™ for TeAMS Eeropient or NTD Hepostor usar

[+) show Instructlons

Upload User Data *
B A 1B
urtoan [

Upload your completad "oxizx” file here,

CANCEL SUBMIT

3) The template will contain the follow fields for user data. Almost all fields are required. In the template
for each user provide the following details for each new user:
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Field Required Data Entry Rules

User Type Yes Must be Organization, DOL, Auditor, or Contractor.

Email (username) | Yes Entry must be a valid email entered in all lowercase characters. This

First Name Yes Cannot contain any special characters (e.g. S) or numbers.

Last Name Yes Cannot contain any special characters (e.g. S) or numbers.

Title Yes Must not exceed 255 characters.

Honorific Yes Must be Mr., Mrs., Ms., or Dr. (periods required).

Office Phone Yes Must be formatted like a phone number (e.g., (555) 555-5555).

Number Cannot be just a 10-digit number (e.g. 5555555555).

Address 1 Yes Must begin with a street number (e.g., “1207 Maple St”) or a PO (e.g.,
“PO Box 412”).

Address 2 No

City Yes Cannot contain special characters (e.g. S) or numbers.

State or Territory | Yes Must be a verified 2-character US state or US territory abbreviation.

Zip Code (5 digits) | Yes Must be a 5-digit number. If the leading zeros are being stripped from
' xIsx' document, begin the zip code with an apostrophe (e.g. '01234).

Company No Must not exceed 255 characters.

Department No Must not exceed 255 characters.

4) The file must be saved with an “.xlIsx” file extension. (A sample file with four users is shown below.)

A ] o E F (] H I 4 K
2 User Type Emall {usarnamin]  Flrst Mamie Last Mame Tilo Honorltic Otlce Phong NumBm Address 1 Addrpss 2 Chty State of Tarritory
3 Crganizathon [smithlgdake.com lahn amitth Analyst Rr. [1333123-1234 101 Minth 5t Transituilla IL
4 Crganization |s Jascica Smith analyzt Cr. 1333123 1234 101 Minth 5t Transituiliz IL
3 Crganization |smith3g o lemy Smith Analyst B, 101 Minth 5t Tranzitvillz 1L
& Crganization [smithdafake.com Jasia smiith Analy=t MArs. |1335123-1234 101 Minth 5t IL
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5) When the file ready to be uploaded, click Upload on the Create Multiple Users page to locate the

Excel (.xlIsx) file.

Create Multiple Users

i b ANy g the ~Er e e Ve ari ot
Download Template

Tempiats

hig lemaiare must De =aned wWith

-
{+} show instructions
Uplaad User Data *
r
Upload y conypested s file here
CANCEL

SUBMIT

6) Use the Windows browser capabilities to locate the file to be uploaded. Click Open to add the file to
the system.
~ + » This PC » Desktop » FACES » New Users w 0 ichl Izer -]
Organcee = Mew Tolder ~ A ﬂ
M . Date reodified T Size
# Cuick access
Aicrosndt Bacel W
& OneDove oL, ...
M This PC B Sample Document 2.docx 71 AM  Microsoft Word D.., 12 KB
= Q= Sample Document 3.docx 1 AN Microsoft Word D, 12 KB
' K - E Sample Document.docx 2952017 1} AM | dD.. 12KB
B Ehacuments g Sample New Ulssrsxlse - 511 Ak Micross weet W 12 KB
-‘f Downloads
R by
File name: | ACS Ternplate_Bulldlserlpboad Exceludss +| AllFiles v

7) The file that was selected is listed on the upload page.

Upload User Data ®
@ ACS_ Template_BulkUserUpload Excel

HLSX - 1221 KB
Upload your completed “xlsx” file hera.
CAMCEL
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8) Click Submit. This will begin the data upload and validation.

Create Multiple Users

e must be activated using the *Creato New Lisee acton on the Actions tab. Usor r

Downlead Template

Template

The templata rasst be seved with an = xksx” extension,
1) show iskrucEons

Upload User Data ®

@ ACS Template_BulkUserUpload Excel
XLSK - 1211 KB

Uptoad your completed " xlsx® file here

CAMCEL

Wew user infarmation [(names. sddresses, phone rumbers) can be uploaded for muliiple wsers ot a tme, Once user information is upfoaded, ne
nles will &

y acided at that Bime

Click the link to downipad the template, A3d data for each new user, For "User Tyioa®, enter “Crganization” far TraMs Recipient or KTD Reporter Usess

SUBMIT

9) The Confirm Users page will open. The system will display the users in the file that can be uploaded
(New Users) and the users that have data issues (Users with Errors). For each user with issues, specific

error messages will be given to help correct the user data.

Confirm Users

jsmith2@fake, com Jessica

Users with Errars

The infarrmation for the following users cantain One ar More error

MNew Users

The information for the following users passed all validation checks. Click the “Submit™ button tx
Username First Mame
[smith1 @ fake.com John

prrected file, Click "Cange i 3
Username Errors

jsmith3@fake, Com Office Phone: Inpull is Requined
_.5|1'.|I,h£j#f.:ku: T f:l'.:,-': rput is required

o N

Last Name
Smith

Smith
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10) The user may:
a) Select Cancel to return to the Actions page. Click Yes.

You are about to exit this form. No users will be saved. Are you
sure you want to continue?

NO YES

b) Select Back to return to return to the previous page and select a new file. Click Yes.

Changes will be lost, are you sure you want to go back?

NO YES

c) Click Submit to confirm the users and complete the upload of all users that passed validation
checks. Only users that passed validation will have user records created.

jsmitha@fake. com Qffice Phane: input 15 Required

jsmithA@fake.com Gty Ingaut is reguired

| CAMNCEL BACK SUBMIT

11) The Creating Users form will display. Click Refresh to see how many users have been created. The
process may take several minutes.

Creating Users

Orout of 2 users have been created, Plesse click refresh o see if the process is complets, Thiz may take & few mmutes

REFRESH
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12) Once the users have been added to the system, clicking Refresh will display the Users Created screen.
Click Close to return to the Actions tab.

Users Created

The following users have been created, These users will o= unable b log v untll adivated via the "Create Rew User” aftion on the Actions tab

Mew Users
Username First Mame Last Name
Emithl &take.com | amith
Jessica Smith

smilth2Elake.com

13) To finalize user setup, User Manager will need to locate each user to add user roles. Users will be
unable to login until roles are added. The same individual that uploaded the user data does not need
to be the person to activate the accounts. If multiple user managers exist for an organization, this
responsibility can be shared.

14) To locate a new user to finalize, go to the Create and Manage Users action.

] il
= : o User Management + O € federdt ronst Adminsiation

MANAGE USERS REPORTS HELP CENTER

= & &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload Information for Multiple New Users

&
Remove Bulk Roles
Remove Roles in Bulk

=
Recertify Users
Recertify User Role(s) for Active Users

Review Role Requests
Approve or Reject Role Requests

Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Refect Unfock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle

[=a) “H
Manage Role Documentation Manage System Announcements

Add or Remove Role Justification Documentation Manage System Announcements

15) Select the appropriate user type, enter the user’s username and click Next.
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Create and Manage Users

Uscr Type *
FTA S2alt
Drgarizalioen User je.w. kecipienl, Reporkes)

Exteraal User dep. RO 20T dremaees, guditar, Crateactor]

CANTEL

Create and Manage Users

Username

I |anedoedfakeemall.com |

The uzamame mLst be an emall aderess,

BALCK CAMCEL MEXT

16) A page will display a message that the user needs to be activated. You will be given the option to
navigate to Manage Roles for that user. Click Yes to proceed to Manage Roles.

Create and Manage Users

User Information
Full Mame - Janec Doc Username .:-mﬂnr';_"!ll.'l wrmmail.oom
Tite Analy=i Status Desciivaled

User Type  Organizacon

Tha wser reads to ke acoveted, Wiould wou Like o ma nege this usar's roles?

M || CANCEL
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17) Follow the standard process for adding roles to the user and then click Activate. The user will be
notified that their account has been established at this point.

'6.2.5 Action: Remove Bulk Roles
If more than one user or external user’s user roles needs to be removed from the system, the System

Admin, Global Security Manager, Validation Analyst, LSM may remove user roles through this action. The
role removal process will provide validations and will only allow users to remove the user roles that are not

valid for them anymore.

To remove bulk roles at once:
1) Click the Remove Bulk Roles from the Actions tab.

= A1 (i} a——— o °
- Federal Tonst Administrafion
MANAGE USERS ACTIONS REPORTS HELP CENTER ser Managemen =

& &

Create Multiple Users

Create and Manage Users
Upload information for Multiple New Users

Assign Bulk Roles
Create or Activate @ New System User

Assign Bulk Roles to Multiple Users

& &
Remove Bulk Roles
Remove Roles i Bulk

Review Role Requests

Recertify Users
Approve or Reject Role Requests

Recertify User Role(s) for Active Users

& (]
Review Unlock Requests Manage Access Control Groups
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations

Manage Recertification
Manage User Role Certification Cycle

& R
Manage Role Documentation Manage System Announcements
Add or Remove Role justification Documentation Manage System Announcements

2) The Remove Bulk Roles page displays the available users with existing roles they are assigned with
can be removed.

Remove Bulk Roles
Tioers
Raiw Catmgary Rerean Cambral =
Group
P oS CEncer
Robs - P
Eid FILTER
List of Users
e narme I Sehrmeilad Fire anler :"“"ﬂ": Comtrol :::':'m Ovgantiaticn Hake “"_:""" :’_‘I::""" ;_i‘:_"'“':"' S
i " - Y
i —— . " I8 P A
i A
B 5 4 3 s
s - v Ay g ¥ 18 P -
- e
T 2 - i
. s iget Dave i
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3) The user is provided with filters to

narrow down

specific users.

Remove Bulk Roles

Wole Canepory A1

ol

Cwganigstion 1334 - Traimyperiabion, eitigt Dyparirieid Of [CONSNDIOT

movessConmol  Eegar
arup

oMl Cenler

e

4) Once filters have been applied, the user can select multiple users by clicking anywhere on user record

row from the List of Users grid to see what roles they currently have; selected users are highlighted blue.
Clicking on a selected user record again will deselect that user.

Remove Bulk Roles

Role Categaey  Beupeesi AUess Coad red -
Oreeg
Geganliation 1334 Tramgp st Deparement O [COMMDGT] 2
- L Cani Comdgr 7 Ergs TR "
Ele
e
LAR g TR
List of Users
Hamwilind Autwih Didln L
Lnernaime 1 II_‘\:’ 2 fptem : iz __f‘l Orgasization Mok Coeated Dats Mol Date Lasl Leghn Date Fee
C - — wig B _—TTTT .
= I - : i
' - :
I # 1 & R N g ™ &
i i
4 A 1)
W LRarager AT e AT T e i
t ATy
FTTTON T . i
& ke i Frskas . ;
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5) The user will have the option to cancel this process at any time by pressing the Cancel button in the
lower left-hand corner of the screen.

User Roles

B username T ok Bl s ! € " &
ﬂ E

[~

[eoe]

6) The user can select multiple roles for multiple users by clicking anywhere on the rows from User Roles
grid to remove the roles from the system. Clicking on a selected user role again will deselect that user role.

Once the user has selected the users and user roles, click Next to navigate to the Confirm Role Removal
page.

User Roles

o oo

7) On the Confirm Role Removal page, the user will be able to confirm the bulk role removal by clicking
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Confirm. The logged in user can navigate back to Remove Bulk Roles page by clicking the Back button if
the roles are not supposed to be removed or to remove some more roles. Clicking Cancel will not save
any changes and take you back to the Actions home page.

Confirm Role Removal

dem Uerrtane Aror i Cordicl Group Bebr Calmguey LI Dorpaniation Ll Canlen

8) Click on the Confirm button to confirm the changes and finish the Role removal process. The logged in
user will now navigate back to Actions page.

6.3 Managing User Records

Once a user has been created, the User Manager can manage details for existing users in their
organization including managing the users’ profiles, updating their roles/privileges, deactivating and
reactivating users, and unlocking user accounts.

1) Click on the Manage Users tab

2) Onthe Manage Users page, enter the search criteria to locate the user that requires any number of
changes and click the hyperlink forthat user from the list presented. Partial text searches are
allowed.

+ & CREATE NEW USER + S CREATE MULTIPLE USERS

vReport Filter Criteria

System  Sclecr e pplicatic - Cost Center  Sclect Cost Cente hd
Role Category  Sciecr role catego v User
Access Control  Sclecr o grour - Name  Ses Fii La

Group

Status Active
Organization @ Locked

Role ; - Deactivated

Display individual Roles in Grid CLEAR FILTER(S)

3) The user record will open to the User Summary screen. Click Related Actions.
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Baeerde  (rape

Transit-Rider, Sophia (transit.user@fake.com)

ﬁ' Kanapa Secunity Juetizng
: o el szl walsipear
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4) From this page, the User Manager may Edit Profile, Manage User Roles, or Deactivate User. The
Reactivate User related action will show if the user is deactivated. Likewise, the Unlock User related
action will show if the user is locked and has submitted an unlock request.

Hecords Us

Transif:Rider, Sophia (transit.user@fake.com)
Summ aly Liser Details iser Rolas HISIory Mews

I'I, Edit Profile
EdIi Profile

2

k& Manage User Reles
Add or Debele user roles

L Deactivate User
Deactivate User Account

6.3.1 Related Action: Edit User Profile

Organization and external user profiles can be edited by the users’ management chains (User Manager,
LSM, or GSM). All profile fields, except for username, email address and system, can be edited by a user
manager.

Note: | Organization and external users cannot edit email addresses. If a user needs to update their
email address, they need to contact FACEShelp@dot.gov.

To edit a user’s profile:
1) Go to the user’s record and select Related Actions.

2) Click Edit Profile.

Sunnie, Arya (arya.sunnie@mailinator.com)

Summary User Details User Roles History News Related Actions

Edit Profile
* Edit Profile

,, Manage User Roles
Add or Delete user roles

* Deactivate User
Deactivate User Account

The Edit User Profile page will display all previously saved user information details in editable fields.
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Edit User Profile

Basic Information

Username * Title *
arya.sunnie@mailinator.com um
First Name * .
Honorific *
| Arya|
Ms. A4
Middle Name

Company Name

Last Name *
Department

sunnie

Contact Information

Email @ * Fax Number
arya.orgum@mailinator.com

Phone Number * Phone Ext
(123) 454-5456

Address 1+ Zip Code *
1330 summerfield dr 20170

Address 2 Zip Ext

3) Make any necessary changes. The same field validations that applied at the time of user creation will
still apply (e.g. checks for phone number format).

4) Click Save to update the user’s profile with the new and/or changed information. It may take a few
minutes for all information to save.
Edit User Profile

Basic Information

Username * Title
arya.sunnie@mailinator.com um
First Name *
Honorific *
Arya
Ws. -
Middle Name

Company Name

Last Name *
Department

sunnie

Contact Infermation

Email @* Fax Number
arya.orgum@mailinator.com

Phone Number* Phone Ext
(123) 454-5456

Address 1* Zip Code®
1330 summerfield dr 20170
Address 2 Zip Ext

city ® PO Box

Hernden

State ®

DC -

| SAVE

5) Select Cancel to return to the Related Actions page without saving any changes.

6) All changes should be visible on the User Details page. Additionally, an audit trail of all changes will
be added to the user’s History page.
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6.3.2 Related Action: Manage User Roles

Once the user has been created, the User Manager, LSM, Validation Analyst or GSM can add or
remove roles to adjust a user’s access and permissions. Security rules govern which types of roles can be
added or removed from a user. User Managers can only add or remove roles for their own
organization(s). LMSs and Validation Analyst canonly add roles within their CostCenters. GSMs can
add or remove any role within their associated system. To assign roles to a user in multiple organizations
or across multiple systems, the User Managers from each organization will need to add the
corresponding roles. The appropriate GSMs or LSMs can be contacted to facilitate role assignment or
User Manager coordination. User roles can be added and deleted at the same time.

When adding/removing roles, note that users cannot have both Read Only and active roles in the same
organization (or Cost Center for FTA users).

For ease in explaining, additions and deletions are presented separately within this document.
6.3.2.1 Add Role

To add roles to a user:

1) Go to the user’s record and click Related Actions.

2) Click Manage User Roles.

Sunnie, Arya (arya.sunnie@mailinator.com)

Summary User Details User Roles Histary Mews Related Actions

Edit Profile
Edit Profile

‘!F Manage User Roles
Add or Delete user roles

Deactivate User
Deactivate User Account

3) The Manage Roles page displays. Only roles that the user can manage are visible in the User Roles
table.
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Manage User Roles

User Information
Fll Naewe rs Joe Do Usermdme  brant o sos ST e smp 2 oom
Ticke Ti=ter SLatus SLlisc

Usar Typs Crgens s

Add/Update User Roles

N . Brcees Cormrod - N _
r Symiem Role Category  Raole . drganmaban Tt Cantar JushReatinn Donamant Skabn Tommenss e ° 9
Group

CHice ot 1432 -

ks s prnl Uaer Furagge Tt ' .I:|'|:||.| ELTH TR LR | Ci F %
FARSAZRTIATS ChwOF
i Mtk
CHice of =
z Trak'S AsTplant Iser FAmmaTe N *“_ Sowimn (Ll Aoproved i S
S ralialis o -
Fennsdatne
Aeenciation o -
e - < - < TA900 - Region 9 P
rakS Teoplant Isar Mmeaze Tmpee 3 Morncicy Boy S tartiog dns amprmead i > | a
aron B 3 2 =
GEITme
a0
P Respknt ESR Reoarmer Fgjor & ‘I::I"::{_ SRONE Aoprosed o T x
AT - Bapin —
raky imsplant CIffirLal implor 1 larkl Brproasad | - E
F = TRO ===
§ il

4) Select Cancel at any point in this process to return to the previous page without saving any changes.

5) Click Addto add a new role to the user.

AddfUpdate User Roles
Hocess © -
¥y Rok Cacgory Rk l_.‘_if": A Dgmedation Coen Center Jusilicakon Cocument  Status Comments @ ° o
1435 SO0 Cffice ol
rAY Itksijimn Ut Fsttogzbr i o A teadl Appinzes m & =
3 | e ) » otz ot N .
2 TAMS Ridpaei Usar Mansge P A praye O =
- . e - TEIOD Reglon® )
TS Redper User Mznagod Regien . LT g dod A proves 0O Z =
PRy i 112 Bepurisn Thigabzn & AREIND - lglon ® A M # ®
ey [re— s 2 rpen:
e . . S WD Region T o . .
TAME Redpen Otiza Rezben 7 s eml A praves 0O @ =
5 Fam
+ AED NER! ROLE
CAMCEL VIEW HISTORY

6) The role filters (System, Role Category, Access Control Group, Cost Center, Organization) must be
populated for the available roles to display. For most User Managers, these filters will automatically
populate, and the fields will be locked on the screen. LSMs, Validation Analyst and GSMs may need
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to select a Cost Center and Organization for the ‘Available Roles’ to display.

Add/Update User Roles
¥ Symiee icle Cuiegnry  Hale :::-::‘ Canira Drpanicaticn Comi Canler Justificedion Document Sisiue Co=manis @ 8 @
ifemal y
TrAMS Sezplam Uszr Mznager P m shiadeichiy e e | ®
Kuanagumsnl Sy or
OlTewed 5 - baliza
G iz bl st Fantaggin '__:'__';_";mr__'. irknce s Apprua 0o & =
Feardatn
ThA -
Aikation O e
TiAME Reopienl User Mz isger Regon interey sy :‘Ifl'::_’_a"" eating doc Afipvid O = =
Ao g
Susernemsn
TG - Ceneral
. N . Feburran FAMID . g b
4 TeaMs skl FFR Rupunbaan gt S e [Ty 0o & =
Aoy
Trands ms bt iz Rapon 7 TATO0-Reghon T Appreed T "]
r d L TR0 PR N ¢
= Trems Reclzinrr = Hrs T "
& Fems
AT WEW HOL

7) Potential roles for the user are listed along with default information about the user’s system, role,
cost center, etc. In the screenshot below, only roles available to TrAMS Recipients are listed. These
roles will be granted only for the Organization that is listed.

Add/Update User Roles

A
*  Sysem Raolz Conegeey  Rek "'ﬁf’cm"j SHRINLEICON Toen Cemter Justificzsion Documers  Setus fommens o 9 @

oo o
(LI Aecipa. Lrant Mancgan rugram Appr s I & =
WATATET AT
~irenf
A leApane Linar Kisnsgar : trer appcrresid T+ x
" & SISO r .
m 3
madd O ly Arrartbliea 127 AL ke
s I ' 5 . W Bra CT e 1k ks apetranat
1 A i Ji: _.h:.'\.-_l_rl__ By RO e gtk G M #F =
Area
CimsernmRne
Si6 Conlial
Cficia Arcamman .
1 rAM Nespls s b R apnicmasd [ 4 =
I ~ i Tramst I !
TiE:
Aulburily
i R
1277 - Blotane S -
e o TEMD - Regkn T n
T e 7 | h il [
FAS R phern i 3 (TRET] 3 Pitrand 0 F =
on
Teéik = | B icil - - BLd ) x
& ez

8) Roles are further distinguished in terms of whether they require Approval, a justification Document,
and/or a PIN for completing select actions within their system(s). Roles that require Approval must
be approved at a level above the User Manager.
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Note: | Users cannot have a Read Only role and an active role in the same organization. If your user
has a Read Only role and needs an active role, you will need to first delete the Read Only role.

9) Select one of the roles presented. Only one (1) role can be added at a time. System specific rules will
be enforced. See Appendix B for a list of system specific rules. Click Add to complete the assignment
of a role to the individual user.

Add/Update User Roles

2 Epem Bele Cotegury Auk: i":";: Lantrn Oryanicalioe Lo Curizr Jealificctun Dooamenl Siote Lamimenia oW oW
i ¥ u ' Ao ['n] =
PR Faaz izl b 1 SIS I} =
1 A o ikt Llgar Mo ager rall-g ol e Bl
TrAds Baspirt FF3. S pame Pl ['n] E

5 T Benphnr Oitticizl Tear Pz i =
: : e : ) : p I *
e

10) The user and the updated roles will display. In some cases, documentation is required before a role
assignment can be submitted. In those cases, the Add Justification Document section will display. The
TrAMS Submitter, Attorney, and Official roles all require a Delegation of Authority letter from the
agency CEO to justify the role assignment. DGS and NTD User Managers require a letter as well. The
Delegation of Authority letter template is available on the FTA public website.

Add/Update User Roles

X Ar canbral sbFeat
P Spmtem e Bele SreeER LAt arganicaran Fock Certer Jueaicatmn Skabar Commuens o O ©
Calcgory Qruup Dacument
N g 119 - eiLad —— ¥
1 1eam ] e 13 - dhiladelpte, Diy e e & =il x
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A
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& [TRID- | = :
; . : N . e 73700 Regien .
TohkAz TeLELL Sl R i T 217 Bistawe Reghoral Conmissmn et Test Aopizecd ¥ ox
F I -
g B Salact Froering
T 3300 - Reglon e =
] = Allerwy v Regen ® - 407 - el iy ONEALTINCRE .. o -r.l 1.3 Aoproved m o
TR 3 £ Usinsd
B L
April 11,2022 116 .
P ! Version 6.3.7

FACES_User_Guide-6.3.7.doc Unclassified - For Official Use Only




Federal Transit Administration

FACES User Guide

11) To associate a document with the added role, select from the list of available documents

on Select Existing button.

by clicking

AddfUpdate User Roles

ALEERS
¥ Iymem fiak: R Aree tonmal Organzaton Cost CErae Jusufication Stanus Comments e ° ©
Lulngury Lroup Bizoamanl
- n b - Ehindekehin, Ty 0 Hrag e p— P
rab’ Berip e Manager .In_r m 14°F hi & hila, 1 Manzgement | MR i T 00X
W IMRERIMZNL .
HIEAT]
B2020 OMic
. ., s ek rynn - M braal S Larne I nf - . =
raL Recip sne - revineyogn | CYiEHavensl Srience Frindeion sdmnieaen ™ Apprees .
L e L . suialicer OF Munierey Buyg Area g P -
(L] Fawap e Wanapar punt I ¥ JHITHAL £ X
SARAL- Brpun .
1 Iral kel B TIPS B apnnn it Cmmiral Arkanuen, treeut Aty el Hia A | T ox
raws Heclp ane e Rapnn 7 127 - rbute Reg nnal Commissine T:T£'J:m’" Tk Apprees P = x
£ An = | Gecplent v Aorney v Hezken = 1407 - Bk mnre. Ding 0F A TR = C ®
LR ELEY
) . .
12) If the proper document isn’t available, click the Upload button.
Add/update User Roles
Role Accemn ] LT
*  System o Tne LRI orgerizatan Cost Center Inap®ranan Shans Camments o 9 @
LCetugury Grous [Er—
User [T
TeAME Rodipent e Frogeamm 430 Fhiadzlpna, Gy e hppi Agprzecd (=R
BnaEEr Merapament
[ L
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13) The same upload section that is visible on the Manage Role Documentation action will display. The

Add Document for Selected Role section will display beneath the list of available documents. You
may download the available Justification Document template in the provided link displayed, if a
justification document is not already available.

OTrak R 78900 - Re
1 OTrak FTA Staff Local Security Manager (LSM) 0” eglon = 4 eglon

9(TRO.9) N/A Approved test 0 =

2 TrAMS ~  Global Users ~  Global Security Manager (GSM) ~ - Approved D

(#2) Add Document For Selected Role (& Download the template)

System Cost Center Organization
TrAMS N/A

Document * Description *
UPLOAD Ly D

Document Name *

4

| CANCEL UPLOAD DOCUMENT

14) Click Upload to browse forthe document to add. Using the Windows browse function, find and select
the document to upload. Once the document has been identified, click Open.

U » ThisPC » Desktop » FACES » Mew Users v O Search New Users 2
Organize » New folder =z« [H e
B This PC ) Name Date modified Type Size
[ Desktop [ ACS_Template_BulkUserUpload Exceladsx 111472017 12:28 ... Microsoft Excel W... 13 KB
2| Documents a Do e e S — -
B Sample Document 2.docx 8/29/2017 11:00 AM  Microsoft Word D... 12 KB
* Downloads
J! Musi Sample Document 3.docx 8/29/201711:00 AM  Microsoft Word D... 12 KB
usic
W5 Sample Docurment.docx 8/29/2017 11:00 AM  Microsoft Word D... 12 KB
&= Pictures % sample New Users.lsx 9/26/2016 11:38 AM  Microsoft Excel W... 1ZKEB
ﬂ Videos
. wae ' re A
File name: | «| | AlFiles v
Open A Cancel
15) The appropriate document will upload.
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16) Descriptive information must be entered to make the justification document accessible to other
users and to explain what the document contains. A clear document name is essential for other users
to know the document’s purpose and coverage. A description that provides even more details about
the document’s intent, content, etc., is also advisable. Maximum characters remaining will show
beneath the document name and description fields.

T OTrak Region 78900 - Region = "

1 OTrak FTA Staff Local Security Manager (LSM) 2 9(TRO.9) N/A Approved test 0 ®Z x
i= Select Existing

2 TrAMS » GlobalUsers  + Global Security Manager (GSM) + - Approved ] x
X Upload

(#2) Add Document For Selected Role (& Download the template)

System Cost Center Organization

TrAMS N/A

Document * [Description *

ueLoAap GG

Document Name * ||

I CANCEL UPLOAD DOCUMENT

17) Once the information for the document is finalized, click Upload Document.

18) The document is added to the list of available documents and is pre-selected as the appropriate
document to tag to the new user role.

AddfUpdate User Roles
Access Doreeal wetiticeion
#  Symem _"” Rk ERIT AT TeRInization sk Center J_'r” 1= s Commanes 8 @ @
Latugury Graup Greumunt
Olfice ol GEI0C CMioe
1 Trams Haelpmor e Pregram 1AM - Fhlde phly, Ty 0F of Feng Anrrmven Apprnes M =
Wanagar W I_' i : P el ===
VHINEGLmM IR 11
" Lzar - - . = .
I Tremds Badlp e P 2335 - Manonal Soenas Fodrsankn e 0 # =
Lmar ) THTH - Arenclatior D BAnreer ey Hag Srea .
TraM® e Renken 3 t spar i ne Apprnees
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19) At this point, enter any comments into the Comments data entry box if there are any comments are
necessary to complete the use of the document for that role, especially if the document is not
obviously associated with the role. Then click Save.

Add/Update User Roles
. L}
2 Sysee Ralz Rl Aeccezs Cantral oo nizcalen Cust Center Justficatan Seatus Commments @ e @
Cabapary GRS Dessument
e of "'I"_:':' - Dt
Ll ~aer P . - ul Ul
1 Toesds Ruapient e :ﬁ‘._.o;.“" 230 - Pl ehia, City O hh”:;___.m I " P I & =
oo 1Tond)

PR - e Cice ot mm el e N . N .
z Tras Fezpiane anage rirstrar e 1523 Havenzl Science Foundzdon st ppnaved 0 ¥ =

. . User . 1606 fssecation O Monwency 3oy heca TES00 Regon R ,
3 TiAME Reopiznt anager Region F— . Lixaliegg she Hppoeyed I & o
Trass Rezplant H Bapnmer  Hegloe b 1576 - Cartes arkaneas Transt sutharky l:-T=' e Hra pproved O F o=
5 TS R pient STl Rugize 7 237 - Bt Begund Sormimiann 1 M I @& =

o w Aoprzraal

1] BT - Raripiems =  Alorney | Rapand w102 -Badmors Dy OF [ESLTISOHE » - P i »®
Bltems

20) Click Submit to finalize the assignment of the role(s).

CAMCEL VIEW HISTORY |mestii=lnlug

21) The User Roles Updated page displays with a message that the roles are being processed within the
system.

User Roles Updated

he user's role changes are ourrently being processed. it may take a few minutes for all changes to appear on the user's record,

CLOZE

22) Click Close. The Related Actions page displays.
7.3.2.2 Delete aRole
To remove a role from a user:

1) Go to the user’s record and click Related Actions.

2) Click Manage User Roles.
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* Manage User Rales
ade or Delobz user roles
Deactivare User
* Drecilvale User Suvionil
Razat PIN
c Tris will resat e uses Flk
3) Click onthe red “X” at the end of the row for roles you want to delete.
Doe, Joe (briantramstestum@example.com) mp
WMy Vapr [Tetals Lizer nfes Pty Flavas
Manage User Roles
User Information
Full Neme Wi fow Do Umgrname  Sesnlamaeshon®s s nanphcom
Tithe | pepar Stwhum S
Ueer Type Srpanzernn
Add/Update User Rales
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1 Tedkr skl Uhent Klamsggar Prugram i s b wenal Apzrirand I B
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2 TS isriplan Lizar bAsnaper "l_-l‘ TI:.I sin frrr Apprrread J_I _Jt
4) The Status column will change from Approved to Deleted for each role that is deleted.
Manage User Roles
User Information
Full R s e Iue Usmrnmme o lanlranms e o S samp e
Tikke Temar Seatus Amthe
User Type Trgan zacen
Add/Update User Roles
T Spmen Rale Categary  Role ::L:: cantal Organzanan Cost Cancer JuzrFcanan Dacumen: Statye Commes o o8 o
Office = 1432
Y e plant Jrer Wanapsr  Emprsm phladepha Approal W I [E
Klanzgomere Crpp  PHRREMIE o =EEesss
p—_— HIEE Mutend  B2000 - Olex o
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e Fuunhalic T
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5) Once all desired roles have been removed from the user’s role list, click Submit to save the deletions.
Click Cancel to undo any deletions and leave the form.

. Anozss Contro

& Syseod Rale Categary Roke Gronp Organization Cost Cenecy hsilicarion Dooument Srarus Comines @ 8 @
. SR000 - DM of
1 TrdMdS Rezplant Lt Kanzger =riadslain Prorem . P e i
At O Wanagenna
an i ur TERT
e SE - 11T o
? o Tramn Hesplent L Rsnager I__f:ll'lp :-'II_ o drinsatan et Lldug o T S 3
o Talm
TAN0 - Reghan § _
3 TreMS Rezplnt User Manager  Reglon @ ""'Flu_l ERMN S peing doc ApDrgd 0 2 =
Gl Curdm
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Tras® Hesplant FFH Rapmmar Hezhom I :'_’::“ _'F:'DIL._I ERn His AP T =
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A - Bepinn ¢
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anz
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Ko TranE Tz prhenl Allrsy gk Ashi=are, Chy :'I:c;l' FEE Y e A e T Fp— n & =
Bilirrs
+ ADID NEW ROL
WIEW HIETORY

6) The User Roles Updated page will display. Click Close to return to the Related Actions page.

User Roles Updated

The wser's role changes are aurrently being processed. |t may take a few minutes for all changes to appear on the user's record

6.3.2.2 Update Role Documentation

The User Manager may further need to manage role documentation or add a role comment for a user.
Role documentation can only be updated forroles in “Requested” status. These updates may be necessary
if the wrong document was uploaded or additional documentation was requested by the LSM,
Validation Analyst or GSM reviewing the role request.

To manage role documentation for a user:

1) Go to the user’s record and click Related Actions.
2) Click Manage User Roles
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Edit Profile
? Edit Profile

? Manage User Roles
Add or Delete user roles

? Deactivate User
Deactivate User Account

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

Ssummary User Details User Roles History News Related Acti

3) The Manage Roles page

is displayed, allowing the User Manager to manage documentation.

Manage User Roles

User Information
Full Name adot Primary Reporter
Title TestUser

User Type Organization

Add/Update User Roles

# System Role Category Role

1 SSOR 550 Primary Reporter
2 SSOR 550 Viewer

3 SSOR 550 Viewer

4 SSOR 550 Primary Reporter
5 SSOR 50 Alternate Reporter

Access Control
Group

SSOR Local Security
Managers (LSMs)

SSOR Local Security
Managers (LSMs)

SSOR Local Security
Managers (LSMs)

SSOR Local Security
Managers (LSMs)

SSOR Local Security
Managers (LSMs)

Organization

1- Arizona
Department of
Transportation

2- Arkansas State
Highway and
Transportation
Department

1- Arizona
Department of
Transportation

15 - Missouri
Department of
Transportation

15 - Missouri
Department of
Transportation

Username aaria.primaryreporter@dot.gov

Status Active

Cost Center Justification Document status

74000 - Office of
Transit Safety and N/A
Oversight (TS0)

Approved

74000 - Office of
Transit Safety and NA
Oversight (T50)

Approved

74000 - Office of
Transit Safety and N/A
Oversight (TS0)

Approved

74000 - Office of
Transit Safety and N/A
Oversight (T50)

Approved

74000 - Office of
Transit Safety and N/A
Oversight (TS0)

Approved

Comments e © o
0O x

0O @ x

0 @ x

0 @ x

0O @ x

5items

4)

document will open within the appropriate

document will download the document for review.

The User Manager may select the hyperlink for any document to view the contents. The associated
application for viewing. Selecting the hyperlink

for the

Manage User Roles

User Information
FullName adot Primary Reporter
Title Test User

User Type Organization

Add/Update User Roles

Username  arya primaryreporter@test.com

Status Active

#  System Role Category Role Access Control Group ~ Organization Cost Center Justification Document Status Comments e © ©
SSOR Local Security 1- Arizona 74000 - Office of
1 SSOR S50 primary Reporter 0 0 Department of Transit Safety and N/A Approved B @ x
& Transportation Oversight (T0)
7109 - Federal
office of 62000 - Office of
2 Trams Recipient Attorney Administration Aviation ministration (TAD) 0 @ x
Administration
10- Lovisiana
74000 - Office of
3 SSOR S50 Primary Reporter S0 LocallSecurity D enaitmen ol Transit Safety and N/A Approved 0 x
Managers (LSMs) Transportation and
Oversight (TS0)
Development
16- New ersey 74000 - Office of
4 SsOR 50 Primary Reporter ;f;: Le”:‘(f;&“s]”‘y Department of Transit Safety and N/A Approved B @ x
& Transportation Oversight (T50)
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5) To switch a justification document for a specific role, click on the Edit button next to the appropriate
role and then click on the red “X” for the document (s) you wish to delete.

Manage User Roles

User Information
Full Name adot Primary Reporter Username arya.primaryreporter@test.com
Title Test User Status Active

User Type Organization

Add/Update User Roles

#  System Role Category Role Access Control Group  Organization Cost Center Justification Document status Comments e © ©
SSOR Local Securi 1- Arizona 74000 - Office of
1 SSOR s50 Primary Reporter "Y' Department of Transit Safety and N/A Approved P E x
Managers (LSMs)
Transportation Oversight (TS0)
- 7109 - Federal -
B office of 62000 - Office of
2 AMS Reci it Att ey Dummy - Patch - 2019-06-10_1420 Al i rd
i pien omey Administration Aviation Administration (TD) 22T LERED - pprovee o= |
Administration
10- Lovisiana
74000 - Office of
3 SSOR S50 Primary Reporter SERIEEICTR) | PRy Transit Safety and N/A Approved O @ x
Managers (LSMs) Transportation and
Oversight (TS0)
Development
s 16-Newjersey 74000 - Office of
4 SSOR [3%) Primary Reporter SSOR Local security Department of Transit Safety and N/A Approved 0 Z x

Managers (LSMIs) Transportation Oversight (T50)

6) At this point, either select an existing document to assign to the role by clicking the required document
or click the Upload button to upload a new document. A Justification Document Template. For more
details on how to upload a new document, see either Manage Role Documentation action or the Add
Role section.

7) Role Comments can be directly added or edited. Changes will overwrite the existing comment.

8) Once all changes have been made, click Submit.

9) The User Roles Updated page will display. Click Close to return to the Related Actions page.

User Roles Updated

6.3.3 Related Action: Deactivate User

Deactivating a user will deactivate the user across the entire FTA platform —the user will be unable to log
in and will have access to all systems (e.g., TrAMS, NTD and DGS) terminated. As part of deactivation,
user roles are removed. Users can only be deactivated by individuals who have permission to delete
all of the assigned roles. For example, if a user is associated with multiple organizations, the User Manager
forany single organization will not be able to deactivate the user. Instead, the User Manager can remove
user roles to remove the user’s access to their organization, or, in an extreme situation, the User Manager
can contact their LSM or Validation Analyst for further support. Only users with account status Active
or Active (Locked) can be deactivated. A user’s status can be found on their User Details page.
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To deactivate a user:

1) Go to the user’s record and Click Related Actions and then click Deactivate User.

summary

User Details

Edit Profile
Edit Profile

User Roles

Manage User Roles
Add or Delete user roles

Deactivate User

Deactivate User Account

Qlx= |+ =

Reset PIN

This will reset the user's PIN

Primary Reporter, adot (arya.primaryreporter@test.com)

History News Related Actions

2) Ifthe User Manager, LSM, Validation Analyst or GSM does not have approval to deactivate the user, the
Deactivate User page will display a ribbon message. In this case, you can remove the user’s access to
your organization by going to Manage Roles and removing all roles for your organization(s).

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

Summary  User Details

UserRoles  History — News [EEEERPNTeU

Deactivate User

User Information

FullName  adot Primary Reporter

Title TestUser

User Type Organization

Username  aaria.primaryreporter@dot.gov

Status  Active

This user has roles in other organizations. You do not have the authority to deactivate this user. To remove this User's access to yaur organization. o to 'Manage Roles' and remove all organization roles

User's Roles You Can Manage

Role

Alternate Reporter
Primary Reporter
Primary Reporter
Viewer

Viewer

April 11,2022

System

SSOR

SSOR

SSOR

SSOR

SSOR

Cost Center

74000 -

74000 -

74000 -

74000 -

74000 -

FACES_User_Guide-6.3.7.doc

Office of Transit Safety and Oversight
Office of Transit Safety and Oversight
Office of Transit Safety and Oversight
Office of Transit Safety and Oversight

Office of Transit Safety and Oversight

Access Control Group

SSOR Local Security Managers (LSMs)
SSOR Local Security Managers (LSMs)
SSOR Local Security Managers (LSMs)
SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

125

Organization

15 - Missouri Department of Transportation (MoDOT)

1- Arizona Department of Transportation (ADOT)

15 - Missouri Department of Transportation (MoDOT)

2- Arkansas State Highway and Transportation Department (ArDOT)

1 - Arizona Department of Transportation (ADOT)
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3) Otherwise, the Deactivate User page will display with a presentation of basic User Information, the
User’s Roles You Can Manage, and the Tasks Assigned Directly to the user.

Deactivate User

User Information
Full Name aclot Primary Reporter Username arya.primaryreporter@test.com
Title TestUser Status Active
User Type Organization

User's Roles You Can Manage

Role System Cost Center Access Control Group Organization
Attorney TraMs 62000 - Office of Administration office of Administration 7109 - Federal Aviation Administration (FAA)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 1 - Arizona Department of Transportation (ADOT)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 10- Louisiana Department of Transportation and Development (LADOTD)
Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 16 - New Jersey Department of Transportation (NJDOT)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 12 - Massachusetts Department of Public Utilities (DPU)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 20- Oklahoma Department of Transpertation (ODOT)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 3- California Public Utilities Commission (CPUC)

7items

6) Click Cancel atthe bottom of the page to return to the Related Actions page without saving any
changes.

7) Enter any comments/justification for the deactivation and click Deactivate to proceed with the user
deactivation. Comments are required.

Deactivation

Comments *

CANCEL MANAGE ROLES || DEACTIVATE

8) Ifany open tasks are directly assigned to the user (not to the user’s role groups), the following prompt
will appear: “Warning: This user has been assigned one or more tasks. Deactivating this user will cause
the tasks to be left unattended. Are you sure you want to deactivate this user?” Select Yes to proceed
with user deactivation. Select No to cancel the deactivation.

Warning: This user has been assigned one or more tasks.
Deactivating this user will cause the tasks to be left unattended.
Are you sure you want to deactivate this user?

YES NO

9) The user also needs to confirm the deactivation in the case where there are no unattended tasks.
Select Yes when prompted with the question “Are you sure you want to deactivate this user?” to
proceed with the user deactivation. Select No to cancel the deactivation:
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Are you sure you want to deactivate this user?

YES NO

10) On selecting Yes, the system will proceed with the deactivation. The Deactivation in Progress page
will display. Click CLOSE to go back to the Related Actions or REFRESH to refresh the page.

Deactivation In Progress

The user is being deactivated. It may take a few minutes for all changes to appear on the user’s record. Click the 'Refresh button after a minute to confirm that the user has been deactivated.

‘ CLOSE | REFRESH ‘

11) The user and all of the user’s assigned managers within the system will receive an automatic email
that will alert them that the account has been deactivated.

From: FACES System Administrator
Subject: ALERT: Account Deactivated

Dear fia sungkyun kim ctr FACES - FTA,
Your account has been deactivated. You can no longer login to the following
applications:

» FACES

Please contact your immediate user manager(s) if yvou need access reinstated.

If you need assistance please call vour application help desk.
FACES Help Desk at FTAITHelpdesk@dot.gov

‘ Federal Transit Administration
hitps://vwww._transportation. gov/

U United States Department of Transportation

Federal Transit 1200 New Jersey Av SE, Washington DC 20590

Administration

#2%% This is a system generated email. Please do not reply.
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6.3.4 Action: Review Role Requests

Some roles added by User Managers require elevated approvals. This includes the TrAMS Recipient roles
(Submitter, Official,and Attorney). No NTD or DGS roles require elevated approvals at this time. When these
roles are added on the Manage Roles page, a role request is generated. The appropriate LSMs or
Validation Analyst will receive an email notification with a link to the Review Role Requests action. Role
requests can be reviewed by any LSM or Validation Analyst within the appropriate Cost Center. In
extreme cases, GSMs can also complete the role request review. GSMs will see all active role requests

for their system.

To review arole request:

1) Go to the Actions tab and click Review Role Requests.

User Management ~ O @) Federal Transt Adminishation

= Ll (i}
MANAGE USERS ACTIONS REPORTS HELP CENTER

Assign Bulk Roles
Assign Bulk Roles to Multiple Users

&
Recertify Users
Recertify User Role(s) for Active Users

&
Review Unlock Requests
Approve or Reject Unlock Requests

Manage Role Documentation
Add or Remove Role Justification Documentation

&
Create and Manage Users
Create or Activate a New System User

&
Remove Bulk Roles
Remove Roles in Bulk

Manage Access Control Groups
Create or Edit Access Control Groups and Manage Organizations

)
Manage System Announcements
Manage System Announcements

&
Create Multiple Users
Upload information for Multiple New Users

Review Role Requests
Approve or Reject Role Requests

Manage Recertification
Manage User Role Certification Cycle
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2) The Approve Roles form will open.
3) Use the filters to narrow down role requests.

Approve Roles

System NTD v Access Control ~ Scioct o Grow -
Group
Role Catego ‘ Reporter -
it i Cost Center elect a Cost Cent .
User

Organization

Role

User Role System  Access Control Group Cost Center Organization Document
Category
@ -
ntd,n]transt,usermanagerzludut BOV CEO Delegate  Reporter NTD Erik Chadwell (NTD Validation Analyst) ~ 78100- Region 1 1R06 ~Vermont Agency of Tramspuriation Role Doc
(ntd.njtransitusermanager2@dot.gov) (VTrans)
ntd.userb.requestrole@fake.com 3 79000 - Reglon 00041 - Alaska Rallroad Corporation
(ntd.userb.requestrole@fake.com) CEO Delegate  Reporter NTD Matt Bonzek (NTD Validation Analyst) 10 (ARRC) 1
@ !
orgtises ntig malsmatmmrr‘ User Reporter NTD Lilkar) Eechrra (NTD Vakcatios 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
(orguser.ntd@mailinator.com) Manager Analyst)
seat.ceol@dot.gov (seat.ceol @dot.gov) CEO Delegate  Reporter NTD Erik Chadwell (NTD Validation Analyst) ~ 78100 - Region 1 JR0GE VNt ARSIy of Trasponation Role Doc

(VTrans)

4) The pending role requests that the viewer has permissions to approve will be visible. For each request,
the user’s name, username, role, a link to the justification document, and other key details will be
included.

5) To review arole request, clickthe checkbox next to the user’s name.

User Role Role System Access Control Group Cost Center QOrganization Document
Category
Bala K (bala@mailinator.com) ;S;:ager Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
njtransit User Manager CEO 1R06 - Vermont Agency of Transportation
R i NTD Erik Chadwell (NTD Validation Analyst] 78100 - Re 1 Role D
(ntd.njtransit.usermanager2@dot.gov) Delegate eporter " acwel{ alidation Analyst eslon (VTrans) ol ee
CEO 79000 - Region 00041 - Alaska Railroad Corporation

d d (ntd.userb.requestrole@fake.com) Delegate Reporter NTD Matt Bonzek (NTD Validation Analyst) 0 (ARRQ)
Orguser Ntd User

; Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
(orguser.ntd@mailinator.com) Manager
pennsylvaniauiv Civil Rights User Reporter NTD Courtney Springer (NTD Validation 79000 - Region 0RO1 - Idaho Transportation Department dummy doc
(orgusers.tramsxyz@mailinator.com) Manager Analyst) 10 (ITD)
ram editor User Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
(ramesh.ntssafetyeditor@mailinator.com)  Manager
seat CEO (seat.ceol@dot.gov) €z Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1 | RO giernontagenoviaflansporiation Role Doc

Delegate (VTrans)
7 items
Requester Comments My Comments
submitting a requested role
P
APPROVE

6) Additional details about the request will display beneath the table of requests. The reviewer can see
any comments made by the requestor.
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7) To review the associated justification document, click the document hyperlink in

document will download.

the table. The

Role urry Cost
User Role Cakegory SYSTem Center Organizatlon Document
Administrator] Re t — - FE300 -
Admi strator] Region i i ial ST SLall e AME 2 300- M
(region3.administratori} ReEuSwer Ragion 3
1398 - WASHINGTON
WMATA - e TE300 - WMETROPOLITAM AREA Requested
o ) submitter  Reciplent TrAMS Erri : i s
= {wmata.submitterd@fake.com) % Region3  TRANSIT AUTHORITY Document
{ehATA)

8) When the reviewer has reached a decision, enter any comments in the My Comments box and then

click either Approve or Reject. Comments must be 4000 characters or less

Organization

10040 - Southeast Area Transit (SEAT)

1R06 - Vermont Agency of Transporta
(VTrans)

00041 - Alaska Railroad Corporation
(ARRC)

10040 - Southeast Area Transit (SEAT)

0ORO1 - Idaho Transportation Departm
(ITD)

10040 - Southeast Area Transit (SEAT)

1R06 - Vermont Agency of Transporta
(VTrans)

Document

doc

e Role Doc

doc

ik dummy doc

doc

e Role Doc

7 items

User Role Role system  Access Control Group Cost Center
Category
Bala K (bala@mailinator.com) ;Sae;‘lrager Reporter NTD Lillian Peceraro (NTD Validation Analyst) 78100 - Region 1
njtransit User Manager CEO
2 5 -
= (ntd.njtransit usermanager2@dot.gov) Delegate Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1
d d (ntd.userb.requestrole@fake.com) @i Reporter NTD Matt Bonzek (NTD Validation Analyst) 79000 - Region
Delegate 10
Orguser Nid _ user Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1
(orguser.ntd@mailinator.com) Manager
pennsylvaniauiv Civil Rights User Reporter NTD Courtney Springer (NTD Validation 79000 - Region
(orgusers.tramsxyz@mailinator.com) Manager Analyst) 10
ram editor User .
(ramesh.ntssafetyeditor@mailinator.com)  Manager Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1
seat CEO (seat.ceo1@dot.gov) E)E\Oegate Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1
Requester Comments My Comments
submitting a requested role
CANCEL

9) You will be prompted to confirm your decision “Are you sure you want to approve the selected role
request?” Click Yes to approve. Select No to cancel and return to the form. (If you clicked Reject, a

similar prompt will be given “Are you sure you want to reject the selected

role request?”)

Are you sure you want to approve the selected role request?

YES

NO
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10) Once a decision is submitted, the role request will disappear from the table. The User Manager and
impacted user will be notified of the decision via email. If the role was approved, the role will be added
to the user’s account.

6.3.5 Action: Review Unlock Requests

FTA is required to comply with U.S. DOT Information Technology (IT) Security guidelines. One key feature
of this compliance includes automatic account locks after 60 days of user inactivity. Since the FTA systems
all reside on the same software platform and use the common FACES access mechanism, this security
feature applies to all software systems on the FTA platform.

FACES automatically locks user accounts if the user has not signed into their account within 60 days. The
account lock prevents users from accessing any of the software systems on the FTA platform. Automated
warning emails are issued to inactive users 15, 10, and 5 days prior to lockout.

Users are notified that their accounts have been locked via automated emails. Users who are locked out
will still be able to log into their FACES account, but their access will be severely restricted. The standard
Appian tabs (News, Tasks, Records, Reports, and Actions) will contain a limited amount of data and
security-related actions. For example, no tasks will be available.

Locked users can unlock their accounts via one of two methods: 1) correctly answer previously set up
security questions; or 2) submit an unlock request. Both methods are available from the Actions tab. Itis
preferred that all users attempt to self-unlock their accounts by answering their previously setup security
questions before submitting an unlock request; this is the quickest and most efficient route to unlocking
an account. Once an account is unlocked, the user’s access will be fully restored.

If Security Questions were not previously set up orthe answers could not be remembered, user will submit
an Unlock Request by selecting Unlock Account from their Actions tab. An email for the Unlock Request
is automatically routed to the appropriate User Manager.
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After submitting the Unlock Request, the User Manager (UM), Local Security Manager (LSM) or
Validation Analyst will receive an email notification of the unlock request with a hyperlink to review the
request. Upon receiving the Unlock Request, the UM, LSM or Validation Analyst can either approve or
deny the request. The user will receive an email notification confirming either decision.

If the request is approved, the account will unlock, and all previous permissions will be restored. If the
request is denied, the account will remain locked. If the account remains locked, the user should call their
User Manager directly to resolve the issue. If the appropriate User Manager is not known, the user can
call the Help Desk.

Note: If the organization does not have a User Manager or the user is a User Manager, the Unlock
Request will go to the appropriate Local Security Manager (LSM) for resolution. If the user
belongs to multiple organizations, the request will go to the appropriate User Manager of
each organization.

To reply to an Unlock Request:

1) Navigate to the Actions tab and click Review Unlock Requests.

w Ll L]
MANAGE USERS REPORTS HELP CENTER User Management ~ @ Feaerat Transt Aaminiraion

= & &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate 3 New System User Upload information for Multiple New Users
=]
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Roles) for Active Users Remove Roles in Bulk Approve or Reject Role Requests
iz

Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle

©
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

2) System Displays Review Unlock Request Page with locked user’s information
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Review Unlock Request

Click the name of & locked user to view the user's unlock request.
System | elect a - Access Control
Group
User T -
ype Cost Center
User

Locked User

Alexa Hill

Sunjida Alam

tpm Management

SSOR Global Security Manager GSM
region1 Reviewer

FOS Local Security Manager LSM
FOS Global Viewer

TrAMS Global Viewer

region1 Local Security Manager LSM

Username
alexa.hill@mailinator.com
sunjida.alam@hil.us
tpm.management! @dot.gov
ssor.gsm13@dot.gov
pawan.regioni.reviewer3@dot.gov
fos.lsm16@dot.gov
fos.globalviewer14@dot.gov
demo.trams.tcrlsm@dot.gov

intakemanager.reg1@dot.gov

Organization

Request On

11/13/2020 3:40 PM GMT+00:00
11/10/2020 8:13 PM GMT+00:00
10/14/2020 5:36 PM GMT+00:00
7/14/2020 6:59 PM GMT+00:00
7/14/2020 5:01 PM GMT+00:00
7/13/2020 9:00 PM GMT+00:00
7/13/2020 8:59 PM GMT+00:00
7/13/2020 2:59 PM GMT+00:00

4/23/2020 2:45 PM GMT+00:00

Lock Date

10/30/2020 1:22 PM GMT+00:00

11/10/2020 7:54 PM GMT+00:00

8/1/2019 9:49 PM GMT+00:00

7/14/2020 6:58 PM GMT+00:00

7/14/2020 3:57 PM GMT+00:00

7/13/2020 8:52 PM GMT+00:00

7/13/2020 8:55 PM GMT+00:00

7/13/2020 8:55 PM GMT+00:00

8/1/2019 9:51 PM GMT+00:00

CLEAR FILTER(S)

Lock Reason

Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock

Inactivity Lock

SSOR Global Security Manager GSM ssor.gsm7@dot.gov 3/10/2020 7:27 PM GMT+00:00 8/1/2019 £:53 PM GMT+00:00 Inactivity Lack
10items
3) Click Close if no actionis necessary to return to the Actions page. If not;
4) Select the link representing the name of the user that needs to be unlocked.
5) The Review Unlock Request page will display the user’s detailed information
6) Validate the User Information and review the Request Comments section.
User Information
Full Name TrAMS Global Viewer Username demo.trams.tcrism@dot.gov
Title Test User Status Active (Locked)
User Type FTA
Roles
Role | Role Category System Access Control Group Cost Center Organization Document Status
Local Security Manager (LSM) FTA Staff TrAMS Office of Civil Rights 68000 - Office of Civil Rights N/A N/A Approved
Budget Analyst FTA Staff TrAMS Office of Budget and Policy NIA N/A MN/A Approved

Request Comments

sunnie needs approval 7/13

Reviewer Comments

Comments entered will be visible on the user's profile in the ‘History’ dashboard

BACK Pl | REJECT

7) If no action is necessary or more information/justification is needed, select Back to return to the
Review Unlock Request page without acting on the Unlock Request.

8) Otherwise, enter any text pertinent to the unlock of this user in the Reviewer Comments window.
Click Approve to approve the request and Reject to reject the unlock request.
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Request Comments
Just retunned from a 3 manth leave of absence and now nead acess 10 My SCoount.

Reviewer Comments

I This unlock reguest has beenverifiod and approved, I

Comiments entered vill Ge visile on e csers peolile in the slory dazhooard

BAaCK | HEJECT

9) A message will display asking the user to confirm his or her decision. Select Yes to proceed and No to
remain on the review unlock request page.

Are you sure you want to approve the selected user's unlock
request?

NO YES

10) A message will display that indicates the decision for the Unlock Request is being processed. Click

Close.

Unlock In Progress

The decision for the unlock request is being processed. It may take a few minutes for all changes to appear on the user's record. Click the 'Close’ button to return to review unlock requests

CLOSE

11) The Review Unlock Request page displays. The Unlock Request is no longer listed.

Note: | There may be other Unlock Requests in the queue. Select Close to return to the Actions tab.
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Review Unlock Request

Locked User Username Request On | Lock Date Lock Reason

Mo Data Avalable

CLOSE

12) The user will receive a confirmation email regarding the approval or rejection of their request.

From: FACES System Administrator
Subject: Account Unlock Request Approved

Your account unlock request in TrAMS has been approved.
Your account permissions have been reinstated. You can access TrAMS at this time.

Please do not reply to this email. This is an automated message.

6.3.6 Related Action: Unlock User

If any user is locked in system, an additional related action will become available on the user’s record,
Unlock Account. This related action allows a User Manager, LSM, Validation Analyst or GSM (as
appropriate) to unlock a user directly from the user’s profile. This related action will remain visible as long
as the user’s record is locked. It is intended as a backup method of unlocking an account

To unlock a user’s account from the profile related action:

1) Navigate to the user’s record and click the “Unlock User” related action.

Yeroros  Usa

Transit-Rider, Sophia (transit.user@fake.com) =3

Histony NS Reiated ACtons

Deactivale User Acoount

'.f' Deactivate User
*

Unlock Wser
niock 3 User that has submitted an Unlock Request
o o
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2) A page will display showing information about the user’s account, the reason for the account lock,
and the user’s unlock request.

Unlock User

User Information

Full Mame Username
Tiele Statit  No Recond
User Type
Lock Information
Lock Reason Lock Date Locked By Comments
Inacthaty Lack 107702007 25 PM EDT mipitiuck Inacthe for G0« days

Lock Infermation

Status Request Date User Comments Reviewer m“ Review Date
1041702017 S PM This b5 a sample request. Please . T 1032007 3:26 PM
S EDT unlock my account. IS BT EDT
Camments

&

CANCEL SUBMIT

3) Enter a comment justifying the unlock action, as needed, and then click Submit.

Comments

|Th|s unlack request |s sporoved. I

E

CAMCEL SUBMIT

4) Inthe confirmation screen confirm you want to unlock user.

Are you sure you want to unlock 10134.ceo1 @test.com?

NO
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12) On selecting Yes, the system will proceed with the deactivation. The Unlock in Progress page will
display. Click CLOSE to go back to the Related Actions or REFRESH to refresh the page.

Unlock In Progress

The user is being unlocked. It may take a few minutes for all changes to appear on the user's record. Click the Refresh’ button after a minute to confirm that the user has been unlocked.

cLose | REFRESH |

Note: | Whenever any user is unlocked after beinglocked due to re-certification then all of that user's active
roles will be automatically re-certified.

6.3.7 Related Action: Reset PIN

If a user cannot remember either their existing PIN or security question answers, the user can contact
someone in their users’ management chains (User Manager, LSM, or GSM) to reset their PIN.

Note: | The Reset PIN action only appears for User Managers, LSMs or GSMs.

How to reset a user’s PIN:
1) Navigate to the user’s record and select Related Actions.
2) Click Reset PIN.

Summary User Details User Roles History MNews Related Actions

? Edit Profile
Edit Profile

’, Manage User Roles
Add or Delete user roles

’, Deactivate User
Deactivate User Account

C Reset PIN

This will reset the user's PIN

3) The Reset PIN page displays a warning message and notifies the user management chain that they
are about to reset a user’s PIN and please verify that request to reset the user’s pin came from
the intended user.
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Note: | There is no verification in the system for PIN Reset requests. Once the PIN is reset, the
previous user PIN is no longer valid.

Summary  User Details User Roles History News EEEETePYaTH

Reset PIN for adot Primary Reporter

Warning

This will completely remove the user's original PIN, and allow them to enter a new PIN. Please verify that the request is authentic before proceeding.

CANCEL m

4) Select Cancel to return to the previous page without saving any changes.
5) Select Submit to finalize resetting the user’s PIN.
6) The Related Actions page displays.

7 Recertification

Recertificationis a process that requires user’s manager to review and recertify (or reject) a user’s system
roles to satisfy DOT security requirements. The recertification process happens annually, and users’
managers must review and re-certify all users that report to them.

7.1 Recertification Process

The recertification process trigger systems on the TrlAD platform to send email notifications to role
management users (Certifiers) alerting them when they are required to recertify users. After receiving the
email notification, each Certifier has a certain number of days to recertify the user group specified in the
email. The email will provide this timeline. Users who are not recertified will have their roles removed;
users with no roles will be automatically locked out of the system. Users who have multiple roles will have
to have each role recertified by their Certifier; the Certifier may elect to only recertify some of a user’s
roles. In this situation, the user will lose only those roles and will not be locked out of the system. Users
who have lost roles or have been locked out of the system will have to contact their Certifier in order to
reinstate their roles. The Certifiers (GSMs, LSMs, User Managers) are required to recertify users with a
specific time period, depending on the system. This time period is called the recertification window.

If a user becomes locked, they can self-unlock themselves or submit unlock requests as
detailed in Section 7.2.

Note:

How to recertify a user role:

1) Certifier logs into System and clicks Actions.
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2) Clicks Recertify Users.

o

MANAGE USERS HELP CENTER

User Managemen

- @ oderat Tanst Aamniaton

Assign Bulk Roles
Assign Bulk Roles to Mutiple Users

=]
Recertify Users
Recertify User Role(s) for Active Users

]
Review Unlock Requests
Approve or Reject Unfock Requests

Manage Role Documentation
Add or Remove Role Justification Documentation

&
Create and Manage Users
Create or Activate 3 New System User

&x
Remove Bulk Roles
Remove Roles in Bulk

Manage Access Control Groups
Create or Edit Access Control Groups and Manage Organizations

©
Manage System Announcements
Manage System Announcements

&
Create Multiple Users

Upload information for Muitiple New Users

Review Role Requests
Approve or Reject Role Requests

Manage Recertification
Manage User Role Certification Cycle

3) The Recertify Users page is displayed, allowing the Certifier to filter users to recertify.

Recertify Users

System | Select 5 Syste
User Type Selecta Use
Locked @ 2

Yes No

vUsers Requiring Recertification

Seled

ne or more u

User Username
User Man azdotuserman@mailinator.com
Test Man 12345testman@mailinator.com

NTD UMSupervisor ntd.umsupervisor

user.manager.test@mailinator.com

Henry Cooper henry.cooper

David Manager david.manager

NTD Analst2 ntd.Analyst2
NTD UMSAnalyst ntd.UMSAnalyst

Derek Long derek.long@mailinator.com

Frankie Whatson frankie.whatson@mailinator.com

CLOSE

user.manager.test@mailinator.com

- Access Control
Group

Cost Center ==

Organization

Filter users with no
User Managers?

Type Organization

Organization 1 - Arizona Department of Transportation (ADOT)
Oveanizabion 2 - Arkansas Department of Transportaticn
o (ArDOT)

FTA N/A

Organization 1- Arizona Department of Transportation (ADOT)

N 1334 - Transportation, Connecticut Depariment
Organization

Of (CONNDOT)
A N/A
A N/A
FTA N/A

Organization 1353 - Barnstable. County Of (CAPE CODE COM.)
5907 - Transportation Ost-wcf, United States Dept
Of (TASC SVC-120)

1403 - Transportation. Maryland Department Of
(MDOT)

Organization

Locked Last Login Date Active?
No 10/6/2020 9:56 AM EDT

No 10/6/2020 9:56 AM EDT (/]
No 10/6/2020 9:56 AM EDT [
No 10/6/2020 9:56 AM EDT [
No 10/6/2020 9:56 AM EDT (/]
No 1046/2020 9:56 AM EDT (/]
No 10/6/2020 9:56 AM EDT (/]
No 10/6/2020 9:56 AM EDT (]
No 10/6/2020 9:56 AM EDT (/]
No 10/6/2020 9:56 AM EDT <

1-100f3.047 > »

GENERATE REPO
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4) A Certifier candownload areport for users that require recertification, based on the filters applied, by
clicking on Generate Report.

A. System displays a confirmation message.

Generate Report?

Are you sure you wish to generate a report with these filters?

NO YES

B. Alinktothe report will be available to download shortly after as well as emailed to the Certifier.

[]  Sunnie DGSadmin sunnie.dgs@sysadmin.com FTA N/A No 9/10/2020 5:00 PM EDT (-]
[]  ripta Viewer ripta.viewer1 @dot.gov QOrganization 1R0O7 - Rhode Island Public Transit Authority (RIPTA) No 10/6/2020 9:56 AM EDT
[7]  ripta Safety Editor ripta.safetyeditor1@dot.gov Qrganization 1R0O7 - Rhode Island Public Transit Authority (RIPTA) No 10/6/2020 9:56 AM EDT (]
[ tpm Local Security Manager LSM tpm.Ism3@dot.gov FTA N/A No 10/6/2020 9:56 AM EDT (]
[ ] toavalidation PM toa.validationpm1@dot.gov FTA N/A No 10/6/2020 9:56 AM EDT (]

1-100f252 > »

CLOSE GENERATE REPORT

vRecently Generated Report(s)

Documents will only be available to downlaad for 15 days after generation.

Download Link(s)
12/28/2021 11:51:32 Recertify Users Export for sunnie.tramsgsm@dot.gov.xlsx

12/28/2021 11:25:06 Recertify Users Export for sunnie.tramsgsm@dot.gov.xlsx

5) The Certifier can select a user or users to recertify roles
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Select one of Mare users to re-certfy. Se

v Users Requiring Recertification

ect one user at a time ta manage roles.

User Username Type Organization Locked Last Login Date Active?
User Man azdotuserman@mailinato: Qrganization 1 - Arizona Department of Transportation (ADOT)  No 10/6/2020 9:56 AM EDT <
2-A s D tment of Tr: rtation
Test Man 12345testman@mailinator.com Organization - SUATSAR DEpaTmEntoTransponz No 10/6/2020 9:56 AW EDT &
{ArDOT)
user.manager.test@mailinator.com user.manager test@mailinator.com Organization 1 - Arizona Department of Transportation (ADOT)  No 10/6/2020 9:56 AM EDT (/]
12 - Massachus D T it of Public Utiliti
massdot NTD Contact massdot.ntdeontact] @dot.gov QOrganization ’;JU] assachusetts Department of Public Urlines No 10/6/2020 9:56 AM EDT <
conndot Developer conndot.developer]@dot.gov Qrganization 1 - Arizona Department of Transportation (ADOT)  No 10/6/2020 9:56 AM EDT (]
massdot User Manager massdot.usermanager2@dot.gov Qrganization ?;_—J.]iaﬁszchui&tts Depariment of Public Utilities No 10/6/2020 9:56 AM EDT <
1 - Arizona Department of Transportation (ADOT)
Aiden 4 A aiden.al@mailinator.com Qrganization 12 - Massachusetts Department of Public Utilides ~ No 10/6/2020 9:56 AM EDT (/]
DFU)
Cardamom Roundsworth cpucPrimary@mailinator.com Qrganization 3 - California Public Utilities Commission {CPUC) No 10/6/2020 9:56 AM EDT ]
S50R User Manager ssor.um1@mailinator.com QOrganization EN‘;IS[I:T:_WSIH B EA T No 10/6/2020 9:56 AM EDT &
W )
12 - Massachus D T it of Public Utiliti
dpu User Manager dpu.usermanager! @dot.gov Qrganization ';u] assachusetts Department of Public Utilities 10/6/2020 8:56 AW EDT &
1-100f74 > B
vUser Roles
Rol Last Certified
Username System ole Role Access Control Group Cost Center Organization ast termne Certified?
Category Date
= User SSOR Local Security 74000 - Office of Transit Safety 1 - Arizona Department of .
- i . c on <, y 12027070 o
T A L RE IR | S5 =0 Manager Managers (LSMs) and Oversight Transportation (ADOT) 222 [
6) The Certifier reviews user(s) details and roles in the User Roles section of the page.
v User Roles
Rol Last Certified
Username System ole Role Access Control Group Cost Center Organization ast Lermmes Certified?
Category Date
User SSOR Local Security 74000 - Office of Transit Safety 1 - Arizona Department of
- n@ . - OR 55 ¥ 5
CE SRR | S =0 Manager Managers (L5Ms) and Oversight Transportatian (ADOT) (e
Recertification Comments @ Document @
urLoan 3
Document Name
4
Characters Remaining: 4 4000 Characters Remaining: 255/ 255
| GEMNERATE REPORT || MANAGE ROLES DE-CERTIFY |sZiliag

moowp

Enters Document Name

Username with user details is displayed on the table
Certifier then enters Recertification Comments

Can upload any supporting documentation

Certifier can use the Manage Roles button

If a user is active and needs recertification of role(s) and mange role(s) at the same time, the

If a User is locked, the Certifier can click on the Close button and return to the Action Page

or navigate to the Manage Roles Related Actions if needed to recertify and manage roles:
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vUser Roles

Username System Role Category Role Access Control Group Cost Center Organization Last Certified Date Certified?

1398 - Washington Metropolitan Area Transit
Authority (WMATA)

wmata.readonly3@dot.gov TraMs Recipient Rezd Only Region 3 78300 - Region 3 75/2020 No

Recertification Comments @ Document @

uproan | [ o

Document Name

Characters Remaining: 4000 / 4000 Characters Remaining: 255 / 255

You may not manage roles for locked users

Please unlock the user prior to managing user roles.

CLOSE GENERATE REPORT

MAMAGE ROLES H DE-CERTIFY | CERTIFY

A. See Section Manage User Role for how to manage user’s roles
G. canclick on the De-Certify button:
i. System displays a confirmation message.

Decertify Role(s)

Are you sure you want to decertify the roles for the selected
users? If the user has no other roles, they will become
deactivated.

i Certifier clicks on Yes button.

ii. User’s role is de-certified
e Ifa user has any existing roles, then roles that are de-certified will be deleted
e |f a user has no other existing certified roles the decertify action will deactivate
the user.

H. Canclick on the Certify button:
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i. System displays a confirmation message.

Certify Role(s)

Are you sure you want to certify the roles for the selected users?
Only the user roles listed that require recertification will
become recertified and it will unlock the locked users.

NO

i Certifier clicks on Yes button.

ii. User’s role is certified until next year.

Note:

If the certifier does not recertify their assigned users before the end of the recertification window,
all the uncertified users will be locked. Users locked as a result of recertification activities will
receive an email to inform them, they no longer have access to the system. If they are not unlocked
within two weeks, users locked as a result of recertification activities will be deactivated.

7.2 User Lock/Unlock Request Process

A user account can be locked if a Certifier does not recertify the user’s role during the recertification
period. The user will be required to submit an Unlock My Account request from his or her system. A locked
user cannot perform any action on the system until his or her account is unlocked.

How a user can request to have his or her account unlocked:

1) User logs into System.

2) User clicks Unlock My Account
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Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 10/5/2020 10:25 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

B Your Account has been locked. Please click on "Unlock My Account” to unlock your account.

3) The System displays Unlock Account page.
4) User enters comment and clicks Submit button.

Unlock Account

'ou have no Curity questions. You are only allowed 1o send a request W your leadership (User Manager or Local Security

Manager a<

Options *
Send a reguest 1o unlok your account

ANSWET SECUINTY QUASTIONS

CANCEL | suBMIT

Note: | The user will not be able to select the Answer Security Questions option.

7.3 Certifier Unlocking User’s Locked Account

If a user submits an unlock request during recertification, their Certifier will receive an email notification to
unlock the account. A user account locked during recertification will be deactivated two weeks after the
end of the recertification window if the Certifier does not unlock the account.

Hint: Alternatively, a certifier can use Unlock related action to unlock locked users. There is no mandate for
user to submit unlock request in this case.

How a Certifier can unlock a user’s account:

5) Certifier logs into System and clicks Actions.
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6) Certifier clicks Review Unlock Request.

= £
MANAGE USERS ACTIONS REPORTS

HELP CENTER

User Manageme

Assign Bulk Roles
Assign Bulk Roles to Mutiple Users

=]
Recertify Users
Recertify User Role(s) for Active Users

]
Review Unlock Requests
Approve or Reject Unfock Requests

Manage Role Documentation
Add or Remove Role Justification Documentation

&
Create and Manage Users
Create or Activate 3 New System User

&x
Remove Bulk Roles
Remove Roles in Bulk

Manage Access Control Groups
Create or Edit Access Control Groups and Manage Organizations

©
Manage System Announcements
Manage System Announcements

&
Create Multiple Users
Upload Information for Multiple New Users

Review Role Requests
Approve or Reject Role Requests

Manage Recertification
Manage User Role Certification Cycle

7) The System displays Review Unlock Request page.

8) Certifier clicks on locked user name.

Review Unlock

Locked User Username

Olga Brown

CLOSE
L |

did_um2i@fake.com

Loibe Marris oute marr sidot. gov

Request

k the name of 3 locked user tovie

Request On 1 Lock Date

S/5/2018 5:30 PM EDT

BIZBFI0NE 3:53 PM EDT

Lock Reason

Locked for Uncertified Roles

Locked for Uncertified Roles

9) System displays User information page.
10) Certifier may enter text to explain the unlock action in the Reviewer Comments section.

11) Certifier clicks on Approved button.

Review Unlock Request

User Information
Full Harme O g3 Broww

Titde DCL A
Urer Type DO
Bolrs
(o | Rais Canepery Tyrnten
U Warage == TrAMS
oL Sibricied

Voiu oy e it e e d e dg lnditirn

Usermame 40| LS tane o

Status Astnpieced

Comt Conter

Seam

AT

Reviewer Comments

BACK
L
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12) In the confirmation screen confirm you want to unlock user.

Are you sure you want to unlock 10134.ceo1@test.com?

NO

13) On selecting Yes, the system will proceed with the deactivation. The Unlock in Progress page will
display. Click CLOSE to go back to the Related Actions or REFRESH to refresh the page.

Unlock In Progress

The user is being unlocked. It may take a few minutes for all changes to appear on the user's record. Click the 'Refresh’ button after a minute to confirm that the user has been unlocked.

CLOSE

REFRESH

Note: | Approving the request automatically re-certifies/reinstates the user’s role. Certifiercan reject the

unlock request and the user account will continue to remain locked.
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Appendix A — Abbreviations, Acronyms, and Terms

Acronym | Definition

DOL Department of Labor

DOT Department of Transportation

FACES FTA Access Control and Entry System

FTA Federal Transit Administration

GSM Global Security Manager

LSM Local Security Manager

DGS Discretionary Grant System

NTD National Transit Database

TrAMS Transit Award Management System
SSOR State Safety Oversight Reporting

UM User Manager

URL Universal Resource Locator (i.e. web address)
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Appendix B — User Role Rules

This appendix contains user role assignment rules by system (e.g. TrAMS, NTD or DGS). For information
about the privileges arole confers, see the appropriate user guide forthe system in question.

FTA Platform Rules

1)
2)
3)
4)
5)

FTA user type is platform wide.

FTA users can only be assigned roles that match their platform user type.

FTA Users can only be assigned FTA user roles.

Organization users can only be assigned organization user roles.

External users can only be assigned roles that match their external user subtype.
i) Auditors can only be assigned auditor roles.

ii) Contractorscan only be assigned contractor roles.

iii) DOL Users can only be assigned DOL roles.

NTD Rules

General Rule: Each reporter user can have up to two roles per Reporter organization (if a user has two (2)
roles, one role must be User Manager.)

| NTD Reporter Role Rules
User Manager e The User Manager role can be held in combination with any NTD
Reporter role except Viewers.
e User Managers can create all other users within a Reporter
organization.
CEO e The CEO role must be assigned by an FTA user.
e The maximum number of CEOs within a single Reporter organization is
one (1).
NTD Contact e The maximum number of NTD Contacts within a single Reporter
organization is one (1).
Editor e Multiple users can be assigned the Editor role.
Viewer e  Multiple users can be assigned the Viewer role.
e Viewers cannot also be assigned the User Manager role.
Safety Contact e The maximum number of Safety Contacts within a single Reporter
organization is one (1).
Safety Editor e Multiple users can be assigned the Safety Editor role.
Safety Viewer e Multiple users can be assigned the Safety Viewer role.
CEO Delegate e Multiple users can be assigned the CEO Delegate role.
e Only CEOsand CEO delegates can assign the CEO delegate role.
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TrAMS Rules

TrAMS Recipient Roles  Rules

Read Only

The Read Only role cannot be assigned at the same time as any other
recipient roles within a single recipient organization.

User Manager

The User Manager assignment must be approved by an LSM or GSM.

Submitter e  The Submitter assignment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Developer e No rules apply to this assignment
Official e The Official assignment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Attorney e The Attorney assignment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Civil Rights e No rules apply to this assignment

FFR Reporter

No rules apply to this assignment

MPR Reporter

No rules apply to this assignment

JPC Procurement
Officer

No rules apply to this assignment
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TrAMS FTA Roles

The table below shows which roles are applicable to each Cost Center

Office of .
Office of the | Communication Office of Office of Office of Office of Office of
Office of Office of . Research, Office of . ., Regional | Regional | Regional | Regional | Regional | Regional | Regional | Regional | Regional | Regional
Administrator | Administration Chief and' Program Budge't and Demonstration | Civil Rights PIar.mmg and Regl?nal 1 Office | 2 Office | 3 Office | 4 Office | 5 Office | 6 Office | 7 Office | 8 Office | 9 Office | 10 Office
Counsel Congressional | Management Policy . Environment Services
and Innovation
Affairs
TOA TAD TCC TCA TPM TBP TRI TCR TPE TRS TRO-1 TRO-2 TRO-3 TRO-4 TRO-5 TRO-6 TRO-7 TRO-8 TRO-9 TRO-10
TrAMS Roles - FTA 61000 62000 63000 64000 65000 66000 67000 68000 71000 78000 78100 78200 78300 78400 78500 78600 78700 78800 78900 79000

Supervisor Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Local Security Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Intake Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Pre-Award Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Post-Award Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Reservationist Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Administrator Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Director Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Director of Operations Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Initial Reviewer Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Technical Reviewer Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Environmental Reviewer Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Civil Rights Officer Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Legal Counsel Yes Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Read Only Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Budget Director No No No No No Yes No No No No No No No No No No No No No No
Budget Analyst No No No No No Yes No No No No No No No No No No No No No No
Vendor Setup No No No No No Yes No No No No No No No No No No No No No No
Apportionment Manager No No No No Yes No No No No No No No No No No No No No No No
Transit Director No No No No Yes No No No No No No No No No No No No No No No
Discretionary Admin No No No No Yes No No No No No No No No No No No No No No No
TCA Recorder No No No Yes No No No No No No No No No No No No No No No No
DBE Approver No No No No No No No Yes No No No No No No No No No No No No
Dataset Administrator No No Yes No Yes No No No Yes No No No No No No No No No No No
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DGS Rules

DGS Recipient Roles Rules

Program
Admin/Manager

The Program Admin/Manager role can be held in combination with any
DGS role except.

Program Admin/Manager with the GSM role can create all other users
within the DGS system.

Multiple users can be assigned the Program Admin/Manager
with/without the GSM role.

GSM The Program Admin/Manager with the GSM role must be assigned by an
FTA user.
Team Lead Multiple users can be assigned the Team Lead role.
Reviewer Multiple users can be assigned the Reviewer role.
SSOR Rules

SSOR Roles UES

Program Management
Lead

The Program Management Lead role can be held in combination with
SSOR GSM role.

GSM The Program Management Lead with the GSM role can create all other
users within the SSOR system.
LSM Any of the FTA SSOR role can be conjunction with LSM (example:

Validation Lead)

Program Management
Team Member

Multiple users can be assigned the Program Management Team
Member

User Manager

User Manager role be held with Primary or Alternate Reporter.
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CRM Rules

CRM Roles IS

GSM

Has access to all FACES functionality to manage, create and recertify
global users.

Global Viewer

No rules apply to Global Viewer.

FTA User

Created by GSM and has only access to reports and view privilege of all
the global users.

FACES Rules

CRM Roles UES

GSM

Has access to all FACES functionality to manage, create and recertify
global users.

User Details Report
Global Viewer

Only has access to User Details, User Deactivation History, and
Supervisor Hierarchy reports

FACES Tier-1 Helpdesk
Viewer

Only has access to User Details, User Deactivation History, Recertification
Status, and Supervisor Hierarchy reports

FACES Tier-1 Helpdesk
Lead

Has access to Manage System Announcements, Send ad-hoc emails, and
reports

AppendixC — FTA Cost Centers

April 11,2022
FACES_User_Guide-6.3.7.doc

152
Version 6.3.7

Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

(A

@&

FTA is organized into 10 Regional FTA officesand 10 FTA Headquarters offices. These “cost centers” have
acronyms and numbers that are used throughout FACES. Each organization is tagged to a cost center. The
FTA cost centers are:

April 11,2022

Table 1: FTA Cost Centers

Cost Center Name Acronym  Number
FTA Regional 1 Office TRO-1 78100
FTA Regional 2 Office TRO-2 78200
FTA Regional 3 Office TRO-3 78300
FTA Regional 4 Office TRO-4 78400
FTA Regional 5 Office TRO-5 78500
FTA Regional 6 Office TRO-6 78600
FTA Regional 7 Office TRO-7 78700
FTA Regional 8 Office TRO-8 78800
FTA Regional 9 Office TRO-9 78900
FTA Regional 10 Office TRO-10 79000
Office of Administrator TOA 61000
Office of Administration TAD 62000
Office of the Chief Counsel TCC 63000
Office of Communication and Congressional Affairs TCA 64000
Office of Program Management TPM 65000
Office of Budget and Policy TBP 66000
Office of Research, Demonstration and Innovation TRI 67000
Office of Civil Rights TCR 68000
Office of Planning and Environment TPE 71000
Office of Transit Safety and Oversight TSO 74000
Office of Regional Services TRS 78000
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