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1 Introduction

The Federal Transit Administration (FTA) maintains several web-based software systems that reside on
the same FTA platform. The FTA platform is accessed via the website, https://faces.fta.dot.gov/suite/. The
systems on this FTA platform include the Transit Award Management System (TrAMS), the National
Transit Database (NTD), FTA Discretionary Grant System (DGS), the Joint Procurement Clearinghouse (JPC),
and the FTA Access Control and Entry System (FACES). TrAMS is FTA's system for awarding and managing
federal grants. NTD is FTA’s system for tracking transit statistics on American transit systems. The JPC is
available to FTA grant recipients for communicating about procurement needs and soliciting partners for
a joint purchase. DGS is FTA’s system for approving or rejecting grant applications and preparing funding
scenarios. FACES is the user creation and management system for each user on the FTA platform. All
other software systems on the FTA platform rely on FACES for user management functions. Within FACES,
each software system has its own set of user roles access privileges.

April 20, 2021 4 Release 4.5.0
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2 User Access

2.1 Account Setup

User access to each of the FTA software systems on the FTA platform, https://faces.fta.dot.gov/suite/, is
granted by either an organizational User Manager (UM), Local Security Manager (LSM), Validation
Analyst, User Manager Supervisor , FTA Signer or Global Security Manager (GSM) within the
appropriate system. An individual with one of those roles can create user accounts and assign users an
initial suite of roles. Once an account has been created, the user will receive an automated email
notification containing their username, a temporary password, and access/login directions,

e Username —all usernames are initially set to the email address associated with the user’s account.
The username is case sensitive and should be all lowercase. The username cannot be changed.

e Password — the initial password will be an auto-generated password. Passwords in FACES are case
sensitive and should be updated every 60 days. Each new password must be different from the
previously used 24 passwords. Passwords must be composed of:

= 12 characters

= At least one English uppercase character
= At least one English lowercase character
= At least one numeric character

* At least one non-alphanumeric character (e.g., |, S, #, %)

2.2Logging In

FACES manages user access to the FTA platforms via the FACES login page, accessed via a web browser.
Two login methods are available, but one is only accessible to FTA employees using FTA’s internal network.
User access to software systems like TrAMS and NTD s is based on the user’s assigned Roles.

April 20, 2021 5 Release 4.5.0
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2.21 Standard Login (Non-FTA Employee)

The standard (non-FTA employee) login method requires a Username and Password. Both are case
sensitive.

To login:

1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/suite/.

.5, Dappimen? ol Trongsorioticn
Federal Transil Administralion

WARNING WARNING WARNING
You have accessed a U S, Government information system, which includes (1) this
computer, (2) this network, (3) all computers connected to this network, and (4) all
devices and storage media altached 10 this retwork of 1o a computer on his
network, U S, Government Infformation systems are provided for the processing of
official U 5. Government information anly. Unauthorized or improper use of this
informatian systerm is prohibited and may subject you 1o disciplinary action, as well
as civil and criminal penalties. All data contained on U5, Governmenl information
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S MO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement v

mFm Ll s e e e e s e e Fra el e LB 5SS mmrmmamin e inderns adian

o]

I AGREE

2) Read the security policy and select | AGREE.
3) Enter the appropriate Username and Password.

L5 Dapariment of Transsaeration
Fadaral Transit Adrministroticon

Rememer me on his computer

Fargot your password? SIGN IN

4) Click Sign In.

April 20, 2021 6 Release 45.0
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5) Onthe Homepage, the user has the option to click the system they wish to use. If the user has access
to more than one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all of those options will be available
as an option on the Home page.

yitem Administratos, FACES
AT 00 452 P GMT 0000

@ TrAMS ¥ = NTD Y7 & FACES g

Transit Award Management System MNational Transit Database User Management

i DGS Ll SSOR

Discretionary Grants System State Safety Oversight Reporting
Grante v ] Fatal Flaw 1r ETA L n ] Walideti 1 S50
an
Flazse sadact a system above. To sof & default SYEre, click on the star pext fo desined SElarTL

2.3.2 FTA Employee Login

FTA employees should access FACES via the FTA network. To log in:
1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/suite/.

U.5. Dapaniment of Transgoration
Federal Transil Administration

WARNING WARNING WARNING
You have accessed a U 5. GOVernment information system, which Includes (1) this
computer, (2) this network, (3) all computers connected 1o this network, and (4) ail
devices and slorage madia attached 10 his network of [0 a computer on his
nemwork. Ul S. Govermnment Information Systems are provided 1or the processing of
official LS. Government information only, Unauthorized or improper use of this
information system is prohibited and may subject you 1o disciplinary action, as wel
as civil and criminal penalties. All data contained on U.S. Government informalion
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and properly of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or caplured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S NO RIGHT TO

PRIVACY IN THIS SYSTEM. System personnel may give io law enforcement o
o S S - o S S NV
I AGREE
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2) Read the security policy and click I AGREE.

3) Onthe login page, select the If you are a FTA Employee, Click this Link to Login link next to Sign In.

U.% Departmanl ol Transgarialion
Fadera| Tronsit Administrotion

Forgol your password? m

you are 3
fo Login

4) Your account information will be authenticated via FTA’s systems in an automated fashion (no user
intervention required). If your account passes validation, you will be automatically logged in.

5) Onthe Homepage, the user has the option to click the system they wish to use. If the user has access
to more than one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all those options will be available to
click.

i

Welcome to the Transit Integrated Appian Platform!

vem Admanistratos, FACES
FTIB00 452 P GM T +00:00

-
@ Trams w S NTD W &f FACES 1
Transit Award Management System MNational Transit Database User Management
i DGS lul SSOR
Discretionary Grants System State SB-‘EI}' Owversight Reporting
Grants Fatal Flaw ETA 1T Walidsti 1 550
&

Flegse safact a system abowve. To sar & dlefaul Sysren, click on the star next o desired systam.

2.2.3 Setting A Default System

April 20, 2021 8 Release 45.0
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The Homepage has the option for a user to select an FTA System to become the default system they log
into the next time the user logs in. This is done by clicking on one of the stars next to the system you wish
to make your default.

st (U ©rooromsorrin

<

-~ A

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 4/7/2020 4:52 PM GMT+00:00

k] —_——-
@ TrAMS Y € NTD * |~ OTrak w
Transit Award Management System National Transit Database Oversight Tracking System
- DGS Ll SSOR & FACES w
Discretionary Grants System State Safety Oversight Reporting User Management
Grants ™ Fatal Flaw w FTA g Validation ¢y SsO w

Please select a system above. To set a default system, click on the star next to desired system.

When a default system is selected, the next time a user logs in, they are taken to the default system and
bypass the Sites Splash page.

2.2.3.1 Changing User Default System or Return to Homepage
If a user wishes to change their default system to another system, they can do so by returning to the
Homepage.

To return to the home page,
1) Click on the NAVIGATION button at the top right corner, next to the avatar.

April 20, 2021 9 Release 45.0
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Records Reports Actions

portation
stration

% NEWEST ~

No tasks available

view

2) Inthe drop down menu, find Home and click on it.

Admin Console

Appian Designer
Cloud Database

ol Entry System - Patch -
v sy System Logs

Discretionary Grants

Equal Employment Opportunity
Fatal Flaw Review

FTA Procurement Clearinghouse

_-5

- 2020-04-07_1743.zip. 550R Management
SSOR Validation

-
Ctatn Cafobhr Munrcioaht Danartine

3) The user is taken back to the Homepage and can select another system to make a default system.
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n Y Federol Transit Adminisiration

i A ~ U =55 S CREEES SIS SRR

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 4/7/2020 4:52 PM GMT+00:00

@ TramMs w €S NTD ¥ |« OTrak e

Transit Award Management System

A DGS

Discretionary Grants System

National Transit Database

Lul SSOR

State Safety Oversight Reporting

Oversight Tracking System

% FACES

User Management

Grants 4 Fatal Flaw w FTA W Validati ¥ $sO W
on

Please select a system above. To set a default system, click on the star next to desired system.

4) The next time the user logs in, they will then be taken to the new default system.

2.2.4 System Announcements

System Announcements are often needed to communicate to users about important information. When
an announcement is created, it is posted in a yellow banner in the Homepage as shown below.

Federcs Tonat Acminin

=

\

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

@h) System Announcements
@ Just for today and tomorrow announcement
-
@ TrAmMS w S NTD Wl OTrak A
Transit Award Management System National Transit Database Oversight Tracking System
% DGS Lul SSOR &% FACES *

All users regardless of having set a default system (4.2.3 Setting A Default System) or not, will be
redirected to the FTA Homepage when they log in. System Announcements will remain visible on the
Homepage until they expire. The user can bypass being automatically directed to the Sites Splash page
when they log in by acknowledging the System Announcement.

11 Release %5.0
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To acknowledge the System Announcement(s), click on ACKNOWLEDGE to the right of the banner.

TN

e A4

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

S

ﬂm System Annhouncements _— Il

o Just for today and tomerrow announcement

@ TrAms W ENTD W |2 OTrak vy
Transit Award Management System National Transit Database Oversight Tracking System
k- DGS lml SSOR 2 FACES *

The next time the user logs in, they are directed to their default system if they elected one. However,
anytime there is a new System Announcement, the user will always be directed to the FTA Homepage
when they login until they have acknowledged the announcement.

2.2.5 New User Login

New users will receive an automatic email notification from FACES once their account is created. The email
may be sent by Appian, the underlying software that supports the FTA systems. Using the information in
that email, the user may then log in through FACES.

1) The email will be formatted much like the one below:

April 20, 2021 12 Release 45.0
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™ - =
Date: Mon, Nov 13, 2017 at 11:05 PM
Subject: Appian account creation
To:
Dear Sophia Transit-Rider,

Your Appian account has been created by your administrator: FACES Administrator. Your username and
temporary password are below:

Usemame: fransit usenifak m
Temporary Password: VD7_UNY &g/, =NK rtKf}7

To log in with your temporary password, navigate to hitps:/faces fta_dot gov

You will be asked to select a new password when you lag in.
If you have any questions, please contact your administrator

Thank you,
Appian

This message has been sent by Appian

2) Using the email, select the URL (internet link) to access the site.

To log in with your temporary password, navigate lofpttps:/{faces fia dot gov

You will be asked to select a new password when you log in

3) Non-FTA users should enter the Username and Password exactly as assigned.
4) Click Sign In. FTA users will need to follow the steps in Section 4.3.2.

U5 Daparimant of Transponation
Fiadéral Tronsll Adminiairalion

transit. user@fake.com

FREERA R RE R

Forgot your password? 5IGN IN

5) Since thisis a new account, the user will be prompted to create a new, more permanent password.
Non-FTA Users need to reset their permanent Appian password every 60 days.

6) Enter the original password (the one provided in the email) and then enter a new password in the two
places provided.

April 20, 2021 13 Release 45.0
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7) FACES passwords are case sensitive. Each new password must be different from the previous 24
passwords. Passwords must be composed of:

= 12 characters

= At least one English uppercase character

= At least one English lowercase character

= At least one numeric character

* At least one non-alphanumeric character (e.g., |, S, #, %)

8) Once the password is entered, click Submit.

LS. Dsspawrirasnyl Ol Trownispeosriosticn
Fadesal Teonsit Adrministeoticn

Change Password

Plesese complele (be Farm lo change your padswaord

Old Password

Hew Password

TrmrreaTrETTEEnY

Caonfirm New Fassword

LI CANCEL

9) The new password will be saved and the user will be directed to the FTA Homepage.

-

0 €D Federal Transit Adminishration

dinTs

-

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 4/7/2020 4:52 PM GMT+00:00

=
@ TrAMS Y ENTD ¥ |2 OTrak w
Transit Award Management System National Transit Database Oversight Tracking System
i DGS Ll SSOR 2 FACES W
Discretionary Grants System State Safety Oversight Reporting User Management
Grants w Fatal Flaw b FTA 17 Validati 17 30 I 4
on

Please select a system above. To set a default system, click on the star next to desired system.

April 20, 2021 14 Releaséls.5.0
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10) Select the Tasks tab. All new users will have one FACES Task listed. New user accounts are
automatically assigned a Task to set up Security Questions and Answers (Q&As) to ensure the
security of the account and to provide a mechanism to re-establish access when lost due to a lockout,
etc. It is strongly recommended that all users set up account security questions.

April 20, 2021 15 Releaséls.5.0
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11) To complete security question setup during your initial login, click the Set Security Q&As task.

MNews Tasks (1) Records Reports Actions

L& Bt of Traraporkilion
Fecerol Transil Adminisrofion

) A
Assigned to Me »
Set Security QRAS
Sent by Me V’

Starred @

1 MEWEST =

12) On the Manage Security Questions page, select three questions and provide appropriate answers
that can be easily recalled when needed. A few rules apply to the setting of Security Q&As:

a) All users can set up and manage three (3) security questions through the Manage Security
Questions page.

b) Questions must be selected from an FTA approved list and 3 distinct questions must be selected.

c) Answers must contain at least three (3) characters and the same answer cannot be used for more
than one question.

d) Answers are case insensitive (e.g., “dog” is the same as “DOG”).

e) Once questions are established, users must correctly answer their existing questions to change
them. Section 5.2.3 address how to change existing security questions.

13) Click Submit.

Tasks [T}  Recards Rsports

Manage Security Questions

plact 1z Amman- theas |1) pecirits custia=n Teos sisiors can b Lves 500 st Hostion i onioes p2ur aoenamt Sieans note that it a=esems are obcens nasgie,
JQuestmn 1 ®

Annmer = Recype Gneser *

Queschin 2

Anumur " Putype Anwsser ®

Questiana®

AN Resspe Ansaser ¢
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14) The Tasks screen will refresh and the Set Security Q&As task will be removed. Users will receive an
automated email notification that their questions have been updated.

Mews Tasks Records Reports

14 Beporiment of Taarasariahion
[Fedlesol Teonsil Adminissmdion

i NEWEST =

Assigned to Me » Mo tasks avallable
Sent by Me

LN |

2.2.6 Accessing Your Record

A user can access their own profile in two different ways: from either the Account information area or
through the Records tab.

To view your own Profile from the Account information area:

1) Select the down arrow next to the user’s name to reveal the dropdown menu and click Profile.

Settings

Sign Out

2) The user record Summary Page displays.

| L gt K

Transit-Rider, Sophia {transit.user@fake.com)

Sophia

Fallswers Frliawing

Q 0
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2.3 Account Information
2.3.1 User Profile Contents

FACES stores user profile information such as name, username, address, contact information, security
guestions, and PINs. User information displays on the user’s record as discussed in Section 6.4,. Users
can self-manage security questions and PINs (no other user can set up security questions or PINs
for another user). Administrators and appropriate chain of command (e.g.,, User Managers) can
modify specific user profile information and role assignment.

There are explicit rules controlling access to user information within the system:

1) FTA users cannot edit their Profile information (this is automatically handled via a nightly data sync
with FTA systems).

2) Non-FTA users can edit all Profile information other than their username AND email address.

3) User Managers can edit Profile information for users in their particular organizations.
4) Local Security Managers (LSMs) can edit the user Profile of users in their FTA Regions/Cost Centers.

5) Global Security Managers (GSMs) can edit the user Profile of any non-FTA user in their system (e.g.
a TrAMS GSM can manage the profile of any non-FTA user in TrAMS).

6) All users can self-manage their security questions and, if applicable, their PINs.

2.3.2 Account Settings

The account settings page provides a way for the user to manage their own preferred localized settings
for date/time formats, language, and time zone. Non-FTA users can also change their password via the
settings page. The following settings can be adjusted:

e language
e Time Zone

e Calendar Type
e Password (non-FTA users only)

To access user account settings:

1) Select the icon (circular image) in the top right-corner of the screen to reveal a dropdown menu.

Z:'!'{)‘f e
Settings
Sign Out
2) Click Settings.
April 20, 2021 18 Releaseb.5.0
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Profile

Sign QOut

3) The Regional Settings Page displays.

Mews Tasks Records Reports Actions

U5 Depaitmenl of Tianspadhalion

Fadanal Transit Administration Language
Usze system default: English (United States) V|
Regional > Time Zone
News Lize systemn default: (UTC-05.00) Eastarn Time (America/indianaVevay) v
B
Bawar Calendar Typs

Third-P r Credentials
F ATy Lreneraks Use system default: Gregonan V|

S CHigEes

4) Using the dropdown lists for Language, Time Zone, and Calendar Year, make whatever adjustments
are necessary.

Note: At present, English is the only language available for selection.

5) Click Save Changes to update the settings.

2.4 Passwords

FACES passwords are case sensitive. Each new password must be different from the most recent 24
passwords. Passwords must be composed of:

e 12 characters

e At least one English uppercase character

e At least one English lowercase character

o At least one numeric character

e At least one non-alphanumeric character (e.g., !, S, #, %)

April 20, 2021 19 Release.5.0
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2.4.1 User-Initiated Password Reset

Non-FTA users should update their passwords every 60 days. To reset your password from a known
password to a new password:

1) Select the icon (circular image) in the top right-corner of the screen to reveal a dropdown menu and
then click Settings.

Profile

Sign Out

2) Click the Password link on the left-hand navigation pane.

MNews Tasks Records Reports Actions

LB Deportmasr? of Tronggargton

Federal Transit Administration Language
Use system defaulc: English {United States) ~|
Regional > Time Zone
[ews

Use system default: (LITC-05.00) Fastern Time (Amencaflindanatifevay) 'U'l
) oy
I Password I Calendar Type
L e = L] i—l

Use system defaulc: Gregorian

3) Enter the current password and a new password and click Change Password.

News Tasks Records Reports

LLE Deporiment ol Tronsportalion

Eederal Tronsit Administration Old Password *
Regman New Password *
News
Password »

Please select & password that meers all of the following criceria:
= Is at least one character

= i% Pt your |rr|:-\-i|::||.|'. passward

Third-Party Credentials

Confirm Password *

Charge Password
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4) The user will receive an automatic email alerting them of the successful password reset.

Appian for Federal Transit Administration Password Reset  mbox «

adminf@ftasandbox.appiancloud.com 1:14 AM (1 hour ago)

I0mea =

Dear Sophia Transit-Rider,

below

hilps. fiasandbox applancliowd comisuiteforgolpasewordMokan={A0EAwM Cyl YACNDYABInkBoHROWVE
m%mw&ul_um_LJMMﬁ
HT Gl Mt Abmel WWSGSEVIgIYING 25 aw_FEIRCUEL23YW] 31bo QORISR 4ApKn

Thizs link eogpires i 15 minules

you follow the above link and complate the password reset form
Thank you

Appian for Federal Transit Administration

We racantly rocelved a request 1o resel your password. IF you would stll Bke to resat your password, please follow the link

If your did not reguest for your password to be resat. please contact your administrator. Your password will niot be resal unless

2.4.2 Required Password Changes

As discussed in Section 4.3.3 first-time users log in to FACES using a temporary auto- generated password
contained in their confirmation email. They will be required to reset their password. In addition, if the
user has failed to reset their password within 60 days, they will be presented with a reset screen after
logging in with their expired password. The user will not be able to access the system until they have

reset the password.

1) Enter the Old Password, a New Password, and re-enter the new password in the Confirm New

Password text box. For details about password requirements, see Section 4.1,.
2) Click Submit.

U5 Dt of Trorsporation
Faderol Transit Admindiration

Change Password

Pleage complete the: form to change your password

Old Password

Naw Password

e s L Lt

Confirm New Password

B s L L

CANCEL
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3) The password will be reset and the user will receive a confirmation email notification of the reset.
24.3 Forgotten Passwords

If the user has forgotten their password, they can reset it by using a link on the login screen.

To reset a forgotten password:

1) Click the Forgot Your Password? Link on the Login page.

U.S. Department of Transportation
Federal Transit Administration

sunjida.alam@hil.us

Remember me
Forgot your password? m

2) Enter the correct Username (ex., jane.doe@gmail.com) and click Send Email.

Note: Remember that usernames are case sensitive.

U.S. Department of Tronsportation
Federal Transit Administration

Forgot Password

UUsername

sunjida.alam@nhil.us

Enter your username {case-sensitive) and click “Send Email”. An
email will be sent to the email address associated with your user
account. Follow the link in the email to reset your password.

SEND EMAIL

Back to sign-in page

April 20, 2021 22 Release 4.5.0
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3) FACES will confirm that the username entered is valid and is associated with an active account. If so,
an email with a password reset link will be sent to the email address entered.

U.S. Department of Transportation
Federal Transit Administration

Forgot Password

An email containing directions for resetting your password has
been sent to the email address associated with
sunjida.alam@hil.us.

Back to sign-in page

4) After the email has been received, select the password reset link from within the email. The reset link
is only valid for 15 minutes from the time the email was sent.

Appian for Federal Transit Administration (TEST) Password Reset

&
Appian for Federal Transit Administration (TEST) <ftafacestestsadmin@dot.gov> ) Reply © Reply Al 7 Forward
To @ Sunnie Alam Tue 11/10/2020 1213 PM

Dear Sunjida Alam,

We recently received a request to reset your password. If you would still like to reset your password, please follow the link below:

ittps://facestest5.fta.dot.gov/suite/forgotpassword/?token=jAOEAWMCMmMQVAwo-
BOp4BOAz10NAJkuhlylegjiDev7Y7ACEUtcSBI18B40 r7ThuGmbpEpXw76r01i76LyGe8y34 BxXgpTKalPxnhljxZ8HIka cfdavXljo- LH18gKoOO gSirgGat7d3viz-
BlGeZBfARb4NCFAh7SNmHfhzScgsIGEpTOYMyUaoKsuOmsdwgsUwvOSpj206WADMfloAWSEOHY68KABO,

This link expires in 15 minutes.
If you did not request for your password to be reset, please contact your administrator. Your password will not be reset unless you follow the above link and complete the password reset form.
Thank you,

Appian for Federal Transit Administration (TEST)

Note: If you do not receive an email, contact the Help Desk.

5) A new browser window will open to the Change Password page.
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6) Enter a new password conforming to the rules in both the New Password field and the Confirm New
Password field and then click Submit. For details about password requirements, see Section 4.1.

Federal Transit Administration
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U.5. Department of Transportation
Federal Transit Administration

Change Password

Please complete the form to change your password.

Username

sunjida.alam@hil.us

MNew Password

Confirm New Password

CANCEL

7) Once the password has been reset, the user will be redirected to FACES.
2.4.3.1 Timeframes for Resetting Your Password

To comply with security requirements, users may only request a password reset once within a 24- hour
period.

If you attempt a second password reset request before the end of the 24-hour period, FACES will alert
you to the date and time of your last request.

Settings

Regional Third-Party Credentials ~ Mobile Notifications

You last changed your password at 6:48 PM on 10/12/2020, which is less than one day ago. You must wait at least one day between password changes.
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You will also receive an email notification stating you have not yet satisfied the 24-hour requirement.

FTA TrAMS (DEV) Pasgvaord Cannal Ba Reagal L L= ]
T wdmin s 1. dol yos EREACC B TP *

CwarJanz TrahTs,
Wit S M T w7 W] H oSS ] 1 AL AT e eaar [ raeaats 110 0] e Creeatle i pean ssanne e |l nnn D bota g Anan it e n s b clianegel yan seenand

it oK Lol g S Qg (] i P b saser wral pissasor o Bl vis 2b nof anpac i oo

Trant wou

Note: This is a default system message; your site administrator is the Help Desk
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3 System Layout

The software systems residing on the FTA Platform, https://faces.fta.dot.gov, all share a common layout.
This section provides a high-level view of the system and how to navigate, find, and work with data.

3.1 Account Information

Account Information provides access to information specific to the user. It lists the user’s first and last
name. By selecting the user name, the user will be presented with the following three options:

1) Profile—Provides a means for the user to view and update their individual profile information, and to
set their Personnel Identification Number (PIN). Refer to Section 4, for more details.

2) Settings — Opens the Settings Page where the user can select language and time zone and subscribe
to news feeds. Non-FTA users can also change their password here.

3) Sign Out — Select Sign Out to log out and exit FACES.

User Management « n

Signed in as FACES System Administrator

& PROFILE | % SETTINGS @ (# SIGN OUT

3.2 Manage Users

The Manage users tab provides access to view all users that the logged-in user is approved to see
(generally, users within their same organization). More information on the content of user records is in
Section 3.4 of this user guide.

& 5 Lt o

MANAGE USERS ACTIONS REPORTS HELP CENTER

User Management ~ n @) recers Tonst Aaminsroton

+ & CREATE NEW USER || + S CREATE MULTIPLE USERS

vReport Filter Criteria

System  TrAMS v Cost Center elect Cost Cente v
Role Category  Select role carezor - User
Access Control  Select 3 £rou - Name

Group

status [ Active
Organization  Select 30 O [ Locked

Role  submitter (-4 CLEAR FILTER(S)

Display individual Roles in Grid

Users
Username 1 Name (Last, First) System ’éiz‘:: Control EZ;‘[N Organization Role Last Certified Date  Created Date Modified Date Last Login Date status
11/25/2020 2:08 PM
1396 - DELDOT 11/25/2020 2:08 PM
TrAMS  Region 3 TRO3 1398 - WMATA Submitter  EST
TrAMS  Region 3 TRO3 1428 - HRA Submitter  11/25/2020 2:08 PM
I e m— AL Aiden (M) TrAMS  Region 3 TRO3 1448 - Submitter  EST 3/20/2019 10:44 AM  9/2/2020 9:40 PM 10/6/2020 9:56 AM .
o . ' b TrAMS  Region 3 TRO-3 CHARLOTTESVILLE Submitter  11/25/2020 2:08 PM
TrAMS  Region 4 TRO4 1032 - COLLIER Submitter  EST
TrAMS  Region 1 TRO-1 COUNTY Submitter 11/25/2020 2:08 PM
1334 - CONNDOT EST
1/8/2021 10:33 AM
EST
assia khadri@fake.com khadri, assia (Mr.) TrAMS  Region 1 TRO-T 1334 - CONNDOT Submitter | /3072020 1249PM - 9/6/2019 1118 AM 1912020 254 P 10/6/20209:56 AM Active
EsT DT EDT 0T
bobthomas@mailinator.com Thomas, Bob (Mr.) TrAMS  Region 1 TRO-1 1330 - CRCOG Submitter ;gsofzozo 1248PM  12/30/202012:48PM  12/30/202012:58PM  12/30/202012:48PM
conndot.attorney! @dot.gov Attorney, conndot TrAMS _ Region 1 TRO-1 1334 - CONNDOT Submitter 1 1/16/2020 :54PM 1/11/2019 146 PM TING00 ISAPM | 10/6/2020 356 AM Active
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Selecting a specific record displays a User Summary Page, containing detailed information associated
with that selected user. The specific pages of the user record are discussed in Section 3.4.

3.3 Actions

The Actions tab provides a list of actions that the logged-in user is approved to take within the system. In
general, FACES actions are only visible to users with user management roles (e.g. User Managers, Local
Security Managers, and Global Security Managers). In the case below, the User Manager is presented with
a list allowing them to create and manage users (even multiple users), manage role documentation, review
unlock requests, and perform searches for specific records. Users will see other actions specific to their
roles in the other FTA software systems. The Actions available to any user are limited to their role(s).

MANAGE USERS REPORTS HELP CENTER Wy e O O e

& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload information for Multiple New Users
=] &
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in ulk Approve or Reject Role Requests
& @
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests €reate or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle
Ll R

Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

Selecting a specific Actions displays a detailed information related to the Actions. The specific pages of
the Actions are discussed in Section 6.5.
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3.4 Reports
3.4.1 User Details Report
The Reports tab contains all reports that the user has access to. The purpose of this report is to provide a
way to search for users by different characteristics. The logged-in user can only search for other users

that he or she is approved to see (the same set of users that displays on the User records list in Section
3).

) 5 i o
- Federat Tonst Adminsiaion
MANAGE USERS ACTIONS REPORTS HELP CENTER L b e
= &x -
User Details Report User Deactivation History Report Recertification Status Report
View User Login Details, Roles, and other Data View User Deactivation History View the Recertification Statuses of all Rofe Groupings
o

Supervisor Hierarchy
Roles Displayed in Supervisor Hierarchy

Selecting an individual report from the list will launch the report process that presents the finished report
details to the page. Selecting User Details Report from above presents:

v Report Filter Criteria

System elect 4 1 v Cost Center elect Cost Cer. v
Role Category  se/ect role cares: ~ User

Access Control elect a grouy b4 Name
Group
Status Active
Organization @ Locked

Role elect L - Deactivated

Display individual Roles in Grid CLEAR FILTER(S)
Users
Last . :
Name (Last, Access Control Cost . . Created Modified Last Login
Username First) System Group Center ‘Organization Role Certified Date Date Date Status

Date

The report page provides several ways to filter the data presented. In most cases, the report filter is pre-
determined by the logged-in user’s characteristics (Role Category, Access Control Group, Cost Center
and/or Organization). The filter can be further limited by User Name, or by partial name (first or last). The
list can also be filtered by users who are Active, Locked, or Deactivated.
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+ & CREATE NEW USER

+ S CREATE MULTIPLE USERS ‘

vReport Filter Criteria

System v Cost Center hd
Role Category - User
Access Control - Name

Group

status [ Active
Organization @

Locked
Role  Read Only - (TrAMS), User Manager - (TrAMS) - Deactivated
Display individual Roles in Grid
Users
. Access Control  Cost - Last Certified Created Maodified Last Login
Username T Name (Last, First) System Group Center Organization Role Date Date Date Date Status
1334 UET 9/3/2020 9:18  3/20/2019 9/3/2020 1:40 9/2/2020
alden.al@mailinator.com Al Aiden (Mr.) TrAMS  Region 1 TRO-T o uNDOT Manager M 2:44 PM AM 11:09 AM Active
8 GMT+00:00 GMT+00:00 GMT+00:00 GMT+00:00
1334~ User 7115/2020 2/7/2019 9117 8/17/2020 9/2/2020
alexa.hil@mailinator.com Hill, Alexa (Mrs.) TrAMS  Region 1 TRO-1 CONNDOT Manager 22 PM PM 4:04 PM 11:09 AM Active
: GMT+00:00 GMT+00:00 GMT+00:00 GMT+00:00

To return to the full list, select CLEAR FILTER(S).
Clicking GENERATE REPORT will execute a process to create an Excel spreadsheet of details.

User Details Report
~Report Filter Criteria
Syalain  rAWh - Ll Cartir -
Rode Catepnry  Barpasel - Liner
Arooess Contral v ]y ] b Mame & ey
GFaup
skatus [0 Sriree
Orpanizstion Sev s Svaamnes R
Role g T - Lo fiwnitsez]
B Cisntzy rdrad Bl Baes m Srd
Users
Arreas
Username I :""'"""' Syzesm Comtrod T mmeizen Aol Last Cerithea Crested Dz ModfedDabe  LastlopnDate  Siocus
rex) Group coneer 5]
o dmse Ao o Tk . e men VULBNIERE HRNGET 2 FARLT .
oty i) [ELE e TROZ  AH4 NTD Deecpsr Lo e AW TR SR T 1 IR FRiE
PRI y PR _hifie I LR ERH ) L FER M i A (E B i Ceg .
T ST M Remenz PR MR hemnr PV OGRTSCODD CMGNT-D000 FRIGMTSNOED O FMIGMTSNOD
S . P . — sz UG EE EENID R 2018502
e maliarom - Lpstertiry TR g ena ROE ME-HTS g P ssmoine e GuToman ' it
———
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A prompt will pop asking to verify to generate a report with the current filters.

Are you sure you wish to generate a report with these filters?

Clicking the link to the report (User Details Report) will create a task with a download link. Once
opened, the Excel spreadsheet presents separate data pages based on the details selected.

AEarALs Fuganien Lae FECRT ST Y H—
] Mlaruges i Sk i
Akmrrare Sepores

) BitEe ae i o ]
; T " adat i Rlaragen i ki

$505 Local Betuirity

) ADOE

51

N0

10259 AM

[2:2)
AErngte A0 AR
B iar 1ol ARN ST 047 A EET
Linar TS0 STA201§
by azyr Vordd AMAEST L5 PUEDT

Vaur dorument i baing gersraned, vou will receive 3 e wits & downlosd lini when i b reary, Heste nome that the proqess may take § whils

RGOS

MERTAMEST 14 AMEET

WFRTTAD
TP DT

(L T

LHAOI0

a
e

1=80cfX3T 3 B

3.4.2 Recertification Status Report

After the end of each recertification window, FACES will generate a recertification status report, accessible
by Global Security Managers and Local Security Managers only (see Section 8.1 for Recertification Process)

How a Certifier can view recertification status report:

1) Certifier log into System and clicks Reports.
2) Clicks Recertification Status Report.
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@ 4 L ()

MANAGE USERS = ACTIONS REPORTS | HELP CENTER Wz g O CIE ot oo

=
User Details Report User Deactivation History Report Recertification Status Report
View User Login Details, Roles, and other Data View User Deactivation History View the Recertification Statuses of all Role Groupings

Supervisor Hierarchy
Roles Displayed in Supervisor Hierarchy

3) The System displays Recertification Status Report.

4) Certifier has the filtering options by systems, year, role, recertification group, organization, and access
control group.

System | FACES L4 ‘ Year 2020 hd
Recertification  Selecr Recerrification Group - Role  Selecra Role -
Group
Access Control  5c/ccr o Groue hd Srganization; | Selectan Qrgantation

Group
CLEAR FILTER(S)

vRecertification Status By Role Grouping
Last Updated: 3/17/2020 4:54 PM GMT+00:00 Status by Recertification Grouping

Recertification #of UserRoles  # of User Roles No data available

Grouping Certified ~ Remaining | Completeness

No data available.

5) Certifier can see recertification status by role grouping.
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System ‘ TrAMS - ‘ Year 2020 -
Recertification hd Role =
Group
B B Organization
Access Control elect a Group -
Group

v Recertification Status By Role Grouping

Last Updated: 3/17/2020 4:54 PM GMT+00:00 Status by Recertification Grouping
6k
#of User Roles  # of User Roles

Recertification Grouping Certified  Remaining

1 completeness

" 4,370
3
° 4k
TrAMS Org Users 225 4370 5% =
5
E
TrAMS User Managers (UMs) 36 1825 2% s
E 1643 1,825
TrAMS FTA Staffs 193 1643 1% =
a
TrAMS Contractors 211 323 40% o
&
TrAMS Local Security w
31 162 16% e
Managers (LSMs) ‘_\v.vv
TrAMS DOL Reviewers 5 4 56%
Recertification Groups
TrAMS Auditors 4 2 67%

@ User Roles Certified @ User Roles Remaining
7 items

3.5 Help Center
The Help Center tab contains the FACES User Manual, Frequently Asked Questions (FAQs), and System
Information.

il

]

Welcome to the FACES Help Center!

® —
=
—
FACES User Manual Frequently Asked Questions
This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you! Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application

i)

System Information
Find detalls about System, Version and Recent change log information
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3.5.1 FACES User Manual
To access the User Manual/ User Guide, click on FACES User Manual.

22
= by i)
MANAGE USERS  ACTIONS REPORTS HELP CENTER User Managemen

Hello, Aiden.

Welcome to the FACES Help Center!

@ =
FACES User Manual Frequently Asked Questions

This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you! Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application.

(i}

System Information
Find details about System, Version and Recent change log information

On this page the user can view it directly, download, or print it out.

BACK

FACES User Manual

[2] Download User Manual

= FTAAccess Control Entry System User Guide Version 1.1

FTA

FEDERAL TRANSIT ADMINISTRATION

FTA Access Control and Entry System
(FACES)

3.5.2 Frequently Asked Questions
Users can click on Frequently Asked Questions to review helpful answers for questions that are frequently
asked.

) 5 I )

MANAGE USERS. ACTIONS REPORTS. HELP CENTER

Hello, Aiden.

Welcome to the FACES Help Center!

FACES User Manual Frequently Asked Questions
This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for yout Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application.

i}

System Information
Find details about System, Version and Recent change log information
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Responses for each question can be expanded by clicking on a question.
L4 il

MANAGE USERS ACTIONS. REPORTS

Frequently Asked Questions

>The user | am looking for isn't listed on the User Record. Where are they?
>How do | a create a User Manager?

>What is a Local Security Manager (LSM)?

>How do | reset a user's password?

>What is FACES?

>What if | have a question that is not answered by the FAQ section?

>How do | create a new User?

3.5.3 System Information

System Information allows a user to view information on the latest version of the system and provides
Help Desk information to the user should they encounter any issues with FACES.

rAMS

Welcome to ﬁAéES Help Center!

® i=
FACES User Manual Frequently Asked Questions

This easy-to-browse user manual will Show you how 1o leverage FACES in a productive and efficient way T work for you! Answers to frequently asked qUESTIons about FACES, suich as: how to perform basic functions and navigate the application,

L]

System Information
Find detalls about System, version and Recent change log information

System Information
FACES - System Information

System Details

System  FACES v
Name FACES Current Version 6.1.18
Description User Management Release Date Apr 1, 2021
Help Contacts
Description How To Access
FACES Help Desk Email FACESHelp@dot.gov
Releases
System Version Description Release Date 1
Minor:
TESS-4251: FIXED: Updated Unlock account page to provide details about their user managers in a list.
FACES 6.1.18 4/1/2021 5:11 PM EDT
TESS-8281: NEW: Created a new user role for Non-DOT external reviewers in DGS.
TESS-6942: NEW: Created a new helpdesk report page to provide list of uncertified/ non-locked users due to system issues.
Minor:
TESS-8114/TESS-8305: Creating new OTrak User Accounts and Userroles
FACES 6.1.17 TESS-7833: Group mismatch issue for Arkansas Department of Transportation should be fixed. 3/17/2021 1:30 PM EDT
TESS-7904: Create CRM Administrator role in FACES.
TESS-8118: Superiors should receive email when a request role was created.
April 20, 2021 Release 45.0
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Users with access to multiple systems can use the drop-down feature to view system information for other
systems they have access to.

BACK

System Information

FACES - System Information

Name FACES Current Version 6.1.18

Description User Management Release Date Apr 1, 2021
Help Contacts

Description How To Access

FACES Help Desk Email FACESHelp@dot.gov

Releases

System Version Description Release Date 1
Minor:
TESS-4251: FIXED: Updated Unlock account page to provide details about their user managers in a list.
FACES 6.1.18 4/1/20215:11 PM EDT
TESS-8281: NEW: Created a new user role for Non-DOT external reviewers in DGS.
TESS-6942: NEW: Created a new helpdesk report page to provide list of uncertified/ non-locked users due to system issues.
Minor:
TESS-8114/TESS-8305: Creating new OTrak User Accounts and Userroles
FACES 61.17 TESS-7833: Group mismatch issue for Arkansas Department of Transportation should be fixed. 3/17/2021 1:30 PM EDT

TESS-7904: Create CRIM Administrator role in FACES,

TESS-8118: Superiors should receive email when a request role was created

4 System Users

A User Record includes all information directly related to the user’s Profile (e.g., name, address, title, and
role(s), audit history). It also includes all news items specific to the user and any Kudos received. Users
may see other staff members’ User Summary page and User Details within their organization.

Each user may manage their own Profile information. Some user information may be edited by the
individual user. User roles are granted and managed by User Managers, Local Security Managers
(LSMs), and Global Security Managers (GSMs).

41 User Types

There are three account types used to classify each user on the FTA platform: FTA users, Organization
users (e.g., TrAMS Recipient, DGS Recipient and NTD Reporter), and External users.

1) FTA Users: This user type includes FTA employees and federal contractors who directly support FTA.
All FTA users have FTA email accounts ending in @dot.gov.

2) Organization Users: This user type includes individuals who are employed by or support an
organization that uses an FTA platform software system. The users are grouped by their
organization(s). This user type includes TrAMS Recipients, DGS Recipients, and NTD Reporters.

3) External Users: This user type includes individuals external to FTA but provide support or oversight to
one of the FTA platform software systems. External users have three sub-types: Auditors, Contractors,
DGS DOT users and Department of Labor (DOL) users.

The types of roles that a user can be granted are specific to the user’s account type. FACES defines
standardized role types, role hierarchy, and security for the various software systems on the FTA platform.
New roles and user categories may be incorporated as needed in the future to allow FACES to support
additional software systems and to meet changing requirements.

4.2 User Roles
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Users roles on the FTA platform are grouped by role category (e.g. FTA Staff, TrAMS Recipient Users,
TrAMS Reporters and DGS Recipient Users).

Each organization user has an assigned User Manager. The User Manager assigns roles to each user in
their organization in accordance with the rules specific to their FTA software system (e.g. TrTAMS, NTD,
SSOR, etc..). Users may be assigned one or multiple roles within their organization. Roles assigned to each
user control the Actions available to a user and the Tasks assigned to the user.

The figure below provides an outline of all user roles within the FACES landscape. Each will be further
defined in subsequent paragraphs.
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Figure 2 — User Role Outline

System Administrator

Global Security Manager (Super LSMs, NTD Signers, G5M) m
Local Security Manager (LSM)

FTA Supervisor
Contractor
FTA Staff R u
m m perter e

The following tables lists the available user roles that may be assigned. For definitions of each role
and associated privileges, please see the corresponding system user guide.

Table 1 — Organization User Roles
(continues to through page 20)

Organization User Roles FTA User Roles External User Roles
NTD 1) User Manager Global Roles 1) Auditor
Reporters 2) CEO 1) Global Security Manager (GSM)
3) NTD Contact 2) Global Viewer
4) E(.:I|tor 3) FTA Signers
>) Viewer 4) FTA Viewer
6) Safety Contact
7 Selieiy Eolier Validation Team
8) Safety Viewer 1) Validation Analyst
9) CEO Delegate 2) Validation Ops
3) Validation PM
4) Validation QA
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10) JPC Procurement
Officer

Organization User Roles FTA User Roles External User Roles
1) Read Only Global Roles 1) Auditor
2) User Manager Global Security Manager (GSM) | 2) DOL User
3) Submitter Global Viewer 3) Contractor
4) De\‘/ehloper Standard Regional Staff
5) Official
6) Attorney Roles .
7) Civil Rights 1) Stupeiyer
8) FFR Reporter 2)Local Security Manager (LSM)
9) MPR Reporter 3)Intake Manager

4)Pre-Award Manager

6
7)Administrator

Reservationist

)

)

)

5)Post-Award Manager

)

)

8)Director

9)Director of Operations

10) Initial Reviewer

11)  Technical Reviewer

12) Environmental
Reviewer

13)  Civil Right Officer

14)  Legal Counsel

15)  Read-Only

Specialized HQ Roles

1) Apportionment Manager

2)Budget Analyst

3)Budget Director

4)Dataset Administrator

5)DBE Approver

6)Discretionary Admin

7)Discretionary Manager

8)TCA Record

9)Transit Director

10) Vendor Setup
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Organization User Roles

FTA User Roles

External User Roles

N

Alternate Reporter
Primary Reporter
Viewer

w
= — —

o

1) Program Manager 1) Auditor
2) Team Lead 2) FTA Contractor (DOT
3) Reviewer User)
4) Global Security Manager
5) Local Security Manager
6) Administrator
7) Management
1) User Manager Global Roles

1) Global Security Manager (GSM)
2) SSOR Viewer

Standard Regional Staff Roles

3) Local Security Managers (LSM)
4) Validation Team Member

5) Validation Lead
6)
7)

Director
Regional Safety Officer

Global Roles
1) Global Security Manager (GSM)
2) FTA Staff
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Organization User Roles

FTA User Roles

External User Roles

Recipient
1) User
2) Approver
3) Manager
4) Submitter

1) Administrator
2) Program Administrator

3) HQ Contractor Review
Requirements Editor

Global Users

4) Global Security Manager (GSM)
5) Global Viewer

HQ Staff

6) Single Audit HQ Program
Manager (PM)

) Triennial Review PM
) SMR PM
) Enhanced Review Module PM

O o0 J

FMO PM

PSR PM

12) TCR Review PM
13) OAT PM

10)
)
)
)
14) SSOA PM
)
)
)
)

11

15) Tribal Transit P<

16) Oversight Review SME

17) Drug and Alcohol Audits PM
18) TSO-32 QA Manager

19) Civil Rights Officer

Region

20) Local Security Manager (LSM)
21) Region User

22) Read-only

23) Regional Oversight Director
24) Single Audit Regional

25) Regional Tribal Liaison

1) OIG Auditor (Read-only)

Contractor

2) Reviewer

PM

Delegate

User Manager
Regional Delegate

COVID-19 1) CEO
2) NTD Contact
3) Editor
4) Viewer
5) Safety Contact
6) Safety Editor
7) Safety Viewer
8) CEO Delegate
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4.3 User Visibility

There are explicit rules controlling access to user records and user information within the system.

The following rules independently to each FTA system (e.g. TrAMS, NTD):

1) Organization users can see all other users within their organization(s). For example, a user
who belongs to ‘Transit Organization Blue’ will see all other users with roles in ‘Transit Organization

Blue’.

2) Organization users cannot see FTA user records, external user records, or users outside
their organizations.

3) FTA users can see all other FTA users within their system (e.g. TRAMS, NTD, DGS).

4) FTA users can see all organization users who belong to organizations within their FTA region or
cost center. Global FTA users can see all organization users within their system (e.g. TrAMS, NTD,

DGS).

5) FTA users with specific roles (e.g. GSM, validation analyst, LSM) can view external user records.

6) External users can only see user records for other external users of the same subtype. For
example, TrAMS DOL users will only see other DOL users in TrAMS.

Table 2 summarizes these rules from the perspective of the logged-in users type:

Table 2 — User Record Viewing Privileges

User Records | Can View

My User Type | Organization FTA External

Organization | All organization users within my No FTA user records. No external user records.
own organization(s).

FTA All users belonging to All FTA users within See some external user
organizations within their FTA the user’s system (e.g. | records depending on
cost centers. NTD, DGS). roles assigned.

A global user sees all
organization users within his/her
system (e.g. TrAMS).

External No organization user records. No FTA user records. All users of same external
subtype (e.g. Auditor) in
my approved systems
(e.g. TrAMS, NTD, DGS).
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4.4 User Record Content

Each user’s record opens to a user Summary page.

User Management

HELP CENTER

developer, aarya (aarya.developer@test.com)

m User Details ~ UserRoles  History ~ News  Related Actions

aarya developer

Developer

= aarya.developer@test.com

e (121)232-3444 (Office)

B 12370 Testst
w2
qw. DC 12456
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User record content is split between multiple pages. Each user’s record contains:

4.4.1 A User Details page visible to all users who have access to that user’s record. The User Details
page contains the user’s account and contact information (e.g., first and last name, email, user
type, and account status).

é'ﬁﬁk, Dale (dale.cook@dot.gov) ||..-;-|

Account Information

User Type FTA Sratus Amve
Creared On 2 Last Lagin Dane
Usernamse s Tithe
Frst Name Dals Homarthe ki
"Middle Name Campany hsms
Last Nama Lock Systam AME, NTE:
Contact Information
Emaill =yre s 1ET BREmal oo Fax Mumhber
Phpes: Humbies [1231 1237333 Phpess Ext
Aderean T 71T Damr e Seemas Tip Cesda T2L07
Addrass 2 Iip Ext
Liey Focvernsr Pl Bex

SLate [

4.4.2 A User Roles page visible to all users who have access to that user’s record. The User Roles page
contains a grid of the user’s active Roles and current User Managers.

Tezords o Lea

Global Security Manager GSM, TrAMS (sunnie.supergsmuser@mailinater.com)
s Lsar Delsik m Hisley Meswn  Felsiad Az lens

Roles
Rk ol Canegong SRsEem Aooass CEnmD Grodg CaspCarear Orgarizacion [Ceeiini e Eraps
Gohal Socuits Mangor |55 o WD riA, A, [T [T Aoproesed
il e ny Mensper |GG L Leprs A ¢ o) i sy kL feprowed
Gabal Scourtts Monzgor |55%) Glooal Lsers JTa M, i, {55 {55 foproed
Gonzhual feeraricp Bansgern T4 it Lnprs i i Mid M [0 CR R
G ohal Sanurmy Manzper 155V Gona Leerr Z5CR M, i, Bl BL Aoproed

4.4.3 A History page visible to each user and their management chain (User Managers, Validation
Analysts, LSMs, GSMs). This History page contains an audit trail of changes to the user’s Profile
and Roles. Users can filter role history using the following filters: System, Role Category, Status,
Cost Center, Organization and Role.
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Summary User Details User Roles News Related Actions

system  Select s Syster - Access Control -
Group
Role Catego eled e Categ -
gory Cost Center -
Role elect 3 Role - L
Organization v

CLEAR FILTER(S)

Role History

Role Role Category System Access Control Group Organization Status Comments Change By 1 Date

1330 - Capitol Region Council Of

Recipient Submitter Recipient OTrak OTrak Region 1 Governments (CRCOG) Approved arya.fosum@mailinator.com 1/13/2021
User Manager Recipient OTrak OTrak Region 1 éﬁir:n(nig:?s‘ &?&?GSWHCH of Approved fta.david.schilling@mailinator.com 1/12/2021
User Manager Recipient OTrak OTrak Region 1 ;ﬁfzé:ﬂ:g:@ {F((eRgéoc;ﬂGfouncM R Deleted arya.fosum@mailinator.com 1/12/2021
Recipient Approver Recipient OTrak OTrak Region 1 éﬁz;:ﬂig:ﬁ {F&ggg;ouncﬂ of Approved arya.fosum@mailinator.com 1/12/2021
User Manager Recipient OTrak OTrak Region 1 éﬁgn(n:g:g ;R(zgg;ﬂ;ouncﬂ @i Requested arya.fosum@mailinator.com 1/12/2021
1-50f82 >
Certification History

Role Role Category System Organization Comments Change By Date 1 Projected Recertification Date
Recipient Submitter ~ Recipient OTrak e canioliesionicouneln arya.fosum@mailinator.com 1/13/2021 7:29 AMEST  12/25/2021

Governments (CRCOG)

4.4.4 The News tab shows a listing of user activity with the most recent news displayed first.

fn:,u-:-nklnl:-lale (dale.cook@dot.gov) [P
et T Lsir Drataa’s L R HS Loy m Falatid Actidie

4.4.5 The Related Action page contains any actions the viewing user is allowed to perform on the
record. On this page, the user can manage their Profile, Security Questions, and PIN.

Attorney, Testing (testing.attorney@mailinator.comy) =

C, Arurt Fikd
T wil e B Lt

For detailed information about these user record pages, please reference Section 6.4.
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5 Managing the User’s Own Record

5.1 Related Actions

By selecting Related Actions users will be provided with additional options that can be performed on their
Summary page.

Records = Lsers

WMATA, Submitter (wmata.submitter@fake.com)
Summary User Details User Roles History Mews

'r Edit Profile
Edit Profile

ﬁr Manage Security Questions
set or update account security questions

l"- Manage PIN
Set or update security PIN

5.1.1 Related Action: Edit Profile

All non-FTA users can edit their own user profile (name, contact information, and business address) using
a profile related action. The only profile information users cannot self-update is their username and email
address. FTA users cannot edit their profile information because their information is provided to FACES
by a nightly information transfer from FTA’s internal systems. If an FTA user’s information is incorrect, the
information must be updated in FTA’s internal systems.
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To edit the user’s profile:

1) Locate the User Profile through either the User Settings page or the Records page.
2) Select Related Actions.

3) Click Edit Profile.

Beorids

Transit-Rider, Sophia (transit.user@fake.com)

& f edic Aol
Edrercie
& Kianaps Secunty Questizng

S malede s ol sl e

& Kanage FIN
S0 oF U zhe S20LR DY SR

4) The Edit User Profile page will display with all previously saved user-associated details in editable
fields.

P—

Transit-Rider, Sophia (transit.user@fake.com)

Edit User Profile

Basic Infarmation

Uwar narma * Trtlu™

raneh usangrass

FFsL Mame®
Homareie ®
Lz
RE. -
Piddls Nama
famzamy Ma—u
Inral Transl fgency
LasL Namic*
Depaetee
arn ik
HinaroZs

5) Click Cancel to return to the Related Actions page without saving any changes.
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Forut N ®
Lapth

Fisdle Hume

Last Mo =

Tram=l-Riula

Contact Information
Email i@

S T Egmaloom

Phore Sumhber =

RESIREESEE 2]

Addraan 1%
Tarnedl ey

Addrass 2

Ciey*

Tramdladk

Slab: =

o

Henonfe®

Company Mame

LOGh | Farsi ARerCs

Caparteent

Far Humizer

Phone Exi

Tip Tads®
Fel=

p Exn

PO Bios

6) Update any of the data fields as needed and then click Save to save all details. Required fields are
marked with an asterisk * on the form. If required fields were missing from the previous FACES version,
you will be required to add this information in order to save any other updates.

Firc Mams*
Hangrific®
sophes
O H
Midale Mamee
Company Mare
a
1ol Treaned Agany
wimh Mame®
Dizarimes
TrenskRier =
=nanoes
Contact Infermation
gimall & Face spuimbict
acsuat Egallcom
Fhone Hamber®
Fhane Ext
1125 1130 234
Becdrean 1 TipCode "
101 Transit 45
Eesdress TIp Ext
iy # P Bow
Tranchils
Stabe
[
it m

7) Selecting Save will execute a validation script to ensure that all data entered matches pre-determined
rules (e.g., the PO Box field cannot contain any letters). Once the data is validated, the information is
saved and the Related Actions page displays. The system will briefly display (within the header area
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of the Related Actions page) a message that the Action Completed Successfully, indicating that all of
changes were accepted.

5.1.2 Related Action: Set Security Questions/Answers

New user accounts are automatically assigned a Task to set up an initial set of Security Questions and
Answers (Q&As) to ensure the security of the account and to provide a mechanism to re-establish access
when lost due to a lockout, etc. To begin that process, the user must be assigned a Task to Set Security
Q&As.

A few rules apply to the setting of Security Q&As:

a) All users can set up and manage three (3) security questions through the Manage Security
Questions page.

b) Questions must be selected from an FTA approved list and 3 distinct questions must be selected.

c) Answers must contain at least three (3) characters and cannot be used for more than one
question.

d) Users must correctly answer their existing questions to change them.

e) Users have three (3) attempts within a calendar day to answer their security questions correctly
before they are locked out of the action.

f) Users cannot see the Manage Security Questions page on any other user’s account.

g) Users will receive an automated email notification any time their questions have been updated.
To being the process of setting one’s own security questions:
1) Locate the User Profile through either the User Settings page or the Manage Users page.
2) Select Related Actions

3) Click Manage Security Questions

4) The Manage Security Questions page displays, providing three areas for the user to select from a
dropdown of questions and to enter their own answers to those questions.

Manage Security Questions

Queatian 1 *

Anawmr® Ariype dnemer =
Questkin 2 °
Anawer® Bty Ansmer
CJUCELRn 5
Anawer® Rty Answer®
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5) Select the question for each of the three security questions and enter the appropriate answer.

Manage Security Questions

ST A SN TR R T i e The LTS 217 B e e SR TSN 7T I R T I TEETE PSR RN TTTT S IROATT 30 ASE O T ST,
QJuestian 1%

Wl wnra ez e ol sua fiesl pad? -
Anuwar® Ruriypu Anumer ®

ko o
Cuearian ¥

Wil i s s -
Answar® REiyge inseer ©

Hals hhiln
Queschan 30

I=odisk ity 2kt pour parants mes? -
Enawer® Refype Answmer ®

healizk [EHITH S

SUBKIT

6) When all three questions have been selected and answers provided, click Submit.

Manage Security Questions

Skt AV VRN TR (3 T it Theer L rmione £1m e e e e TSN S IRy AT THETL PTG MO T T TROATT 20 AT A

Juestian 1 *

Wil wars ez ek ul sua Gead e

Anawuer® AwiyEw Ansmer *
ko Ieo
Cluearian @ ¢
Wl s s il s s L -
Anawns® Ariype Anwmer ®
Hala hia
duesthan 3=

It ity ke o peran msf?

Anawer? Retype dnsmer

kel k Rtk

SUBKIT

7) The Tasks tab will display with the just completed Set Security Q&As task being cleared from the page.

5.1.3 Related Action: Manage Security Questions/Answers

FACES provides for a set of questions to add security to some of its functions. Three security questions, as
set by the users themselves, are required to complete specialized actions

To begin the process of managing one’s security questions:
1) Locate the User Profile through either the User Settings page or the Records page.

2) Select Related Actions.
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3) Click Manage Security Questions from the Related Actions page.

Tranait'-F'.ider, Sophia (transit.user@fake.com)

LU HEZ Ik SRS FEACY BT oz amors

+ Edlt Praflle
Fiik Proeiim

b f g seurity Quastions
EE R X0 7 ST DTG

& Fanag

S an i ey P

4) If there are existing security questions associated with the user profile, the Answer Existing Security
Questions page displays. This page presents three questions and gives the user three attempts (within
a 24-hour period) to answer them correctly.

Answer EXisting Security Questions

a1 Alreety TTas oAU TURT S I H EmaaTabd | B chan s e L v o BRAT, Yl e R ey ARyl R e gueinne. i R nas 3 sfterpiewihin s 74 hoorwindsw races B paur oenrte Fepn hew
IoAErn == BN AT TR T, PP St s W T
Cueslion 1

el e nAme 0 grar I pai?

ANSWET ©

Queslion T
o wes e masz ofyour Arstcrd

Anwwer *

Quastion 3
Wil § i FracdlE eparls Ly

Anawer

AN | m

5) Enter the appropriate information and click Submit.
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Answer Existing Security Questions
torppten (e amosers oo wour securtty cusad o pheane corract Hhe e o Denk

Quesliun 1

bimat was The neme ol el pe?

Alsmit "

Mo slrascdy Sas e semur by puastiare st op B waoid Bea bo changs @aorquest o o s, o mis | et comracthy s poor adedep quediara Yaohass 1 stiemphs wthna 30 Poorainzos bz ey yooe Henbiby, Byou bes

L

Quasbon 2
ik v the makes of gour Tist care

Anvmer

I Creay

Questan 3
W=l o -t b ot nasme

Anseer ©

B

TANCEL

6) If the information entered for each question is incorrect, the answers to all questions is removed and

a prompt displays to alert the user that they have not entered correct answers.

ATy [L=cginin |4 JEIT B M MM

Answer Existing Security Questions
i A i gl A P A

Qussban 1
Wimar was the neme af your it pet®

Anumer

Va1 mlrawty “aa® sRArty mesTie war e P s Bos i rhange i rqursione or srearr, vl e et eomacty aneser warendetine s Yo howe 3 shamzicoadhinoa M baoraindsas e Ty ps

r idam e Hyzumras

Questnn

Niml wars e make of poor Fresd car?

AGmit "

Quesbond
LS RS TRS 0 ) FE T EA T

Anvmer *

= OF T O YU SeoUry qUEST 07 ATEWEDS (= oo man You e 2 atheT poed ramaining

TANCEL

7) Click Cancel to abort the security questions page.
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Answer Existing Security Questions

wral ity =2 RS DIRTRTT A L B i e 7 g e P T SRART W7 TR ey AR e i e Vi how 2 TRammtnaithin s 0 R wonedeas o ese B weir ety Hpmi e
FEREOTon 1Fi e o L S T ST D PR enaenT e e ek
Questinn 1

Sk s the name af oo NTsLRes

Anvmer ©

Questan 2
Wi=at was tha make of paur frek car?

Allsmit *

Quesbon 3
Wb gz Tarecn e s ks L anm®

Anumer *

in= or mone of your sacurty quesi oo arewers = inoomari. Yo —ane 2 stbem po'=d remalning

Sun

8) The Related Actions page is again displayed.

9) If the information entered has been corrected for each question, click Submit once more.

T T QTS T——

Answer Existing Security Questions

“Fzan Al rearky hras merLry gerd o et . e aTanE | e i S nER ST [T O ATTARTT, BT T T T TR AR - ahd g D1 Vi b S el Bl m A b sl mebma bressehs pmr oenrg B opas hons
roterthe preawe b we irernirhy P esne e o pamincT e Hel Rese

Cumstiom 1

‘whatwee te name o nur s paft

JAroeoear
Tda

fuestion 3

Al vor | ow ndae o sl eard?
Haremeear

i_hews

Guuklion 3

whatls your o hs sports wam?
LT

B

CHRCEL m

10) Once the three answers have been verified, the user is presented with a fresh page within which to
enter either a fresh set of questions/answers or using one or more of the previous questions/answers
and adding more.
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Manage Security Questions

SR ] e v (AP RTINS, Th S0 S TR e S i S T 15 Rk YT SRR (VR nn T AT SN 0 MO T SnTA

Quesztizn 1%

| W was the rame cFyour Ak e

Bmewert ReType Answer ¥

fuezien 1*

i mas thz make of woar Tiess cars
B HESHPE Rl *
Questken 3°

W e o T o L 5 DTS TR

Earcwoar * Mitgpu Aneasr *

CamCEL

e

11) Click Cancel to abort the security questions page and return to the Related Actions page.

RIS Uwat Uda ks Lair iy Aalirs Mo m

Manage Security Questions

Sl N B hiven S E iy T TRAG A o cT R B I S IR ST 12 rirk yT4E SAPEST BP0 e TR ST S O T Tena

Quezicn 1%

| W was the rame cFpour Arsk et

Emewert Resype Answer *

fuezizn 1+

Wi mas thz make of woar Tiess cars
LT Hityp e Angasr
Questhen 3®

W b s T L 5 DTS DR

Ercwoar At ppe Anwasr ®

ComiEL
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12) If a previously used question is selected from the dropdown provided, an error message is raised that

warns the user that You can’t pick the same question twice.

T T . - -

Manage Security Questions

Sl anena [ s Le puanelora TIRo yumalbota L7 Dt woesc (o ool mannd Sald 00 2 U e S0t ool Pl TN Ukl paLt 7ol s d 7B 1R Lk Skl oilrow,
Questkin 1 ®
Wl ropcr recule soue by e

Anawar® Fatyps Aroovomr ™

questian2*

Wl waer e e ol poar Dl car?

Anuwers Rebype Armvwmr®

JQuestmn3*®

ek = o spacrite soocls taam?

Anawer* Rerype Breyer®

l oA G pick e &7 gurshicn Dwice.

FRAMCEL
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13) Click Submit to save any changes made to any of the questions/answers.

Note: | Only the first question was changed.

Manage Security Questions

Select and answer three (3) security questions. These questions can be used for authentication to un

Question 1*
Answer *
Question 2 *
Answer *
Question 3 *

Answer *

CANCEL

ock your account. Please note that i

Retype Answer *

Retype Answer *

Retype Answer *

r answers are not case sensitive.

14) The Related Actions page is again displayed.

5.1.4 Related Action: Reset Security Questions

If a user is unable to answer security questions to re-establish access due to a lockout, etc., security questions

can be reset by a System Administrator or through contacting the TrAMS Help Desk.

5.1.5 Related Action: Creating a PIN

Some user roles are required to have a personal identification number (PIN) to complete actions or tasks within
the system. These roles include the TrAMS Submitter, Attorney, Official, and Regional Administrator. Users that
have one or more of the PIN-based roles gain access to a new user profile Related Action to set their personal
four-digit PIN code. This Related Action will be shown as Manage PIN. Adding any of the PIN-based roles to
a user record will require that user to make use of a PIN code for certain actions that can only be performed

by those roles.

There are a few basic rules surrounding the use of PINs:

a) Users with PIN roles (TrAMS Submitter, Official, Attorney, Administrator) will have access to a

Manage PIN profile Related Action to create or change a PIN.

b) No user can see the Manage PIN profile Related Action on any other user’s account.

c) PINs must be 4-digit numeric codes (e.g., “1234").

d) To reset a PIN, a user must correctly enter their current PIN or correctly answer their Security

Questions.

e) Users have 3 attempts per calendar day to reset their PIN before they are locked out of the

action.
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f)  Users will receive an automated email notification any time their PIN has been updated. To

create the PIN code:
1) Locate the User Profile through either the User Settings page or the Records page.

2) Select Related Actions.
3) Click Manage PIN.

Summary User Details User Roles History Mews Related Actions

5- Edit Profile
Edit Profile

* Manage Security Questions
set or update account security questions

k Manage PIN
5et or update security PIN

4) First time users will see the New PIN field. Enter a four-digit PIN code. This is a required field.

Summary User Details User Roles History News Related Actions

Manage PIN
User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation. Connecticut Department Of (CONNDQT)

Set PIN

Enter New PIN *

Re-enter New PIN *

CANCEL SUBMIT

5) Select SUBMIT so save the PIN.

6) Select Cancel to return to the Related Actions page without saving any changes.
5.1.6 Related Action: Changing the PIN

Once the PIN has been created, a user may again select the Manage PIN function from the Related Action
page to change or re-set their personal four-digit PIN code.

To change the PIN code:

1) Locate the User Profile through either the User Settings page or the Manage Users page. Select
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Related Actions and then click Manage PIN.

5' Edit Profile
Edit Profile

* Manage Security Questions
Set or update account security questions

* Manage PIN
Set of update security PIN

Summary User Details User Roles History Mews Related Actions

2) The Manage PIN page will display, containing User Information as well as the roles to which the PIN

has been applied.
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Summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify Identity

In order to set a new PIN, you must verify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
current PIN or the answers to your security questions, please contact the Help Desk

Enter Current PIN

Answer Existing Security Questions
There are no security questions asscciated with your account.

Current PIN *

CANCEL SUBMIT

3) The user is provided with two separate mechanisms by which they can verify their identity. One
includes simply entering the PIN (if known). The other allows the user to verify their identify by
answering their security questions.

Summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya OrguUm Username arya.orgum@mailinator.com

Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify Identity

In order to set a new PIN, you must verify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
current PIN or the answers to your security questions, please contact the Help Desk.

© Enter Current PIN
Answer Existing Security Questions

Current PIN *

CANCEL SUBMIT

4) Select Answer Existing Security Questions by selecting the radio button next to that item. This will
cause the three questions to be presented for the user to enter the verified information.
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Verify Identity

ler to set a new PIN, you must verify your identity by entering your current PIN or by correctly answering your security gquestions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
rent PIN ar the answers to your security questions, please contact the Help Desk.

Enter Current PIN
@ Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *

Question 2

What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

SUBMIT

5) Click Cancel to abort the security questions page and return to the Related Actions page.
Verify Identity

In erder to set a new
current PIN or the an:

PIN, you must verify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
< to your security questions, please contact the Help Desk.

Enter Current PIN
@ Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *

Cisi

Question 2
What was the celor of your first car?

Answer *

Blue

Question 3
In what city did your parents meet?

Answer *

New York

SUBMIT

6) Complete the information and click Submit.
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Verify Identity

In order to set a new PIN, you must vel
current PIN or the answers to your secu

your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your
f questions, please contact the Help Desk.

Enter Current PIN
© Answer Existing Security Questions

Question 1
What was the name of your first pet?

Answer *

Cisi

Question 2
What was the celor of your first car?

Answer *

Blue

Question 3
In what city did your parents meet?

Answer *

New York

CANCEL ‘ SUBMIT

7) After entering all of the information for the security questions and clicking Submit, the user is
presented with the Update PIN page, allowing them to enter a new PIN to be associated with their
role(s).

Summary User Details User Roles History News Related Actions

Manage PIN

User Information
Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transpertation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN*

CANCEL SUBMIT

8) The user enters a new PIN and re-enters the same PIN for confirmation. If, however, the PIN is not
exactly four characters (not less, not more), an error message is raised that PIN must be a four-digit
numeric code.
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summary User Details User Roles History News Related Actions

Manage PIN
User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

AUpdate PIN

I PIN must be a 4-digit numeric code I

Enter New PIN *

Re-enter New PIN *

CANCEL SUBMIT

9) Correct the PIN and click Submit.

Manage PIN
User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type OQrganization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN *

CANCEL ‘ SUBMIT

10) The Related Actions page displays.

Note: | If the user cannot remember either their existing PIN or security question answers, the user must
contact the Help Desk for assistance.
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5.2 A Locked Account

FTA complies with U.S. DOT Information Technology (IT) Security guidelines. FACES uses several security
features to ensure that only valid and active users have access to the FTA platform. One of those features
is the User Lockout function. An automatic account lockout occurs after 60 days of user inactivity (i.e.
after 60 days of the user failing to log in to the FTA platform). The lockout also occurs when the user
is required to comply with an annual user recertification. Annual user recertification verifies that each
user has valid system access and the correct user roles. A user will be locked if the user is not
recertified during the recertification window. These security features apply to all software systems
that rely on FACES for access.

Users with locked accounts can still log onto the FTA platform but they will be unable to complete any
actions on their account or specific to their roles. The standard tabs (Manage Users, Reports, and
Actions) will contain a limited amount of data and security-related actions. For example, no tasks will
be available.

Locked users can unlock their accounts using one of two methods: (1) correctly answering their existing
security questions; or (2) submitting an unlock request. Both methods are available via a single action
on the Actions tab. It is preferred that all users attempt to self-unlock their accounts by answering
their previously setup security questions before submitting an unlock request; this is the quickest and
most efficient route to unlocking an account. However, if a user is locked due to recertification, the
user will not be able to use self-unlock to unlock his or her account. Once an account is unlocked,
the user’s access privileges will be fully restored.

5.2.1 Answer Security Questions

If the account is locked and security questions were previously set up, the user can attempt to unlock the
account by answer their security questions through the Unlock Account link on the Actions tab.

Note: See Related Action: Set Security Questions/Answers or Related Action: Manage Security
Questions/Answers for instructions on setting up Security Questions. User Security Questions
cannot be modified while the account is locked.

The user is allowed three (3) attempts per calendar day to correctly answer the security questions. Users
who have not set up security questions or who cannot remember the correct answers to their questions
must instead submit an unlock request.

To unlock the account via security questions:
1) Login to your account.

2) Click Unlock my Account.
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Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

B Your Account has been locked. Please click on "Unlock My Account” to uniock your account,

3) If Security Questions have already established, then click Answer Security Questions from the Unlock
Account page and then click Submit.

n @ Foderat Tonsit Adminisraion

Unlock Account

Please select an available option to unlock account.

Options *
Send a request to unlock your account

I °Answer5ecunty questions I

CANCEL SUBMIT

4) Provide the correct answers to the three previously established questions and click Submit.

Note: Answers are case insensitive.

HH
EH @ Fecera Transt Adminstotio

~~

Answer Existing Security Questions

You already have security questions set up. If you would like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window to verify your identity. If you have
forgotten the answers to your security questions, please contact the Help Desk.

Question 1
What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

CANCEL SUBMIT

5) Ifincorrect information was entered, a validation error message will display that indicates the number
of attempts remaining for the current calendar day. After three incorrect attempts, the user will
need to submit an unlock request. See section 5.2.2 to learn how to submit an unlock request.
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Answer Existing Security Questions

You already have security questions set up. If you would like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window to verify your identity. if you have
forgotten the answers to your security questions, please contact the Help Desk.

Question 1
What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

[ One or more of your security question answers is incorrect. You have 1 attempt(s) remaining. I

ES

6) If incorrect information was entered, all three answers will be erased regardless of which one of the
three answers was correct.

7) Enter the correct information and click Submit.

Answer Existing Security Questions

You already have security questions set up. If you would like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten the answers to your
security questions, please contact the Help Desk

Question 1
‘What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

CANCEL SUBMIT

8) A message indicating User Unlock Processing will display.
9) Click Refresh.

@ rocerat onst Adminstaro

Unlock In Progress

I This may take a few minutes to complete. You may log out and return shortly, or click Refresh to check if the process is completed. I

REFRESH

10) A message indicating Your Account has been unlocked will display.
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You account has been unlocked

Click here to go to homepage

11) User can Click the link to return to Home page.

12) An email will be auto-generated and sent to the user.

5.2.2 Submit Unlock Request

If a user has not set up security questions or cannot remember their answers, they can submit an unlock
request by selecting Unlock Account on the Actions tab. The unlock request is automatically routed to the
appropriate approvers (User Managers, Validation Analysts, LSMs, or GSMs). If an organization does not have
a User Manager or the locked user is the User Manager, the request will go to the next level approver. If
the user belongs to multiple organizations, the request will go to each of organization’s user management
chain.

To submit an unlock request:
1) Loginto FACES and Click Unlock My Account.

X

e Al I
Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

B Your Account has been locked. Please click on "Unlock My Account” te unlock your account,

2) Select the Send a Request to Unlock Your Account option, enter any comments pertinent to regaining
access, and then click Submit to finalize the action.
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Unlock Account

Please select an available option to unlock account.

Options *
© send a request to unlock your account

Answer security questions

Comment

s

CANCEL SUBMIT

3) A message indicating Unlock Request Successfully Submitted will display.
4) Click Close.

e Y-

Unlock Request Successfully Submitted

IA request to unlock your account was successfully submitted to your User Manager(s) or Local Security Manager(s). I

CLOSE

5) The request for the account unlock will automatically be routed to the appropriate approver(s).

Users are only allowed to submit one unlock request at a time. Once an unlock request has been submitted,
the user cannot self-unlock their account via security questions or submit a new unlock request After
submitting the unlock request, the User Manager, LSM, Validation Analyst, User Manager
Supervisor, FTA Signer or GSM (as appropriate) will receive an email notification to review the
submitted request. They can either approve or deny the request. The user will be notified via email of
either decision.

If the request is approved, the account will unlock and all previous permissions will be restored. If the
request is denied, the account will remain locked. The user will see the message below if they attempt to
submit another unlock request. If the account remains locked after 48 hours since the request was
submitted, the user should contact any of their assigned User Manager, Validation Analyst, LSM, or GSM
by clicking on the link.

Action Cannot Be Completed

You cannot access this action at this time. You have already submitted an unlock request and have reached the maximum number of attempts to unlock your account using your security questions. If more than 48 hours has passed since
your request was submitted, please reach out to one of your managers displayed below.

Click to Show Managers
CANCEL
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A list of the managers for the user will appear with information for all the user’s managers.

Show all managers &

Managers

adot Alternate Reporter

adot User Manager

anet User Manager

Bala SSOR Arizona user manager K

bala usermanager one

cta Developer

First Last

Action Cannot Be Completed

Managers for Primary Reporter

Email

virginia hager@hil.us

kevin.dekle@hil.us

danny.kim24@mailnator.com

bala.ssor.arizonausermanager@mailinator.c
om

bala.um1@mailinator.com

brian.anderson@hil.us

createnewuserssordevStesting@mailinator.c
om

System

SSOR

SSOR

SSOR

SSOR

SSOR

SSOR

SSOR

Access Control Group

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

SSOR Local Security Managers (LSMs)

Cost Center

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TS0)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

74000 - Office of Transit Safety and
Oversight (TSO)

You cannot access this action at this time. You have already submitted an unlock request and have reached the maximum number of attempts to unlock your account using your security questions. If more than 48 hours has passed since
your request was submitted, please reach out to one of your managers displayed below.

Organization

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)

4 - Colorado Public Utilities Commission
(COPUQ)

1 - Arizona Department of Transportation
(ADOT)

1 - Arizona Department of Transportation
(ADOT)
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6 User Management

6.1 User Management Responsibilities

User management responsibilities include user creation, role assignments, deactivation, reactivation, and
unlocking. Responsibilities vary somewhat by management level. At the lowest level, each organization
will have one or more users assigned to the User Manager role. FTA approval is required to obtain or
assign the User Manager role to any individual. The User Manager for an organization can perform the
following actions for users within their organization:

e Create and Manage Users

e  Edit user profile information

e Manage role documentation

e Deactivate and Reactivate users

e Unlock users

e Recertify users

FTA Global Security Managers (GSMs) can create and manage all other users within their system (e.g. TrAMS,
NTD, SSOR, DGS and CRM).

FTA Local Security Managers (LSMs) can manage all FTA users within their cost center, organization users
within any organization that belongs to their cost center, and external contractors. FTA LSMs can also
approve role requests from User Managers.

FTA Validation Analyst can only manage with FTA LSM roles users within their cost center, organization
users within any organization that belongs to their cost center, and external contractors. Validation Analyst
with LSM role can also approve role request from User Managers.

User Managers (UMs) can create, manage, and recertify users within their system.

Privileges User Manager | Validation Analyst

with LSM

izati Organization, FTA, .

Users authorized to Users in same Organization, FTA, ?nd & All users in
o contractor users in and contractor
manage organization . Platform System
same Cost Center users in same Cost

Responsibility User Manager @ Validation Analyst LSM GSM
Create New Users Yes Yes Yes Yes
Assign and remove Bulk No Yes Yes Yes
Approve role requests No Yes Yes Yes
Edit user profile Yes Yes Yes Yes
Manage role Yes Yes Yes Yes
Deactivate and Yes Yes Yes Yes
Reactivate users
Unlock users Yes Yes Yes Yes
Recertify users Yes Yes Yes Yes

The remainder of this section presents an overview of each of the user management activities and
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responsibilities.

6.2

User Creation

The following presents an overview of the six-step process required for creating a new user of any type:

Step 1: Select User Type {Organization, FTA, External)

Step 2: Select Username
(FTA usernames will be available to select. All other usernames must
be manually entered.

Step 3: Input User Details and Contact Information
(FTA user information will be prepopulated.)

Step 4: Add User Roles, Selecting Justification Documents as
Required

Step 5: Create User
(Creation process make take a minute to complete.)

There are explicit rules controlling user creation:

1)

2)
3)
4)
5)
6)

7)
8)
9)

Only users with the roles User Manager, Local Security Manager (LSM), and Global Security
Manager (GSM) are approved to create users using the Create and Manage Users action.

Users can only create user and add roles for which they have privileges.
Organizational User Managers can create other organizational users.
External User Managers can create other external users (e.g., DOL).
LSMs and GSMs can create users of any type.

When a username is entered to create a new user, the system will flag any user that already exists
and present the creator with the option of going to the Manage Roles action to add roles to that
existing user.

A user’s username must be a valid email address.
Name, contact, and business address information is required when creating a new user.
A user cannot be created unless at least one role is assigned to the user.

10) Some roles require justification documents and/or approval by users with higher privileges.

11) Only roles matching the new user’s type can be added to the user.

6.2.1 Action: Create and Manage Users
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User Managers, Supervisors, Validation Analyst, LSM, and GSMs have access to the Create and Manage
Users action. This action allows a new user of any type (Organization, FTA, and External) to be added
to the system, however, individual ability to create users of different types is restricted. The process for
creating organization and external users are slightly different from the process to create FTA users. The
two main processes will be described in separate subsections so that appropriate screenshots can be
shown.

To add a new user:

2) Login to the system as a user manager and click Create and Manage Users from the Actions tab.

= Ll [}
MANAGE USERS REPORTS HELP CENTER U (b SR ? -

o & &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload information for Multiple New Users

=] &
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests

&
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle

©
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

3) The user manager is presented with a short list of user types from which to select. Each type has its
own set of role limitations. Depending on the user manager’s privileges, the user type may be
preselected and locked. DOT Users as shown in the following screenshot.

4) Select the appropriate user type (as applicable) and then click Next.

Create and Manage Users

User Type =
FTa 5Ll
Organzaton User jep. Seoperd, Reporier)

Cxlerna User i DOL, DOT Rewieveer, Sodilor, Curdraclors

CANCEL |

5) The first information about a user required is their username, based on a valid email address. This is
a required field and will function as the user’s login. Email addresses should be provided in lowercase.
Each Username field must be unique and cannot be changed after creation. Validation checks will
confirm uniqueness before moving to the next step

April 20, 2021 70 Release4.5.0
FACES_User_Guide-5.5.0.docx Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

Create and Manage Users

Username

The username must be an email address.

BACK || CANCEL m

6) Enter an email address and tab forward.
7) If the email is rejected as invalid, the page will display an error message.

Create and Manage Users

Username

‘ userx@mailinatorcom ‘

The username must be an email address.

Username must be a valid email address. Emails can contain only lowercase letters, numbers, and periods. Emails must contain an @ followed by at least one period (.).

BACK || CANCEL NEXT

8) At any point in the Create and Manage Users process, the user may click Cancel to end the
process. On cancelling the Create and Manage Users process, no data entered for that user will be
retained.

You are about to cancel the Create User process. No data will be
saved. Are you sure you want to exit?

9) If the email is accepted as valid, the Next button will be activated, allowing selection.

Create and Manage Users

Username
userx@mailinator.com

The username must be an email address.

BACK || CANCEL NEXT

10) Click Next, launching the Create User page. The Username and Email fields will be pre-populated.
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Create and Manage Users

Basic Information

Username * Title®

userx@mailinator.com _

First Name * .
Honorific *

Middle Name
Company Name

Last Name *
Department

Contact Information

Email @* Fax Number

userx@mailinator.com _

Phone Number *
Phone Ext

Address 1 * Zip Code *

Address 2 Zip Ext

11) Enter the Basic Information for the following fields:
a) The username just entered displays in the Username field but cannot be changed.
b) Enter the user’s first name in the First Name field (35-character limit). This is a required field.
c) Enter the user’s middle name in the Middle Name field (35-character limit).

d) Enter the user’s last name in the Last Name field (35-character limit). This is a required field.
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e) Enter the user’s job title in the Title field. This is a required field.
f)  Enter an honorific for the user in the Honorific field. This is a required field (i.e., Mr., Ms.).

g) Enter the user’s company information in the Company Name field.

h) Enter the user’s department in the Department field.
i) System information is entered only by the Global Security Manager.
12) The Create User page also provides data fields for Contact Information:

a) The valid email address displays once more in the Email field. Again, the email address cannot be
altered or edited once the email has been accepted.

b) Enter the user’s work business phone number in the Work Phone field. This is a required field
(20-character limit).

c) Enter the user’s business phone number extension in the Phone Number Extension field
(10-character limit).

d) Enter the user’s business fax number in the Fax Number field (20-character limit).

e) Enter the first line of the user’s business address in the Address 1 field (60-character limit).

f) Enter the second line of the user’s business address in the Address 2 field (60-character limit).

g) Enter the city for the user’s business address in the City field (60-character limit; no numeric).

h) Select the state for the user’s business address from the dropdown menu provided under the
State field.

i) Enter the ZIP Code for the user’s business address in the ZIP Code field (5-character limit).

j) Enter the ZIP Code Extension for the user’s business address in the ZIP Code Extension field
(4-character limit).

k) If necessary, enter the associated Post Office Box in the PO Box field (35-character limit).

Note: PO Box is limited to numeric values and cannot contain alphabetical characters.

12) After all required details have been entered, click Next.

AIOTESRY L LPFERT

Cley* PO Box
Transitullle

Srate *

BACK || CAMCEL m
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13) The Manage Roles page displays. Click Add New Role.

Manage User Roles

User Information
Full Name TrAMS Global Viewer
Title Test User

User Type FTA

Add/Update User Roles

#  System Role Category Role

Local Security

oTrak Regi
ra =glon Manager (L5M)

Local Security
Manager (LSM)

2 TrAMS FTA Staff

3 TrAMS FTA Staff Director

+ADD NEW ROLE I

CANCEL

Access Control
Group

OTrak Region 2

Region 2

Office of
Administration

Organization

Cost Center

78100 - Region 1

(TRO-1)

61000 - Office of

the

Administrator

(TOA)

62000 - Office of
Administration

(TAD)

Username aana.globalviewer@deot.gov

Status Active

Justification Document

LA

Status

Approved

Approved

Approved

Comments e 0 ©
nDex
nE x
adding new role 8/16 0O F x

VIEW HISTORY

14) The role filters (System, Role Category, Cost Center, Organization) must be populated for the available roles
to display. For most User Managers, these filters will automatically populate, and the fields will be locked
on the screen. LSMs, Validation Analyst, and GSMs may need to select a Cost Center and Organization for

the ‘Available Roles’ to display.

15) Click the checkbox next to the role to select a role for the user. Only one (1) role can be selected at a time.
In the screenshot below, only roles available to TrAMS Recipients are listed. These roles will be granted only

for the Organization that is listed. Once the role is selected, then click Submit.
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Manage User Roles

User Information
Full Name TraMS Global Viewer
Title TestUser

User Type FTA

Add/Update User Roles

#  System Role Category Role

1 OTrak Region Local Security Manager (LSM)
2 TrAMS FTA Staff Local Security Manager (LSM)
3 TrAMS FTA Staff Director

4 | FACES ~ Global Users ~ | User Details Report Global Viewer =

+ADD NEW ROLE

Access Control
Group

OTrak Region 2

Region 2

Office of
Administration

Organization

Username aana.globalviewer@dot.gov

status Active

Cost Center

78100 - Region 1
(TRO-1)

61000 - Office of
the
Administrater
(TOA)

62000 - Office of
Administration
(TAD)

Justification
Document

N/A

N/A

N/A

Select Existing

& Upload

Status

Approved

Approved

Approved

Approved

Comments @ 0 ©
0@ x
0@ x

adding new role - 3

316 0Oz %
(] x
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16) The Manage Roles page will display with the updated user role(s) assigned.

Manage Roles

User Information
Full Mame M= Soghla A TransisRider
Title Analyst

User Type Crganization

ADD

Username ftransituser@fake.com

5tatus Mo Record

Uzer Ralas
Rile T Rode Calegory System Cosl Center Qrranizalion Dascument Status
Developer Hecipient TraM s F8300 - Region 3 G123 - On Time Transit Company [OTTC) A Approved
BACK

CREATE

17) If the role requires a justification or delegation of authority document, the Add Justification
Document section will display. In this case, select a pre-uploaded justification document or upload a
new one. This process is discussed in detail in Section 7.3.2.1.

Add/Update User Roles

Access Control

#  System Role Category Role Group

1 OTrak Region Local Security Manager (LSM) OTrak Region 2

2 TrAMS FTA Staff Local Security Manager (LSM) Region 2

3 TrAMS FTA Staff Director Ofﬁc? .nf 5
Administration

4 | FACES v Global Users = User Details Report Glebal Viewer = -

Organization

Cost Center

78100 - Region 1
(TRO-1)

61000 - Office of
the
Administrator
(TOA)

62000 - Office of
Administration
(TAD)

Justification
Document

N/A

N/A

N/A

= Select Existing

/ e

Status Comments 9 o o
Approved 0O Z %
Approved r_l Z x
Approved adding new role B @

P! 3116 0L x
Approved r_l =

(#4) Add Document For Selected Role

System
FACES

Cost Center

Document *
UPLOAD | [, Dropfile here

Document Name *

255 characters left

CANCEL

Description *

4000 characters left

Organization

d

UPLOAD DOCUMENT
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18) When all roles have been added, click Submit to complete user setup.

Add/Update User Roles

Access Control

Administration

4 | FACES ~| Global Users ~  User Details Report Glebal Viewer ~ -

+ ADD NEW ROLE

#  Syst Role Cat: Rol [o] izati
ystem ole Category ole Group rganization

1 OTrak Region Local Security Manager (LSM) OTrak Region 2

2 TrAMS FTA Staff Local Security Manager (LSM) Region2

3 Trams FTA Staff Director il

Justification

Cost Center Status Comments 9 0 o
Document
78100 - Region 1
&
[TRO1) N/A Approved 0 ®
61000 - Office of
the 9
&
Administrator A Approved D L x
(ToA)
62000 - Office of adding new role
Administration N/A Approved a6 E El Z =
(TAD) = e
Justification % Approved ) x

VIEW HISTORY SUBMIT

19) A User Creation in Progress page will display. You can click Close to leave the screen without impacting
the user creation process. If you want to verify that the user record is created, wait about a minute

and then click Refresh.

User Creation In Progress

CLOSE I

Thee et ™s clala is being processed, 10 may Lake a Tew minutes Tor gll Changes [0 appear an
minute tz confirm that the user has been created. Clhick the *Close’ button to go back to the Actions tab.

T wrser s record. Click the "Refresh’ Button alter a

REFRESH

20) The User Successfully Created page displays with the user’s summary information. You can click the
link below the user’s last name to go directly to the user’s profile.

User Successfully Created

LB UL Lans flees Lezeqy senl Lo the uzer wia 2ma:

Username Dransil user@lake oom
First Mame Sophia
Middle Mame =

Last Marme Tramsi.Rider

——

(CiCk hers to access the user's record.

Title Analyst
Homorific A=
Company Name | acal Transit Agency

System Trans
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21) Click Close to return to the Actions page instead.

User Successfully Created

agin Instrurtians hawe heen seat to this wser va emall,

Userpname fransituseri@fake com Title Analyst
First Mame Sophia Honarifie .
Middle Mame A Campany Mame | ocal Transis Agancy
Last Mame Transit-Rider Syatem Trads
Click hers to ACCess the user's recnrd

22) The user will receive two (2) automatic emails alerting them to the account setup. The first email is a
default email from the underlying software (Appian), with a link to the login page, their username,
and an initial/temporary password. The second email will contain information about the FTA platform
and the roles the user has been assigned.

Date: Mon, Mov 13, 2017 at 11:05 PM
Subject: Appian account creation
To:

Dear Sophia Transit-Rider.

Your Appian account has been created by your administrator: FACES Administrator. Your usermname and
temporary password are below

Username: fransit. usenifake com
Temporary Password: VD7 _LUNY&*Jg/, =NE_ KR 7

To log in with your temporary password, navigate to hllps (ffaces fia dol gov
You will be asked lo select a new password when you log in
If you have any questions, please contact your administrator

Thank you,
Appian

This message has béeen senl by Appian
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From: FACES System Administrator
Subject: New Account Created on FTA Platform

Dear Sophia Transit-Rider,

A new user account has been created for you on the Federal Transit Administration's (FTAs)
FACES Platform. This account provides you access to the Transit Award Management System
(TrAMS).

You should have received an email from Appian, the underlying software system, with your
username and your temparary password.

The following roles have been requested for your account:

Role Application  Organization Status

Developer  TrAMS On Time Transit Company (OTTC})  Approved

To log in to your account, go to https://faces fta. dot.gov/suite. If you are unable to log in, contact
your organization User Manager or FTA Regional Office.

Please do not reply to this email. This is an automated message.

79

Release %5.0

Unclassified - For Official Use Only



Federal Transit Administration 2

FACES User Guide

6.2.2 Action: Assign Bulk Roles

If more than one user or external user needs to be assigned to a new user role, the User Manager, LSM, or
GSM may bulk assign user roles through this action. The assignment process will provide validations and
will only allow users to be assigned to roles that are valid for them. This action is useful when paired with
the Create Multiple Users form or any other time where many users must be assigned to new roles.

To assign bulk roles at once:

1) Click the Assign Bulk Roles from the Actions tab.

& il o
MANAGE USERS REPORTS HELP CENTER Wy LA O

& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload information for Multiple New Users
=] &
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests
& @
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle
@ 4,»
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

2) The Assign Bulk Roles page displays a yellow banner that requires the user to click PROCEED.

Assign Bulk Roles
This action will affect System performance when submitted during business hours. Click proceed to continue.

*System  TrAMS - *Role Category = Select g Role Category A

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid. you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

# User Role 2:?:; Control QOrganization Cost Center Justification Document Comments. e @

No items available

CANCEL
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3) The Assign Bulk Roles page displays the available users to assign new roles based on the user
assigning the roles, and the users to be assigned to a role.

Assign Bulk Roles

* System € ] T - *Role Category =~ Salscr 5 FRole Catege - RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, dick on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 308 roles can be assigned.

Access Control
Group

#  User Role QOrganization Cost Center Justification Document Comments 9 @

No items available

CANCEL

4) The Assign Bulk Roles is displayed a short list of user roles from the Role Category. Select the relevant
user role category for which the users will be assigned from.

Assign Bulk Roles

® System  TrAMS - *Role Category : ] hd RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as 2
been added to the grid. you may select a single role or muitiple roles for each group of users. A ma;

v, To create another group, click on Add User again. When all users have

System Administrator

Global Users
FTA Staff
# User Role gccasscontru\ Organization ment Comments e o
roup Recipient
DoL

Contractors

Auditors

CANCEL

5) Once the role category is selected, the user manager can add users clicking on the link “Add user”.
Multiple users may be added as a group by typing the username one after other. When all users
have been added to the grid, you may select a single role or multiple roles for each group of users.
To create another set of users, click on Add User again.
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Assign Bulk Roles

® System  TrAMS - * Role Category Recipient hd RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When alf users have
been added ta the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

Access Control

#  User Role Group Organization Cost Center Justification Document Comments e ©
1 [ setect an active us . - NAA 0 x
+ADD USER

CANCEL NEXT

6) The logged in user is given an option to copy the same set of role combination in a new row and
can add more roles or organizations in addition to the copied set. After that he can select the users
in user column like step 4

Assign Bulk Roles

® System  TrAMS - *Role Category Recipient = RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single rofe or multiple roles for each group of users. A maximum of 300 roles can be assigned.

#  User Role gi::sp! Control Organization Cost Center Justification Document Comments e ©

Jon Test (test.userd3@mailinator.c... %

1 Jon Bon (testfilteruseri@mailinat... % User Manager = Region3 - ot 3 Organizat N/A rj »®

+ ADD USER

CANCEL NEXT

7) The logged in user will have the option to cancel this process at any time by pressing the cancel
button in the lower left-hand corner of the screen.
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Assign Bulk Roles

® System  TrAMS - *Role Category Recipient b RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

Access Control

#  User Role Group Organization Cost Center Justification Document Comments 9 ©
Jon Test (test.userd3@mailinator.c... %
1 Jon Bon (test.filteruseri@mailinat... % User Manager = Region3 - 3nizat: N/A rj »®

+ ADD USER

CANCEL NEXT

8) Once the logged in user has added all users to be assigned new roles, click the Next button to
navigate to the Confirm Bulk Role Assighment page.

Assign Bulk Roles

® System  TrAMS - *Role Category Recipient = RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid, you may select a single role or multiple roles for each group of users. A maximum of 300 roles can be assigned.

#  User Role :i:zsps Control Organization Cost Center Justification Document Comments 9 ©

Jon Test (test.userd3@mailinator.c... %

1 Jon Bon (test.filteruseri@mailinat... % User Manager = Region3 - 3nizat: N/A rj »®

+ ADD USER
e -

9) On the Confirm Bulk Role Assignment page, the logged in user will be able to confirm the bulk
assignments. Should a user be assigned a role that they are not supposed to be assigned to, the user
manager can go back to the Assign Bulk Roles page and remove any necessary users or roles by
clicking the Back button.

Confirm Bulk Role Assignment
Seniem Username | Fole Catngeey Tobe Rcoess Conirod Graep Crgarigagan s Camier
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10) If necessary, the Confirm Bulk Role Assignment page will prompt the user manager to upload a
justification document to be attached for confirming the roles. Click the Upload button to select a
single justification document to upload for all roles.

Assign Bulk Roles

* System  TrAMS - *Role Category ~ Recipient - RESET

Instructions: Users can be added by clicking on Add User below. Multiple users may be added as a group by typing the user name one after the other. To create another group, click on Add User again. When all users have
been added to the grid. you may select a single role or muitiple roles for each group of users. A maximum of 300 roles can be assigned.

Access Control

#  User Role Group Organization Cost Center Justification Document ~ Comments e ©0
Jon Test (testusera3@mailinator.c... % .
1397 - District Of Columbia. Gover... % 78300 -
Jon Bon (test filteruseri@mailinat... 3 User Manager « Region3 - Region 3 rj o
(TRO-3) : :

+ ADD USER /

CANCEL NEXT

11) After clicking the Upload button, select the document that you wish to upload in the Windows file
browser and click open.

P

4N > This PC » Documents » FACES Samples w | @ Search FACES Samples 0

Organize + Mew folder ==~ M @

) MNarme Date modified Type Size

5+ Quick access

[J=| PPD-BlankDoc 7/26/ Microsoft Word D... 12 KB
[ Desktop . " 5 y
1'} Sample-Document 8/2/2019 3:23 PM Microsoft Word D... 0 KEI
¥ Downloads [ Sample-Document-2 8/2/2019 3:24 PM Microsoft Word D... 0 KB
& Decuments 33 Sample-Document-3 8/2/2019 3:24 PM Microsoft Word D... 0 KB
&= Pictures
[ L e "
File name: |New Microsoft Word Document v| All Files ~

12) After selecting the justification document to upload, the user manager may delete that document
upload and select again by hovering over the document icon and pressing the below displayed icon.

Document ®
ample-Document
DOCX -<1 KB

13) After the upload is finished, the user manager will have to give a title and brief description of the
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justification document before clicking the Upload Document button to finish the bulk role

Access Control
Group

#  User Role Organization Cost Center Justification Document ~ Comments o ©

Jon Test (test.userd3@mailinator.c... —am =c .
) 1397 - District Of Columbia, Gover... % ELD= 1= Select Bxisting
Jon Bon (test filteruser1@mailinat... % User Manager =  Region 3 - Region 3 0 =
(TRO-3) & Upload

(#1) Add Document For Selected Role

System Cost Center Organization
TrAMS

Document * Description *

upLoaDp [}

Document Name *

i
255 characters left 4000 characters left

CANCEL UPLOAD DOCUMENT

assignment.

14) After clicking the Upload Document button, the request will be processed and the user manager
will be returned to the Actions page.

6.2.3 Action: Manage Role Documentation

Some roles require justification for their assignment to a specific user. The TrAMS Submitter, Attorney,
and Official roles require a Delegation of Authority letter from the agency’s CEO justifying the assignment
of the role to the specific user. Justification documentation can be uploaded in advance of role assignment
via the Manage Role Documentation action or uploaded at the time the role is added on the Manage
Roles form as shown in section 7.2.1,and 7.3.2,. At the time of upload, documentation is tagged to the
user’s organization. During role assighment, the document is then tagged to the specific role and the
specific user. A single document can be used for any combination of roles and users (presuming these roles
and user are mentioned within the document).

To upload role documentation in advance of role assignment:

1) Select Manage Role Documentation from the Actions tab.
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- Federct Vomst Adminsiaton
MANAGE USERS REPORTS ~  HELP CENTER S O It =
& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Uplead information for Multiple New Users
=] &
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remave Roles in Bulk Approve or Reject Role Requests
& (]
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations. Manage User Role Certification Cycle
[<a) ©
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements
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2) The Manage Role Documentation page displays showing available role documents. User Managers
canview, add, or delete documents for their organization(s). Validation Analyst and LSMs can view, add
or delete documents for their Cost Center(s) and any organization(s) within their Cost Center(s).

Manage Role Documentation

System  TrAMS

- Organization

Access Control | Region 3

Cost Center 73300 - Region 3

Group

Document Name 1 Description Access Control Group Cost Center Organization Uploaded Date  Uploaded By
Justification Justification Region 3 M/A M/A 11/13/2020 faces.admin@test.com
justification Jjustification Region 3 N/A N/A 11/13/2020  faces.admin@test.com
Role Approval Doc Test Region 3 78300 - Region 3 1402 - Baltimare, City Of (BALTIMORE CITY) 5/1/201¢  ahmed.khan
role change doc Region 3 78300 - Region 3 1396 - Transportation. Delaware Department OF 2/4/2020  ahmed.khan
= (DELDOT)
Sample Sample Region 3 78300 - Region 3 :h:?;; rat=portioniManiand Deparapentof 1/8/2016  lesie.smith
1-50f11 >
3) To download a copy of a document, simply click the document name link.
Manage Role Documentation

System  TrAMS - Organization
Access Control | Region3 . Cost Center 73300 - Region 3

Group

ADD

Document Name Description Access Control Group Cost Center QOrganization Uploaded Date  Uploaded By

Justification Region 3 NiA NIA 11/13/2020  faces.admin@test.com
justification justification Region 3 N/A NIA 11/13/2020  faces.admin@test.com

Role Approval Doc Test Region 3 78300 - Region 3 1402 - Baltimore, City Of (BALTIMORE CITY) 5/1/2019  ahmed.khan

role change doc Region 3 78300 - Region 3 :ssf[j—g;?nsportat\on. Delaware Department OF 2/4/2020  ahmed.khan

Sample Sample Region 3 78300 - Region 3 (“I\:?L\) a=noittioniMaand Deparipentnh 1/8/2019  lesie.smith

1-50f11 >
CLOSE
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4) To view a list of user roles and user tied to an existing document, click the checkbox next to the
document record. Beneath the document grid a list of justified roles will display. Click a specific role
name to show all users with that role.

Dogurment ALcess Contral Upleaged

Hame [ Description Group Lo Cenker v panization R Uploaded By
Fake Do TriaMs Repicn 3 "R:‘rn'_ 'I_d o M_'"" 'IH-W'_ . 117572015 tares,sysac T halafmallnarsr eom
: Repgion I corparaticn, Thedk
- — TECO- 1324 - Courty OF Chamung I ~,
et tasts, "EhAS Replon 2 Lo : - - ! 102D Bruce Hawans 12345
* - Repion 2 CCHERL NG TS - -
- TECO0- 1324 - Courty OF Chamung S .
— - 15 ReRlc l ' IBZZ2N0  Bruce Hawns |23
t tastE RS Reglon 2 Region 2 {CHEMUNG T ZZEND BruceHaaans 2345
Jusnifled Roles 1 Justifled Users
B Jser Baragen petar i

sunle trarmsam

5) To upload a new document Click Add.

Manage Role Documentation

sysmam  TisME - Drganizatlon Dol s Coranlann
Ageess Cantral  Trabds Ragion 2 - Coost Center  SULLL - Bogon 2
GIOUR
ADD
= r Ji
dmcumant | Descrpticn Aczess Coniral Cost Copter drganization Uploaced Uploaded 8y
Marme Group Date
FRIND - 214 - M Jor i . f "
Dacl Fake Cac Tréks Aepion 2 =:y:r.-'| 4 -Llr\-l':r-'.::l:'il _:T"ll :l_r|1!|r'| i 117572018 Tapes.symadmiv. balagrailingorcom
- TR0 1224 = ety 27 Cherung . -
eSS eSS BRI Ao 3 , R ' WIHNIE Bruce Faaking! 7345
# el 2 {ZHERILING CMTY ;
AL i I TR T "
LSl esl rabis Repion 2 4:;::.":| 4 :1j|-|:r ::;:_J.-_I, .:_Jr\._‘-” Herng W222NE Druce baakired 2225
CLOsL
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6) The Add Document section will display beneath the list of available documents. Click Upload to
browse for one or more documents to add to the document repository.

g = R - TEHN - 1924 - Doty OF Chamurng P S
wsté tosk AR5 Riog ar 3 Reglcn 2 (THERURS C4T) TWENIS Braco Hawking 3545
Add Document
SyRTam * Access Control Graup organlzatian
Document * Description ®
urLcen | Oy o
Docurment Harme*
1S5 characters lef TEK) ChdreL s el

CAMLEL UPLOALD DDCUMERNT

| CLOEE

7) Using the Windows browse function, find and click the document to upload. Then click Open.

'€ Open ==

Cirganize + Meevs Tolder s ) :_. ﬂ

¢ Favorites = Documents library
r B Desktop Ingliades: £ bcatuans
¥ Downloads
H Recert Places |2

Mame= Dete modifeed Type Size

Cisstam Cifice Templates 127518 11240 ARA File Polader

Ielicrosoft Word D 12 KB

5 Libraries 3| Sermiple Document. docc 127272015 11-37

%] Docurments
_|I Muigic
B Fictures

H Wadeos

A Palencia, Chaistina
i3 Contacts
[eskiop
i Desktop
& Dowenloads
{r Favories -

File name:  Sarmple Document.doo: - |-‘7I-|| Files 7.7} =

@;\;J"I = ¢ Libresies b Doouments k - 1;"I Search Dipcwments 2]

Ea
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8) The selected document will upload.

9) To select a different document, hover over the document file name and click the “X” that displays.

You can then click Upload to choose a new document.

DOCX - 11.58 KB

Documen
® samfle Document 3

10) If the user is a User Manager for a single organization, the System, Access Control Group, Cost
Center, and Organization fields will be assigned by default to the user’s organization. Validation

Analyst, LSMs and GSMs may need to populate some of these fields.

Add Document

System * Lcoess Contral Group

TraMs *  TrAMSI R=Elon 2

Cast Centar

FHEID - Hepjon 2

Decumant
Sample Document
DOCE - 1M.03 KB
Document Mame *
Sampla i

247 charader s lefl

CAMCEL
CLOSE

Sarmple DoCumentation

A5B0 crraraciers e,

UPFLOAD DOCUMEMT
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11) This page requires descriptive information to be entered to make the document accessible to other
users and to explain the document contents.

i) Document Name: A clear document name is essential for other users to know what the
document’s purpose and coverage. Document names cannot exceed 255 characters.

ii) A description that provides even more details about the document’s intent, content, etc., is
also advisable. Descriptions cannot exceed 4000 characters.

Once the information for the document is finalized, click Upload Document.

Add Document
Eystam * Accass Control Group Organization

T 3 Brsh - t X -

Dacument Doscription T

Sample Document
MOCK - 11.19 K&

Dacumant Mamea *

e o o oo 3 1 000 tharaciers lefi

| CAMCEL LIPLOwD OCUMENT

12) The document is added to the list of available documents with its Document Name, Description,
Access Control Group, Cost Center, Organization, Upload Date, and the UserID of the person who
uploaded it.

Manage Role Documentation

SYSTEM Celsola il - arganization
hecess Control k : -
Groaup
ADC
(&5 el . . . Uplaadled
SRUTIEIR O pestrigtion Access Cantrol Group CostCenter  Oepanization BRSTEY Uploaded By
Farne (IR
Cilliar i T Walidatian s TULLE - Kanchesler Trans . .
4 TR LT sunnie e e
1 Akt Aepiea 1 Sutnity (ATA] TUMES2ETS urrig. ks
12 - . THACO - 07 - Transportatlcn, Aark - -
oA el e DRI CTrak Reelan - 7HICH ! anspartelen, farda PRI Fares sustemadinin steo e 2o
(il Fepicn 4 Diepartment 2 (FOOF Dus DT
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13) To remove a document from the system, the user simply highlights the document to be removed by
selecting the check box associated with it and clicking Delete. Users can only delete documents that
have not yet been selected to support user role assignment. Only one document can be deleted at a

time.
Manage Role Documentation
System e Geane - organization
Bocess Camtral  Soecr s Senos -
Groug
DELETE
Documart i § § N I Uplozded
. | Description fccess Contral Graup Cost Center  Organization s Uploaded By
Hlizn [MNTE Ya daban TE1 - TODE - Marebesker Trarsi A
23 TR0 surnimntigEmandat g
12 Aty Ragian 1 Aurkary BT ISR | ST =R
1201 ok - TELE 001 - Tranzpaimaton, Flarldz - -
] 20 roe doc aTrak Fasan 4 1250010 faces systemadml EO AT Y
8 des STrak Feaan Ragion 2 Department O FLSRIDS DOT; W2LACI  Taces systemadmin s or3anact Rey
Lailey (WTD walitaticn TE1O - TR - Connectiow: Degartment .
2 . THTE0IY surniznlgpsmidol gay
< Aratpntl Ragin 1 of Trarsparkation (COOT] ! prnie lsgsn gl

14) A dialog box displays that requires the user to confirm the deletion.

Are you sure you want to delete the selected data?

NO YES

15) Click Yes to delete the document. Click No to cancel.
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o/

16) Once a document is deleted, the screen will refresh and the remaining documentation displays on the

Manage Role Documentation page.

17) If no further documentation needs to be uploaded or removed, click Close to return to the Actions

tab.

Systocm Trakis

Manage Role Documentation

- Organization

Agcess Contrel  TrakE Regian 2

Graup
ano
Cacument -
Description
Mama ! F
Leacl Fase Do
Lusil sl

Apcess Cantro
GraLp

TiakeS Region 2

Tk degion 2

Trakds degion 2

Cost Center

ER LY

.
R tr 3

S0

Regan ?

THEO] -

Regan 2

Cast Center

Organizatan

1414 - Mevs [ersey Transit
Carpneation, The (MTCY

1424 - Counly O Chermung,
ICHERLIKG CNT

1524 - Counly OF Chemunyg
{CHEMLIKG CHT)

THEH - Region 2

Ugploaded

Nata Uplaaded By

D207 laces sezadmin balagumailingior om

TWEAETY Hruce HavakinsT 2234t

10222079 HruceHavaking1 2345

6.2.4 Action: Create Multiple Users

If more than one organization or external user needs to be created, the User Manager, Validation Analyst,
LSM, or GSM may bulk load their profile information into the system through the use of a Microsoft Excel
file. Afile template is provided by the system and must be used. FTA users cannot be uploaded through this
action. The upload process will perform data validations and will only upload users that pass all
validations. This action is useful when new organizations are added to your system and many users need
to be imported at once. At this time, user roles must be added separately using the standard Manage

Roles form.
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To upload multiple user information at once:

1) Click the Create Multiple Users from the Actions tab.

[C3 il (3]

MANAGE USERS REPORTS HELP CENTER User Management ~

& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload Information for Multiple New Users
= &x
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk

Approve or Reject Role Requests

]
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edlt Access Control Groups and Manage Organizations Manage User Role Certification Cycle
& Ll
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

2) Download the user information template by clicking the hyperlink that says Template.

Create Multiple Users

Mew user mformation [names, address

shone numaers) tan e vploaded for muitiple users 51 3 bme, Onge user information s upioaded, mew
di

=ing the

10 Actions tab. User rales will b ford at that time

e [k b dioeedoad the template. Add data for each new user. For *Usor Type®, enter *Organeeation” for TeAMS Reopientor NTD Aeporter

he template must b saved with an "sx” extension.
[+) show Instructions

Upload User Data *

UPLOAD _‘i

Upload your completad "oxizx” file here,

CANCEL SUBMIT

3) The template will contain the follow fields for user data. Almost all fields are required. In the template
for each user provide the following details for each new user:
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Field Required Data Entry Rules

User Type Yes Must be Organization, DOL, Auditor, or Contractor.

Email (username) | Yes Entry must be a valid email entered in all lowercase characters. This

First Name Yes Cannot contain any special characters (e.g. $) or numbers.

Last Name Yes Cannot contain any special characters (e.g. $) or numbers.

Title Yes Must not exceed 255 characters.

Honorific Yes Must be Mr., Mrs., Ms., or Dr. (periods required).

Office Phone Yes Must be formatted like a phone number (e.g., (555) 555-5555).

Number Cannot be just a 10-digit number (e.g. 5555555555).

Address 1 Yes Must begin with a street number (e.g., “1207 Maple St”) or a PO (e.g.,
“PO Box 412”).

Address 2 No

City Yes Cannot contain special characters (e.g. S) or numbers.

State or Territory | Yes Must be a verified 2-character US state or US territory abbreviation.

Zip Code (5 digits) | Yes Must be a 5-digit number. If the leading zeros are being stripped from
' xIsx' document, begin the zip code with an apostrophe (e.g. '01234).

Company No Must not exceed 255 characters.

Department No Must not exceed 255 characters.

4) The file must be saved with an “.xIsx” file extension. (A sample file with four users is shown below.)

A ] o E F (] H I 4 K
2 User Type Emall {usarnamin]  Flrst Mamie Last Mame Tilo Honorltic Otlce Phong NumBm Address 1 Addrpss 2 Chty State of Tarritory
3 Crganizathon [smithlgdake.com lahn amitth Analyst Rr. [1333123-1234 101 Minth 5t Transituilla IL
4 Crganization |s Jascica Smith analyzt Cr. 1333123 1234 101 Minth 5t Transituiliz IL
3 Crganization |smith3g o lemy Smith Analyst B, 101 Minth 5t Tranzitvillz 1L
& Crganization [smithdafake.com Jasia smiith Analy=t MArs. |1335123-1234 101 Minth 5t IL
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5) When the file ready to be uploaded, click Upload on the Create Multiple Users page to locate the

Excel (.xIsx) file.

Create Multiple Users

Mew user infarmation (narnoz, addrosses, phono nurmbar vl fior 1 @ timrse. Cinen user
users must be afivated wsing the “Craate He seraction or tab. be adoed at that time,
Download Template

Temphate

he ol : T 1 us@r. F P I f

The remolate must be zaned with an

{+} show instructions

Uplaad User Data *

CANCEL

SUBMIT

6) Use the Windows browser capabilities to locate the file to be uploaded. Click Open to add the file to
the system.
- G & v This PC » Desktop » FACES » New Users w rch ! Iser g -]
Organee = Mew folder ~ [h ﬂ
e Mame ) Diate ed Ti Size
# Cuick access
& OneDnve o
HE This PC Q: Sample Document 2.docx 71 AM  Microsoft Word [ 12 KB
_— = Q= Sample Document 3.docx 1 AM Microsoft Word [ 12 KB
. E - E Sample Document.docx 2952007 11 AM  Microsoft Word [ 12KB
B Hacuments g Sample New Ussrsxls = 511 Al Micross el i 12 KB
-‘f Downloads
i ki
File narme: Lﬁ-lfS_Template_BulHJsErUni{}ad Esceludss +| Al Files v

7) The file that was selected is listed on the upload page.

Upload User Data ®
ACS_Template_BulkUserUpload Excel
KLS® - 12.21 KB
Upload your completed “xlsx” file hera.
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8) Click Submit. This will begin the data upload and validation.

Create Multiple Users

e must be activated using the *Creato New Uses acon on the Acions tab. Lise =5 willl oo added at that time
Downlead Template
Template

Click the link to downdpad the tem
The temmplate mast be seved with an " xlsx” extension,

{+) show frnstroclions
Upload User Data ®

ACS Template_BulkUserUpload Excel
XLS% - 12.21 KD

Uptoad your completed " xlsx® file here

Aed mew

Wew user infarmation [names, sddresses. phone remiers) can be uploaded for muliple wsars st a tme, Onoe user Inforrnation is uphoa 2
4

. Akd data for each new user, For “User Tyipe®, enter “CrEanlzation” for TRAMS Redpiant or KTD Reporter Uses

CAMCEL SUBMIT

9) The Confirm Users page will open. The system will display the users in the file that can be uploaded
(New Users) and the users that have data issues (Users with Errors). For each user with issues, specific

error messages will be given to help correct the user data.

Confirm Users

MNew Users

The infarmation for the following users passed all validation checks. Click the “Submit™ button to create these user %
Username First Mame Last Name
[smith1 @ fake.com John Smith
fsmith2@fake.com Jessica Smith

Users with Errars

The information for the following users contair ar c pated a T
orrecied file, Click "Cancal™ to exit © 3ES
Username Errors
jsmith3@fake, Com Office Phone: Inpull is Requined
_.5I1'I|,h-\.::-"\-"fu.k|;' T f:l'.:,-': rput is required
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10) The user may:
a) Select Cancel to return to the Actions page. Click Yes.

You are about to exit this form. No users will be saved. Are you
sure you want to continue?

NO YES

b) Select Back to return to return to the previous page and select a new file. Click Yes.

Changes will be lost, are you sure you want to go back?

NO YES

c) Click Submit to confirm the users and complete the upload of all users that passed validation
checks. Only users that passed validation will have user records created.

jsrmith3@rake. com Qffice Phane: input 15 Required

jsmithA@fake.com Gty Ingaut is reguired

| CAMNCEL BACK SUBMIT

11) The Creating Users form will display. Click Refresh to see how many users have been created. The
process may take several minutes.

Creating Users

Orout of 2 users have been created, Plesse click refresh o see if the process is complets, Thiz may take & few mmutes
REFRESH
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12) Once the users have been added to the system, clicking Refresh will display the Users Created screen.
Click Close to return to the Actions tab.

Users Created

The following users have been created, These users will o= unable b log v untll adivated via the "Create Rew User” aftion on the Actions tab

Mew Users
Username First Mame Last Name
Emithl &take.com | amith
Jessica Smith

smilth2Elake.com

13) To finalize user setup, User Manager will need to locate each user to add user roles. Users will be
unable to login until roles are added. The same individual that uploaded the user data does not need
to be the person to activate the accounts. If multiple user managers exist for an organization, this
responsibility can be shared.

14) To locate a new user to finalize, go to the Create and Manage Users action.

] il
= : o User Management + O € federdt ronst Adminsiation

MANAGE USERS REPORTS HELP CENTER

= & &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload Information for Multiple New Users

&
Remove Bulk Roles
Remove Roles in Bulk

=
Recertify Users
Recertify User Role(s) for Active Users

Review Role Requests
Approve or Reject Role Requests

Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Refect Unfock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle

[=a) “H
Manage Role Documentation Manage System Announcements

Add or Remove Role Justification Documentation Manage System Announcements

15) Select the appropriate user type, enter the user’s username and click Next.
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Create and Manage Users

Uscr Type *
FTA S2alt
Drgarizalioen User je.w. kecipienl, Reporkes)

Exteraal User dep. RO 20T dremaees, guditar, Crateactor]

CANTEL

Create and Manage Users

Username

I |anedoedfakeemall.com |

The uzamame mLst be an emall aderess,

BALCK CAMCEL MEXT

16) A page will display a message that the user needs to be activated. You will be given the option to
navigate to Manage Roles for that user. Click Yes to proceed to Manage Roles.

Create and Manage Users

User Information
Full Name = Jane Doc Username .:-mﬂnr'l_"!ll.'l wrmmail.oom
Tite Analy=i Status Desciivaled

User Type  Organizacon

Tha wser reads to ke acoveted, Wiould wou Like o ma nege this usar's roles?

MO ([ CAMCEL
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17) Follow the standard process for adding roles to the user and then click Activate. The user will be
notified that their account has been established at this point.

6.2.5 Action: Remove Bulk Roles
If more than one user or external user’s user roles needs to be removed from the system, the System

Admin, Global Security Manager, Validation Analyst, LSM may remove user roles through this action. The
role removal process will provide validations and will only allow users to remove the user roles that are not

valid for them anymore.

To remove bulk roles at once:
1) Click the Remove Bulk Roles from the Actions tab.

e o} (i}
- Feders Transt Adminsraton
MANAGE USERS A REPORTS HELP CENTER ey (b e @ rocers
& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload information for Multiple New Users
& &
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests
& (]
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle
@ “
Manage Role Documentation Manage System Announcements
Add or Remove Role justification Documentation Manage System Announcements

2) The Remove Bulk Roles page displays the available users with existing roles they are assigned with
can be removed.

Remove Bulk Roles
fiers
b&-t-l-‘uﬂ dAgoeud Cantrald -
Greup
FEm——— st Cencer
Robs - Aive
B Fi "
List of Users
— T T B B P anke eatad s i
i oAb O o * - Y
ana Prive YT - i A ok I8 P A
T MRS | LA i T Y
i ] A 3 AL a
: : - ui & BO-d Lt R ¥ e Fid B
BF A BT s
T T i 3 1
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3) The user is provided with filters to narrow down specific users.

Remove Bulk Roles

Eole Catepary  Bevipsat ha AgeEas {antiol
&g
Coganizaticn 113 - Tramyperiabom, eitiogt Dyparirmeid Of [CONNDOT) B
- ! 3 CEM Ceniler
alr -
Ly

CLAR FHLTES

4) Once filters have been applied, the user can select multiple users by clicking anywhere on user record
row from the List of Users grid to see what roles they currently have; selected users are highlighted blue.

Clicking on a selected user record again will deselect that user.

Remove Bulk Roles
Ml COtEgETy  Reupess AL LER Cosnped =
Oreeg
Geganizaticn 3 - Tranyponaton, £ oz 1l CheparTer & {CONMDCT B Cosl Comdar  TH100 - B =
Ecle
[Tl
LAR PE FCE
List of Users
LhEriaime I :".:*'Iﬂu Iles fhﬂ“w:'ﬂ _r,ﬁ. Orjssization Mok Cicated Caalsy Modiled Date Ladl Logih Dals Lt
ks g Ceniwi
£ P & Pl X
] & i i i sk E b : . {2
B saiesms s : wrager 2 =
a ] i & Tl : _; '.-. Ry o z 7
i
H r A ¥ ¥
¥ - = -
A (L
i} £ ¥ 3 2o
SRR TE ST T (I Axtadi Tl '-'\-:'.'. ';-c: i 'I |='II . 1 ; ke &
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5) The user will have the option to cancel this process at any time by pressing the Cancel button in the
lower left-hand corner of the screen.

User Roles

B u=
[ ~]
B =«

6) The user can select multiple roles for multiple users by clicking anywhere on the rows from User Roles
grid to remove the roles from the system. Clicking on a selected user role again will deselect that user role.

Once the user has selected the users and user roles, click Next to navigate to the Confirm Role Removal
page.

User Roles

e aoo

7) On the Confirm Role Removal page, the user will be able to confirm the bulk role removal by clicking
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Confirm. The logged in user can navigate back to Remove Bulk Roles page by clicking the Back button if
the roles are not supposed to be removed or to remove some more roles. Clicking Cancel will not save
any changes and take you back to the Actions home page.

Confirm Role Removal

dem Uerrtane Aror i Cordicl Group Bebr Calmguey LI Dorpaniation Ll Canlen

8) Click on the Confirm button to confirm the changes and finish the Role removal process. The logged in
user will now navigate back to Actions page.

6.3Managing User Records

Once a user has been created, the User Manager can manage details for existing users in their
organization including: managing the users’ profiles, updating their roles/privileges, deactivating and
reactivating users, and unlocking user accounts.

1) Click on the Manage Users tab

2) On the Manage Users page, enter the search criteria to locate the user that requires any number of
changes and click the hyperlink for that user from the list presented. Partial text searches are
allowed.

+ & CREATE NEW USER + S CREATE MULTIPLE USERS

vReport Filter Criteria

System | Sclect an Applicatic hd Cost Center  Sclect Cost Cente v
Role Category  Sciecr role catego - User
Access Control  Select o zrour - Name
Group
Status Active

Organization @ Locked

Role o - Deactivated

Display individual Roles in Grid CLEAR FILTER(S)

3) The user record will open to the User Summary screen. Click Related Actions.
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Records  Users

WMATA, Submitter (wmata.submitter@fake.com)

Summary User Details User Roles History News Related Actions

llp Edit Profile
Edit Profile

? Manage Security Questions
set or update account security questions

? Manage PIN
Set or update security PIN
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4) From this page, the User Manager may Edit Profile, Manage User Roles, or Deactivate User. The
Reactivate User related action will show if the user is deactivated. Likewise, the Unlock User related
action will show if the user is locked and has submitted an unlock request.

Hecords Us

Transif:Rider, Sophia (transit.user@fake.com)
Summ aly Liser Details iser Rolas HISIory Mews

I'I, Edit Profile
EdIi Profile

3

k& Manage User Reles
Add or Debele user roles

L Deactivate User
Deactivate User Account

6.3.1 Related Action: Edit User Profile

Organization and external user profiles can be edited by the users’ management chains (User Manager,
LSM, or GSM). All profile fields, except for username and system, can be edited by a user manager. This
includes email addresses.

Note: | Organization and external users cannot edit their own email addresses. User managers are
cautioned to user email edits sparingly. Email edits are provided to prevent the need to create
new user accounts when business emails change and the user’s documented email is no longer
valid. Email edits should not be used for “convenience” reasons (e.g. a user prefers to receive
email at a personal account).

To edit a user’s profile:
1) Go to the user’s record and select Related Actions.

2) Click Edit Profile.

Sunnie, Arya (arya.sunnie@mailinator.com)
Summary User Details User Roles History MNews

,, Edit Profile
Edit Profile

* Manage User Roles
Add or Delete user roles

* Deactivate User
Deactivate User Account
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The Edit User Profile page will display all previously saved user information details in editable fields.

Edit User Profile

Basic Information

Contact Information
Email @*
arya.orgum@mailinator.com
Phone Number *
(123) 454-5456
Address 1*
1330 summerfield dr

Address 2

Username * Title *
arya.sunnie@mailinator.com um
First Name * .

Honorific *
| Aryal

Ms.

Middle Name

Company Name
Last Name *

Department

sunnie

Fax Number

Phone Ext

Zip Code *

20170

Zip Ext

3) Make any necessary changes. The same field validations that applied at the time of user creation will
still apply (e.g. checks for phone number format).

4) Click Save to update the user’s profile with the new and/or changed information. It may take a few

minutes for all information to save.

Edit User Profile

Basic Information
Username *
arya.sunnie@mailinator.com
First Name *

Arya

Middle Name

Last Name *

sunnie

Contact Infermation
Email ©*
arya.orgum@mailinator.com
Phone Number *

{123) 4545456
Address 1*

1330 summerfield dr

Address 2

City *

Herndon

State ®

DC

‘ CANCEL

Title *
um
Honorific *
Ms.

Company Name

Department

Fax Number

Phone Ext

Zip Code *
20170

Zip Ext

PO Box

5) Select Cancel to return to the Related Actions page without saving any changes.
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6) All changes should be visible on the User Details page. Additionally, an audit trail of all changes will
be added to the user’s History page.

6.3.2 Related Action: Manage User Roles

Once the user has been created, the User Manager, LSM, Validation Analyst or GSM can add or
remove roles to adjust a user’s access and permissions. Security rules govern which types of roles can be
added or removed from a user. User Managers can only add or remove roles for their own
organization(s). LMSs and Validation Analyst can only add roles within their Cost Centers. GSMs can
add or remove any role within their associated system. To assign roles to a user in multiple organizations
or across multiple systems, the User Managers from each organization will need to add the
corresponding roles. The appropriate GSMs or LSMs can be contacted to facilitate role assignment or
User Manager coordination. User roles can be added and deleted at the same time.

When adding/removing roles, note that users cannot have both Read Only and active roles in the same
organization (or Cost Center for FTA users).

For ease in explaining, additions and deletions are presented separately within this document.
6.3.2.1 AddRole

To add roles to a user:

1) Go to the user’s record and click Related Actions.

2) Click Manage User Roles.

Sunnie, Arya (arya.sunnie@mailinator.com)
Summary User Details User Roles Histary Mews

Edit Profile
Edit Profile

‘!F Manage User Roles
Add or Delete user roles

Deactivate User
Deactivate User Account

3) The Manage Roles page displays. Only roles that the user can manage are visible in the User Roles
table.
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Manage User Roles

User Information
Fll Naewe rs Joe Do Usermdme  brant o sos ST e smp 2 oom
Ticke Ti=ter SLatus SLlisc

Usar Typs Crgens s

Add/Update User Roles

. . Aoomes Cornrod - - -
r Symiem Role Category  Raole frganmaban Cost Cantar JushReatinn Donamant Srabus Cemmesas e ° @

Group

L3I0 - Ttioe o
Peugran

Cilce of 433 -

Tehsk's Aeopknl ey Pdurage Prcggran Plidcaivphiag

- . LTI TN LT | O F =%
FARSAZRTIATS ChwOF :M' Gement
: Tk
—_— RN -
N ) ) SHice of Natkonm a0 -t of _
1 TrAME L Irer Mdmeaze S alraun tart Aopronad f Foow
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Tawlll - Rapnn 8 =
Traks Teoplant Isar Mmeaze Tmploe 3 Mowcrey Boy S bartlp dnr Aoproed i PO
e [ by 3 = =
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H
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F = TRO T o==L
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4) Select Cancel at any point in this process to return to the previous page without saving any changes.

5) Click Add to add a new role to the user.

AddfUpdate User Roles
Hocess © -
¥y Rok Cacgory Rk l_.‘_if": 00l pgoedzation Coes Center Jusilicakon Cocument  Status Comments @ ° o
- 5000 Cifice ol
A s Usar FAantegaer I o A tra Atz & =
2 | T . e otz ot . )
3 TrAME Redpen Uizar Monogor R Apprayes O =
3 |lem S - TED Regiond ) )

3 TrAME Redper User Mznagod Regien . LT g dod A proves 0O Z =
A s Riclpraen 1 Bepiar Mg & ':Pl:c T e A n #F =
e . S WD Region T o . = |

TS Rt ottiza Rezben 7 et esl B 0O @ =
% kami
+ AED NER! ROLE
CAMCEL VIEW HISTORY

4) The role filters (System, Role Category, Access Control Group, Cost Center, Organization) must be
populated for the available roles to display. For most User Managers, these filters will automatically
populate, and the fields will be locked on the screen. LSMs, Validation Analyst and GSMs may need
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to select a Cost Center and Organization for the ‘Available Roles’ to display.

Add/Update User Roles
¥ Symiee icle Cuiegnry  Hale :::-::‘ Canira Drpanicaticn Comi Canler Justificedion Document Sisiue Co=manis @ 8 @
s el M -
TraMs Sezplem Uiszr Mznager B m “hladeichia P Appros | »
Kuatagunsn Sy or
OlTewed 1355 - Waliza
1 iz bl st Fantaggin '__:'__';_";mr__'. irknce s Apprua 0o & =
Feardatn
ThA -
Aikation O e
TiAME Reepi User Manages Regon 8 e . L T P Ao O @ =
Area g
Cusernmen
TG - Ceneral
_ Feburran FAMID . g b
4+ T skl FFR Rupunbaan tag 0 S e [Ty 0o & =
Aoy
TraM Tms il fficis Ragon 7 7AT00- Reghon T gy Apprmen T x
n 1 L e ppra ) :
= TrAME Reclziert 3T ] %
& Fems
AT WEW HOL

5) Potential roles for the user are listed along with default information about the user’s system, role,
cost center, etc. In the screenshot below, only roles available to TrAMS Recipients are listed. These
roles will be granted only for the Organization that is listed.

Add/Update User Roles

¥ Syzem
1AME
rard
1 1AL
1 rard
TraME
Tk =

Ralz Conegory

Rizd

pen

piem

Rak:

ezt Wianagan

Arcess Comarad

SISO

Lo

SHRINLEICON

N - Wathene
SCanoe
aumlalizy
3
Arrartbliea 127
Morceray By
Area
CiTvaRr TS

Si6 Conlial
Arcacmas
Transt
Aulburily

1277 - Blotane

Doam G

W15 CFre o
; -

&

HALD - liesk

TRO-S bl g

L Regkn T o

(TR

Justificzsian Bocumers

maus Lommenms

Appeuend

appemrand

Appriraa

apnmesd

e ppriand

o o9 v
I & =
o+ x
M #F =
M+ x
0 F =
IR o

& s

6) Roles are further distinguished in terms of whether they require Approval, a justification Document,
and/or a PIN for completing select actions within their system(s). Roles that require Approval must
be approved at a level above the User Manager.
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Note: | Users cannot have a Read Only role and an active role in the same organization. If your user
has a Read Only role and needs an active role, you will need to first delete the Read Only role.

7) Select one of the roles presented. Only one (1) role can be added at a time. System specific rules will
be enforced. See Appendix B for a list of system specific rules. Click Add to complete the assignment
of a role to the individual user.

Add/Update User Roles
2 Epem Bele Cotegury Auk: i":::"”"'" Oryanicalioe Lo Curizr Jealificctun Dooamenl Siote Lamimenia oW oW
T ul 142
AL bz e st Munuggan npan Phikazhs b, Atz = =
Panagprirl iy 0l
e 18 - Marin-a
PR iy U oo el e aal I = ow
Adminisiratin I
1318 -
Arnselanian o
el - [T f— [ 1= Reg [T Approams i
1 I Jar - et rnn Womeesy B oo g ol n ln =
hirizd
Gaai
rrad
- S - . TG00 Rogon £
Fec pien FR3 e por P 4 W N .
A e it e RN G TROE! porae: I %
1 B el gan s
5 TRAME Tk OHticizl Regon T tay e o R e poes 3| @
5 Wz Recphnt A Iy FROT PR [ =
e
gl L | [T : . """ A . )
[

8) The user and the updated roles will display. In some cases, documentation is required before a role
assignment can be submitted. In those cases, the Add Justification Document section will display. The
TrAMS Submitter, Attorney, and Official roles all require a Delegation of Authority letter from the
agency CEO to justify the role assignment. DGS and NTD User Managers require a letter as well. The
Delegation of Authority letter template is available on the FTA public website.

Add/Update User Roles

el arees Cantal =hfirab
P Spmtem e Bl SreeER LAt arganicaran Frst Carrer Justaficatmn Shabas Commends B O O
alogy Qruup Dacument
- Ttice of
1 IraRas il ;-'.ﬁ" car #engram 1403 - philalelptin, Dy Of o b Begravset] 0O & =
e WAnIgEmMETt
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T=&kdn Zariplert N = o 2350 - Matines Soleeee Sogndsran l' rart Arrmesng I £ o
[T Aeckinalr i Aalanetatian 212
A
il 18K« Smeowier in CF Klortaray llay Sre FAMCHL = rgien -
[EETAD sarielert tapnn 4 = _ o I all-y s Boqroesed i ¥ =
Wanager C G B TAC 01 ===t
TAGT - B —
TrRM3 Zecilert SERFeporter  RegonG 1560 - Caniral Arka 1as TRANSE AUtharity H_':' v I"'"“ Hia sopraemd ] r u
& {TAI- = :
. R . N - emm e TITI0 Rogen -
TokAz LR Stk g T 277 Bistape Reghocal Cofatisasi S Tt Fopigiecd m] o
£ -7
P R B et Exefing
e 72300 - Regicn I -
] = Allerwy v Regen ® - 407 - el iy ONEALTINCRE .. o -r.l 1.3 Aoprosed m o
5 | TRID- 3 £ upload : :
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9) To associate a document with the added role, select from the list of available documents by clicking
on Select Existing button.

AddfUpdate User Roles

ACOES
£ Iystemn fiak: Roie A Conmel g raten Const Coancd Jusufication Sranus Somments - - |
Lulngury Lroup Bizoamanl
raLt Ieelp ere - Seniprsm 1 - Ehl as=iphla, Oy i T Apprees I'm £ OX
—— 14 »
KInager Wanagement
BI000 Mk
e " Lzer srfice of R rhanin - of 1 . [
raun el ene Wanager idvmeyagy | EYE Al Srince Fnusgaion s Apprees § f ox
1am
- N R 1E1E - Aanastialion: OF Munirey Buy Area 0N - Paggun e -
(L] Fawap e Wanapar Sapun 9 e ! B T30 Tl e S HIHAEE ] [ X
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LR ELEY
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10) If the proper document isn’t available, click the Upload button.
Add/update User Roles
Role Access Canbral LT 3
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e Cifinw el e
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11) The same upload section that is visible on the Manage Role Documentation action will display. The
Add Document section will display beneath the list of available documents. Skip to Step 25 if the

desired document is already available.

(#6) Add Document For S5elected Role

Drocameeqin Mamae

CakiIL

6 | AWy v Gmcplnl v Aty v Gmglon AL - [l Nmers, Oty OF AL TR . X

Sysoem Const Conter
Tisikts TED - meq
Dpeameznie *

U ET

i Slocl Ewslivg

TEMD Semo 2
N ARiETe
5 ¥ & Upiozd
organization
1402 Baltimsers, Cits OF IRALTIRIOSE CITYI
Descrgtion ®

Bl

L LOWAD DoiOUIM T

12) Click Upload to browse for the document to add. Using the Windows browse function, find and select
the document to upload. Once the document has been identified, click Open.

UL » ThisPC » Desktop » FACES » Mew Users w | @ Search New Users 2
Organize « Mew folder ==« [N o
I This pC ~ Name Date modified Type Size
[ Desktop 7| ACS_Template_BulkUserUpload Exceladsx 111472017 12:28 ... Microsoft Excel W... 13 KB
£ Documents e - : -
Sample Document 2.docx 8/29/2017 11:00 AM  Microsof rd D... 12 KB
Jr Downloads
J" Musi Sample Document 3.docx 8/29/201711:00 AM - Microsoft Word D... 12 KB
e 15 Sample Decument.docx 8/29/2017 11:00 AM  Microsoft Word D... 12 KB
&= Pictures % Sample New Users.xlsx 9/26/2016 11:38 AM  Microsoft Excel W... 12 KB
B videos
- A [ e ~
File name: | | [AlFiles ~
Open hd Cancel
13) The appropriate document will upload.
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14) Descriptive information must be entered to make the document accessible to other users and to
explain what the document contains. A clear document name is essential for other users to know the
document’s purpose and coverage. A description that provides even more details about the
document’s intent, content, etc., is also advisable. Maximum characters remaining will show beneath
the document name and description fields.

G o e

atinmeg = faplon

(#6) Add Document For S5elected Role

Sysrem
Tifikts
Dcanene *

IR
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i ool Enslig

& Updoad

organization
1422 Banmees,
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Bile s

IEALTIRADEE CITYI

Dezciarreeiie Bame

TALE - [ Himcre, €t 0F AL TR ""_BTII’._ =:""'“"
Cirst Conter
TAID Segon F{TRAO E

Descrigalon ©

15) Once the information for the document is finalized, click Upload Document.

16) The document is added to the list of available documents and is pre-selected as the appropriate
document to tag to the new user role.

AddfUpdate User Roles
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RAHE - Ciliw
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17) At this point, enter any comments into the Comments data entry box if there are any comments are
necessary to complete the use of the document for that role, especially if the document is not
obviously associated with the role. Then click Save.

Add/Update User Roles
. L}
2 Sysee Ralz Rl Aeccezs Cantral oo nizcalen Cust Center Justficatan Seatus Commments @ e @
Cabapary GRS Dessument
e of nl-l_:':l - e
1 Tiands Ruapiant . Preggram L300~ Pl latillia, Cily OF il Pt i I @ o
danapar Menagement I'Iir;:._e- o
PR - zer Citice ot P - ) . ,
z Tras Fezpiane anage rirstrar e 1523 Havenzl Science Foundzdon st ppnaved 0 ¥ =
. . Use . 1608 fssocanion O Monwerey Boydeca TEGDD Fegon — .
3 TiAME Reopiznt anager Region F— . Lixaliegg she Hppoeyed I & o
Trass Rezplant H Bapnmer  Hegloe b 1576 - Cartes arkaneas Transt sutharky l:-T=' e Hra pproved O F o=
5 TS Ruapient il Rugiorr: 7 277 Bivalude Reyumd Coemimiwann Tl Appnas I @
o w Aoprzraal
1] BT - Raripiems =  Alorney | Rapand w102 -Badmors Dy OF [ESLTISOHE » - P i »®
Bltems

18) Click Submit to finalize the assighnment of the role(s).

CAMCEL VIEW HISTORY |mestii=lnlug

19) The User Roles Updated page displays with a message that the roles are being processed within the
system.

User Roles Updated

he user's role changes are ourrently being processed. it may take a few minutes for all changes to appear on the user's record,

CLOZE

20) Click Close. The Related Actions page displays.
7.3.2.2 Delete a Role
To remove a role from a user:

1) Go to the user’s record and click Related Actions.

2) Click Manage User Roles.
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Accords © Lsers
Doe, Joe (briantramstestum@example.com) &P |
SLTITAY User Detaik User Roles Fstore e m
Edit Profile
¥ Ecit Prodile
* Manage User Rales
ade or Dreleke user roles
* Deactivare User
Decilvale Us=n Sapuunil
Racat PIN
c THIS will resat bhepzes 2k
3) Click on the red “X” at the end of the row for roles you want to delete.
Doe, Joe (briantramstestum@example.com) mp
WMy Vapr [Tetals Lizer nfes Pty Flavas m
Manage User Roles
User Information
Full Neme Wi fow Do Umgrname  Sosnlaiaeshon® s nanph com
Titls | erar Sewbum Ao e
User Type Orpamzsron
Add/Update User Rales
# psmem Agle Conegery  Rak ;'_':f“;f':""""" TrEaniicen o Center Justicatkn Documens  S5enus Temmerss @ @ °
e o lem I ot
1 TARE s phenl Lot Blansggir Prugram i e b Aprasal Apperaad 0o @
Mianapament o
BT erplem LissrbAznsger 1} ::u.-.-.- Seenes terr apnernsad 0 ¥ =
4) The Status column will change from Approved to Deleted for each role that is deleted.
Manage User Roles
User Information
Full Keme Wdis e Ine Usmrnmms  celanlranms b e gdeanp minm
Tikke Temar Seatus Amthe
User Type Zrgan zaen
Add/Update User Roles
T Spmen Role Categary  Role :::r:s: cantal Organzanan Cost Dencer JuzrFcanan Dacumen: Statye Commes o o8 o
1433
AN limplant Jne Wanagar phlaephia Approaal wler ™ =
Cpot  oeRMER O mEEemes
- e 2355 Mt G000 Ol o )
F 1.5 irsprnl dupr Bt P —— ::T:h_ :-._:Lllr. o] =l Azl I & =
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5) Once all desired roles have been removed from the user’s role list, click Submit to save the deletions.
Click Cancel to undo any deletions and leave the form.

. Anozss Contro

& Syston Rale Categors  Rok Gronp Organization CostCanee hrification Dodument Eranus Commess e & @
. SR000 - DM of
1 TrdMdS Rezplant Lt Kanzger =riadslain Prorem . P e i
A O Kanagaina
an i ur TERT
. =R - 1Tk o
? o Tramn Hesplent L Rsnager '__f:ll'lp:-'ll_ o fed N din T Lldug o T S 3
o Talm
T3000 - Regan 5 —
3 TraMs Rezphent Lserbanzger  Reghon 2 ""'Flu_l EREN T rerng s ApDrgd 0 2 =
Gl Curdm
ae UK - Bepinn
Tras Hezplant FFH Rapnar Heglor I _"I’::“ '.F::ZII:'-- Ren IR Apprmreed r! .
A rmor o
DT leziplant ificin leglee _"F:;"__I T [ —— T =
am
TR - Bepamn
B TS Tz prhenl Allrsy gk Aakirs, Chy :'I:c;l' FEE Y e apened i FrI— n & =
Bilirrs
+ ACID MER ROLE
Ll SUBMIT |

6) The User Roles Updated page will display. Click Close to return to the Related Actions page.

User Roles Updated

The wser's role changes are aurrently being processed. |t may take a few minutes for all changes to appear on the user's record

6.3.2.2 Update Role Documentation

The User Manager may further need to manage role documentation or add a role comment for a user.
Role documentation can only be updated for roles in “Requested” status. These updates may be necessary
if the wrong document was uploaded or additional documentation was requested by the LSM,
Validation Analyst or GSM reviewing the role request.

To manage role documentation for a user:

1) Go to the user’s record and click Related Actions.
2) Click Manage User Roles
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Edit Profile
? Edit Profile

? Manage User Roles
Add or Delete user roles

? Deactivate User
Deactivate User Account

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

Ssummary User Details User Roles History News ted Acti

3) The Manage Roles page is displayed, allowing the User Manager to manage documentation.

Manage User Roles

User Information
Full Name adot Primary Reporter
Title TestUser

User Type Organization

Add/Update User Roles

Access Control

#  Syst Role Cat Rolk
ystem ole category ole Groun
SSOR Local Security
1 SSOR SsO Primary Reporter Managers (LSMs)
SSOR Local Security
2 SSOR S50 Viewer Managers (LSMs)
SSOR Local Security
3 SSOR 550 eney Managars (LSMs)
SSOR Local Security
4 ssoR s50 Primary Reporter Managers (LSMs)
5 SSOR $SO Alternate Reporter SSOR Local security

Managers (LSMs)

Organization

1- Arizona
Department of
Transportation

2- Arkansas State
Highway and
Transportation
Department

1- Arizona
Department of
Transportation

15 - Missouri
Department of
Transportation

15 - Missouri
Department of
Transportation

Cost Center

74000 - Office of
Transit Safety and
Oversight (TS0)

74000 - Office of
Transit safety and
Oversight (T50)

74000 - Office of
Transit Safety and
Oversight (TS0)

74000 - Office of
Transit Safety and
Oversight (T50)

74000 - Office of
Transit Safety and
Oversight (TS0)

Username aaria.primaryreporter@dot.gov

Status Active

Justification Document

N/A

NA

N/A

NA

N/A

status

Approved

Approved

Approved

Approved

Approved

Comments e © o
0O x

0 =z x

0 @ x

0 @ x

0O @ x

5items

4) The User Manager may select the hyperlink for any document to view the contents. The associated
document will open within the appropriate application for viewing. Selecting the hyperlink for the
document will download the document for review.

Manage User Roles

User Information
FullName adot Primary Reporter
Title Test User

User Type Organization
Add/Update User Roles
#  System Role Category Role Access Control Group

SSOR Local Security

1 SSOR S50 Primary Reporter Managers (LsMs)

Office of
2 TraMs R t At
T ecipien orney Administration
SSOR Local Security
3 SSOR S50 Primary Reporter Managers (LSMS)
o | sson o primary Reporter SSOR Local Security

Managers (LSMs)

Organization

1-Arizona
Department of
Transportation

7109 - Federal
Aviation
Administration

10- Louisiana
Department of
Transportation and
Development

16- New Jersey
Department of
Transportation

Cost Center
74000 - Office of

Transit Safety and
Oversight (TS0)

62000 - Office of

Username  arya primaryreporter@test.com

Status Active

Justification Document

N/A

Dummy - Patch - 201

1(TAD)

74000 - Office of
Transit Safety and
Oversight (TS0)

74000 - Office of
Transit Safety and
Oversight (TSO)

status

Approved

N/A

N/A

Approved

Approved

Comments e © ©
0O x
0 @ x
0O x
0 @ x

5) To switch a justification document for a specific role, click on the Edit button next to the appropriate
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role and then click on the red “X” for the document (s) you wish to delete.

Manage User Roles

User Information
Full Name adot Primary Reporter
Title Test User

User Type Organization

Add/Update User Roles

Access Control Group

SSOR Local Security
Managers (LSMs)

Office of
Administration

SSOR Local Security
Managers (LSMs)

SSOR Local Security
Managers (LSMs)

Organization

1-Arizona
Department of
Transportation

7109 - Federal
Aviation
Administration

10- Lovisiana
Department of
Transportation and
Development

16- New Jersey
Department of
Transportation

Cost Center
74000 - Office of

Transit Safety and
Oversight (TSO)

62000 - Office of

Username  arya.primaryreporter@test.com

Status Active

Justification Document

N/A

Dummy - Patch - 2019-06-10_1420

dministration (TAD)

74000 - Office of
Transit Safety and
Oversight (TSO)

74000 - Office of
Transit Safety and
Oversight (TSO)

N/A

N/A

status

Approved

Approved

Approved

Approved

# System Role Category Role

1 SSOR S50 Primary Reporter
2 TrAMs Recipient Attorney

3 SSOR S50 Primary Reporter
4 SSOR S50 Primary Reporter
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6) Atthis point, either select an existing document to assign to the role by clicking the required document
or click the Upload button to upload a new document. For more details on how to upload a new
document, see either Manage Role Documentation action or the Add Role section.

7) Role Comments can be directly added or edited. Changes will overwrite the existing comment.

8) Once all changes have been made, click Submit.

9) The User Roles Updated page will display. Click Close to return to the Related Actions page.

User Roles Updated

The user's rode changes are currently being processed. It may take a few minutes for 2ll changes to appear on the user's record

CLOSE

6.3.3 Related Action: Deactivate User

Deactivating a user will deactivate the user across the entire FTA platform — the user will be unable to log
in and will have access to all systems (e.g., TrAMS, NTD and DGS) terminated. As part of deactivation,
user roles are removed. Users can only be deactivated by individuals who have permission to delete
all of the assigned roles. For example, if a user is associated with multiple organizations, the User Manager
for any single organization will not be able to deactivate the user. Instead, the User Manager can remove
user roles to remove the user’s access to their organization, or, in an extreme situation, the User Manager
can contact their LSM or Validation Analyst for further support. Only users with account status Active
or Active (Locked) can be deactivated. A user’s status can be found on their User Details page.
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To deactivate a user:

1) Go to the user’s record and Click Related Actions and then click Deactivate User.

Primary Reporter, adot (arya.primaryreporter@test.com)

Summary User Details User Roles History News Related Actions

Edit Profile
Edit Profile

Manage User Roles
Add or Delete user roles

Deactivate User
Deactivate User Account

Reset PIN
This will reset the user's PIN

Qlx= |+ =

2) Ifthe User Manager, LSM, Validation Analyst or GSM does not have approval to deactivate the user, the
Deactivate User page will display a ribbon message. In this case, you can remove the user’s access to
your organization by going to Manage Roles and removing all roles for your organization(s).

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

Summary  UserDetails  UserRoles  History —News [ESEUSFNRE

Deactivate User

User Information
Full Name adot Primary Reporter Username aaria.primaryreporter@dot.gov
Title TestUser Status Active

User Type Organization
This user has roles in other organizations. You do not have the authority to deactivate this user. To remave this User's access to your organization. g0 to 'Manage Roles' and remove all organization roles

User's Roles You Can Manage

Role System Cost Center Access Control Group Organization
Alternate Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 15 - Missouri Department of Transportation (MoDOT)
Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 1 - Arizona Department of Transportation (ADOT)
Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 15 - Missouri Department of Transportation (MoDOT)
Viewer SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 2- Arkansas State Highway and Transportation Department (ArDOT)
Viewer SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 1 - Arizona Department of Transportation (ADOT)
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3) Otherwise, the Deactivate User page will display with a presentation of basic User Information, the
User’s Roles You Can Manage, and the Tasks Assigned Directly to the user.

Deactivate User

User Information
Full Name aclot Primary Reporter Username arya.primaryreporter@test.com

Title TestUser Status Active
User Type Organization

User's Roles You Can Manage

Role System Cost Center Access Control Group Organization

Attorney TraMs 62000 - Office of Administration office of Administration 7109 - Federal Aviation Administration (FAA)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 1 - Arizona Department of Transportation (ADOT)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 10- Louisiana Department of Transportation and Development (LADOTD)
Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 16 - New Jersey Department of Transportation (NJDOT)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 12 - Massachusetts Department of Public Utilities (DPU)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 20- Oklahoma Department of Transpertation (ODOT)

Primary Reporter SSOR 74000 - Office of Transit Safety and Oversight SSOR Local Security Managers (LSMs) 3- California Public Utilities Commission (CPUC)

7items

6) Click Cancel at the bottom of the page to return to the Related Actions page without saving any
changes.

7) Enter any comments/justification for the deactivation and click Deactivate to proceed with the user
deactivation. Comments are required.

Deactivation

Comments *

CANCEL MANAGE ROLES || DEACTIVATE

8) If any open tasks are directly assigned to the user (not to the user’s role groups), the following prompt
will appear: “Warning: This user has been assigned one or more tasks. Deactivating this user will cause
the tasks to be left unattended. Are you sure you want to deactivate this user?” Select Yes to proceed
with user deactivation. Select No to cancel the deactivation.

Warning: This user has been assigned one or more tasks.
Deactivating this user will cause the tasks to be left unattended.
Are you sure you want to deactivate this user?

YES NO

9) The user also needs to confirm the deactivation in the case where there are no unattended tasks.
Select Yes when prompted with the question “Are you sure you want to deactivate this user?” to
proceed with the user deactivation. Select No to cancel the deactivation:
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Are you sure you want to deactivate this user?

YES NO

10) On selecting Yes, the system will proceed with the deactivation. The Deactivation in Progress page
will display. Click Close to continue to the Related Actions.

Deactivation In Progress

The user is being deactivated. 1L may take a few minutes for all changes o appear on the user's record

CLOSE

11) The user and all of the user’s assigned managers within the system will receive an automatic email
that will alert them that the account has been deactivated.

From: FTA User Deactiviation
Subject: ALERT: Account Deactivated

Your NTD/TrAMS/FACES account has been deactivated. You can no longer log in to
the system.

Please contact your immediate NTD/TrAMS/FACES user managers if you need your
access to NTD/TrAMS/FACES reinstated.

Please do not reply to this email This iz an automated message
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6.3.4 Action: Review Role Requests

Some roles added by User Managers require elevated approvals. This includes the TrAMS Recipient roles
(Submitter, Official, and Attorney). No NTD or DGS roles require elevated approvals at this time. When these
roles are added on the Manage Roles page, a role request is generated. The appropriate LSMs or
Validation Analyst will receive an email notification with a link to the Review Role Requests action. Role
requests can be reviewed by any LSM or Validation Analyst within the appropriate Cost Center. In
extreme cases, GSMs can also complete the role request review. GSMs will see all active role requests

for their system.

To review a role request:

1) Go to the Actions tab and click Review Role Requests.

User Management ~ O @ Federal Tanst Administation

= Ll (i}
MANAGE USERS ACTIONS REPORTS HELP CENTER

Assign Bulk Roles
Assign Bulk Roles to Multiple Users

&
Recertify Users
Recertify User Role(s) for Active Users

&
Review Unlock Requests
Approve or Reject Unlock Requests

Manage Role Documentation
Add or Remove Role Justification Documentation

&
Create and Manage Users
Create or Activate a New System User

&
Remove Bulk Roles
Remove Roles in Bulk

Manage Access Control Groups
Create or Edit Access Control Groups and Manage Organizations

)
Manage System Announcements
Manage System Announcements

&
Create Multiple Users
Upload information for Multiple New Users

Review Role Requests
Approve or Reject Role Requests

Manage Recertification
Manage User Role Certification Cycle
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2) The Approve Roles form will open.

Approve Roles

System elect a Systerr - Access Control elect ot -
Group
Role Categor -
gory N Cost Center elect a Cost Ce " A
User | Seiects Use - -
Organization
User Role Role System Access Control Group Cost Center QOrganization Document
Category

Office of Budget and Policy
Region 1

Bala K (bala@mailinator.com) Attorney Recipient TrAMS Lillian Pecoraro (NTD Validation
Analyst)
Office of Budget and Policy

66000 - Office of Budget and

Policy 2683 - Auburn University (AU) test

Office of Budget and Policy
Region 1
Bala K (bala@mailinator.com) Official Recipient TrAMS Lillian Peceraro (NTD Validation 78100 - Region 1
Analyst)
Office of Budget and Policy

1334 - Transportation, Connecticut

Department Of (CONNDOT) test

Office of Budget and Policy

Region 1
Bala K (bala@mailinator.com) a:lrager Reporter NTD Lillian Peceraro (NTD Validation 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
Analyst)

Office of Budget and Policy

Office of Budget and Policy
Region 1

Bala K (bala@mailinator.com) Submitter Recipient TrAMS Lillian Peccraro (NTD Validation
Analyst)
Office of Budget and Policy

66000 - Office of Budget and

Policy 2683 - Auburn University (AU) test

3) The pending role requests that the viewer has permissions to approve will be visible. For each request,
the user’s name, username, role, a link to the justification document, and other key details will be
included.

4) To review a role request, click the checkbox next to the user’s name.

User Role Role System Access Control Group Cost Center Organization Document
Category
Bala K (bala@mailinator.com) ;Saﬁ;lrager Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
njtransit User Manager CEO . 1R06 - Vermont Agency of Transportation -
(ntd.njtransit.usermanager2@dot.gov) Delegate Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1 (VTrans) Role Doc
CEO 79000 - Region 00041 - Alaska Railroad Corporation
dd(ntd. b. trole@fake. R rt NTD Matt B k (NTD Validation Analyst;
(ntd.userb.requestrole@fake.com) Delegate eporter att Bonzek ( ‘alidation Analyst) 10 (ARRC)
Orguser Nid user Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
(orguser.ntd@mailinator.com) Manager
pennsylvaniauiv Civil Rights User Reporter NTD Courtney Springer (NTD Validation 79000 - Region 0RO1 - Idaho Transportation Department dummy doc
(orgusers.tramsxyz@mailinator.com) Manager Analyst) 10 (ITD)
ram editor User Reporter NTD Lillian Peceraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
(ramesh.ntssafetyeditor@mailinator.com)  Manager
seat CEO (seat.ceo1@dot.gov) @2e Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1 R ermontaReneviafiiansporation Role Doc
Delegate (VTrans)
7items
Requester Comments My Comments
submitting a requested role
4
APPROVE

5) Additional details about the request will display beneath the table of requests. The reviewer can see
any comments made by the requestor.
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6) To review the associated justification document, click the document hyperlink in the table. The
document will download.

Role JiRry Cost
User Role Cakegory SYSTEM  colber Organizatlan Document
B nistrato eg it FAS00 -
Admi strator Region .5 !1|.|al T4 SHall TeAMS FEI00 M NIA
{repgion3.adminizstratort} Reviewsr Ragion 3
1398 - WASHINGTON
Subsmitler WMATA n SR F8300 - METROPOLTAN AREA Requested
) submitter  Reclplent TraMS s : i =
a {wmata.submitterd@fake.com) T i ; Region3  TRANSIT AUTHORITY Document
(ehiATA)

7) When the reviewer has reached a decision, enter any comments in the My Comments box and then
click either Approve or Reject. Comments must be 4000 characters or less.

User Role Role System Access Control Group Cost Center Organization Document
Category
Bala K (bala@mailinator.com) ;Sae;‘lrager Reporter NTD Lillian Peceraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
njtransit User Manager CEO 1R06 - Vermaont Agency of Transportation ~
2 E - { oc
= (ntd.njtransit usermanager2@dot.gov) Delegate Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1 (VTrans) Role Do
d d (ntd.userb.requestrole@fake.com) EE\OEgate Reporter NTD Matt Bonzek (NTD Validation Analyst) 172000 -Region :)/S;;é] alaskallaiknadiCorparation
Orguser Nid _ user Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
(orguser.ntd@mailinator.com) Manager
pennsylvaniauiv Civil Rights User Reporter NTD Courtney Springer (NTD Validation 79000 - Region 0ORO1 - Idaho Transportation Department dummy doc
(orgusers.tramsxyz@mailinator.com) Manager Analyst) 10 (ITD)
ram editor _ user Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 10040 - Southeast Area Transit (SEAT) doc
(ramesh.ntssafetyeditor@mailinator.com)  Manager
seat CEO (seat.ceo1@dot.gov) @2e Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1 R ermontaReneviafiiansporation Role Doc
Delegate (VTrans)
7items
Requester Comments My Comments
submitting a requested role
CANCEL

8) You will be prompted to confirm your decision “Are you sure you want to approve the selected role
request?” Click Yes to approve. Select No to cancel and return to the form. (If you clicked Reject, a
similar prompt will be given “Are you sure you want to reject the selected role request?”)

Are you sure you want to approve the selected role request?

YES ‘ NO
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9) Once a decision is submitted, the role request will disappear from the table. The User Manager and
impacted user will be notified of the decision via email. If the role was approved, the role will be added
to the user’s account.

6.3.5 Action: Review Unlock Requests

FTA is required to comply with U.S. DOT Information Technology (IT) Security guidelines. One key feature
of this compliance includes automatic account locks after 60 days of user inactivity. Since the FTA systems
all reside on the same software platform and use the common FACES access mechanism, this security
feature applies to all software systems on the FTA platform.

FACES automatically locks user accounts if the user has not signed into their account within 60 days. The
account lock prevents users from accessing any of the software systems on the FTA platform. Automated
warning emails are issued to inactive users 15, 10, and 5 days prior to lockout.

Users are notified that their accounts have been locked via automated emails. Users who are locked out
will still be able to log into their FACES account, but their access will be severely restricted. The standard
Appian tabs (News, Tasks, Records, Reports, and Actions) will contain a limited amount of data and
security-related actions. For example, no tasks will be available.

Locked users can unlock their accounts via one of two methods: 1) correctly answer previously set up
security questions; or 2) submit an unlock request. Both methods are available from the Actions tab. It is
preferred that all users attempt to self-unlock their accounts by answering their previously setup security
guestions before submitting an unlock request; this is the quickest and most efficient route to unlocking
an account. Once an account is unlocked, the user’s access will be fully restored.

If Security Questions were not previously set up or the answers could not be remembered, user will submit
an Unlock Request by selecting Unlock Account from their Actions tab. An email for the Unlock Request
is automatically routed to the appropriate User Manager.
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After submitting the Unlock Request, the User Manager (UM), Local Security Manager (LSM) or
Validation Analyst will receive an email notification of the unlock request with a hyperlink to review the
request. Upon receiving the Unlock Request, the UM, LSM or Validation Analyst can either approve or
deny the request. The user will receive an email notification confirming either decision.

If the request is approved, the account will unlock, and all previous permissions will be restored. If the
request is denied, the account will remain locked. If the account remains locked, the user should call their
User Manager directly to resolve the issue. If the appropriate User Manager is not known, the user can
call the Help Desk.

Note: If the organization does not have a User Manager or the user is a User Manager, the Unlock
Request will go to the appropriate Local Security Manager (LSM) for resolution. If the user
belongs to multiple organizations, the request will go to the appropriate User Manager of
each organization.

To reply to an Unlock Request:

1) Navigate to the Actions tab and click Review Unlock Requests.

w il (i}

MANAGE USERS REPORTS HELP CENTER User Management ~ O Q S

= & &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate 3 New System User Upload information for Multiple New Users
=]
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Roles) for Active Users Remove Roles in Bulk Approve or Reject Role Requests
iz

Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edit Access Control Groups and Manage Organizations Manage User Role Certification Cycle

©
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

2) System Displays Review Unlock Request Page with locked user’s information
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Review Unlock Request

Locked User

Alexa Hill

Sunjida Alam

tpm Management

SSOR Global Security Manager GSM
region1 Reviewer

FOS Local Security Manager LSM
FOS Global Viewer

TrAMS Global Viewer

region1 Local Security Manager LSM

Username
alexa.hill@mailinator.com
sunjida.alam@hil.us
tpm.management! @dot.gov
ssor.gsm13@dot.gov
pawan.regioni.reviewer3@dot.gov
fos.lsm16@dot.gov
fos.globalviewer14@dot.gov
demo.trams.tcrlsm@dot.gov

intakemanager.reg1@dot.gov

Click the name of & locked user to view the user's unlock request.
System | Select 3 Systerr - Access Control
Group
User T -
ype Cost Center
User

Organization

Request On 1
11/13/2020 3:40 PM GMT+00:00

11/10/2020 8:13 PM GMT+00:00

10/14/2020 5:36 PM GMT+00:00

71442020 6:59 PM GMT+00:00

7/14/2020 5:01 PM GMT+00:00

7/13/2020 9:00 PM GMT+00:00

7/13/2020 8:59 PM GMT+00:00

7/13/2020 2:59 PM GMT+00:00

4/23/2020 2:45 PM GMT+00:00

Lock Date

10/30/2020 1:22 PM GMT+00:00

11/10/2020 7:54 PM GMT+00:00

8/1/2019 9:49 PM GMT+00:00

7/14/2020 6:58 PM GMT+00:00

7/14/2020 3:57 PM GMT+00:00

7/13/2020 8:52 PM GMT+00:00

7/13/2020 8:55 PM GMT+00:00

7/13/2020 8:55 PM GMT+00:00

8/1/2019 9:51 PM GMT+00:00

CLEAR FILTER(S)

Lock Reason

Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock

Inactivity Lock

SSOR Global Security Manager GSM ssor.gsm7@dot.gov 3/10/2020 7:27 PM GMT+00:00 8/1/2019 £:53 PM GMT+00:00 Inactivity Lack
10items
3) Click Close if no action is necessary to return to the Actions page. If not;
4) Select the link representing the name of the user that needs to be unlocked.
5) The Review Unlock Request page will display the user’s detailed information
6) Validate the User Information and review the Request Comments section.
User Information
Full Name TrAMS Global Viewer Username demo.trams.tcrism@dot.gov
Title Test User Status Active (Locked)
User Type FTA
Roles
Role | Role Category System Access Control Group Cost Center Organization Document Status
Local Security Manager (LSM) FTA Staff TrAMS Office of Civil Rights 68000 - Office of Civil Rights N/A N/A Approved
Budget Analyst FTA Staff TrAMS Office of Budget and Policy NA NIA MN/A Approved

Request Comments

sunnie needs approval 7/13

Reviewer Comments

BACK

Comments entered will be visible on the user's profile in the ‘History’ dashboard

Pl | REJECT

7) If no action is necessary or more information/justification is needed, select Back to return to the
Review Unlock Request page without acting on the Unlock Request.

8) Otherwise, enter any text pertinent to the unlock of this user in the Reviewer Comments window.
click Approve to approve the request and Reject to reject the unlock request.
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Request Comments
Just retunned from a 3 manth leave of abzence and now nead aCcess 1o my SCoount.

Reviewer Comments

I This unlock reguest has been verifiod and approved, I

BaCK | APPROVE HEJECT

9) A message will display asking the user to confirm his or her decision. Select Yes to proceed and No to
remain on the review unlock request page.

Are you sure you want to approve the selected user's unlock
request?

NO YES

10) A message will display that indicates the decision for the Unlock Request is being processed. Click
Close.

Unlock In Progress

The decision for the unlock request is being processed. It may take a few minutes for all changes to appear on the user's record. Click the 'Close’ button to return to review unlock requests

CLOSE

11) The Review Unlock Request page displays. The Unlock Request is no longer listed.

Note: | There may be other Unlock Requests in the queue. Select Close to return to the Actions tab.
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Review Unlock Request

Locked User Username Request On | Lock Date Lock Reason

Mo Data Avalable

CLOSE

12) The user will receive a confirmation email regarding the approval or rejection of their request.

From: FACES System Administrator
Subject: Account Unlock Request Approved

Your account unlock request in TrAMS has been approved.

Your account permissions have been reinstated. You can access TrAMS at this time.

Please do not reply to this email. This is an automated message.

6.3.6 Related Action: Unlock User

If any user is locked in system, an additional related action will become available on the user’s record,
Unlock Account. This related action allows a User Manager, LSM, Validation Analyst or GSM (as
appropriate) to unlock a user directly from the user’s profile. This related action will remain visible as long
as the user’s record is locked. It is intended as a backup method of unlocking an account

To unlock a user’s account from the profile related action:

1) Navigate to the user’s record and click the “Unlock User” related action.

Yeroros  Usa

Transit-Rider, Sophia (transit.user@fake.com) =3

SUMIMary Liser Detass LFSeT Roees Hastory N Reiated ACtons

Deactivale User Acoount

'.f' Deactivate User
*

Unlock User
nock 3 Uiser that has submitted an Unlodk Request
T "
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2) A page will display showing information about the user’s account, the reason for the account lock,
and the user’s unlock request.

Unlock User

User Information

Full Name Username
Title Srarus Mo Record
User Type

Lock Informatian

Lock Reason Lock Date Locked By Comments

NACERATY LOCK 1 2007 29 PM EDT Mipitiuck nacthve for G0+ days

Lock Infermation

Revidwngr

Commenis Review Date

Status Requsst Date User Comments Ryl r

1702017 40 PM This is & sa
unbock my acco

Camments

CANCEL SUBMIT

3) Enter a comment justifying the unlock action, as needed, and then click Submit.

Comments

IT 1is unlock request is approved I

CAMCEL SUBMIT

Note: | Whenever any user is unlocked after being locked due to re-certification then all of that user's active
roles will be automatically re-certified.

6.3.7 Related Action: Reset PIN

If a user cannot remember either their existing PIN or security question answers, the user can contact
someone in their users’ management chains (User Manager, LSM, or GSM) to reset their PIN.
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Note: | The Reset PIN action only appears for User Managers, LSMs or GSMs.

How to reset a user’s PIN:
1) Navigate to the user’s record and select Related Actions.
2) Click Reset PIN.

summary User Details User Roles History MNews Related Actions

? Edit Profile
Edit Profile

, Manage User Roles
Add or Delete user roles

? Deactivate User
Deactivate User Account

c Reset PIN

This will reset the user's PIN

3) The Reset PIN page displays a warning message and notifies the user management chain that they
are are about to reset a user’s PIN and please verify that request to reset the user’s pin came
from the intended user.

Note: | There is no verification in the system for PIN Reset requests. Once the PIN is reset, the
previous user PIN is no longer valid.

Summary User Details User Roles History News Related Actions

Reset PIN for adot Primary Reporter

Warning

This will completely remove the user's original PIN, and allow them to enter a new PIN. Please verify that the request is authentic before proceeding.

CANCEL SUBMIT

4) Select Cancel to return to the previous page without saving any changes.
5) Select Submit to finalize resetting the user’s PIN.
6) The Related Actions page displays.
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7 Recertification

Recertification is a process that requires user’s manager to review and recertify (or reject) a user’s system
roles to satisfy DOT security requirements. The recertification process happens annually, and users’
managers must review and re-certify all users that report to them.

7.1 Recertification Process

The recertification windows trigger systems on the TrlAD platform to send email notifications to role
management users (Certifiers) alerting them when they are required to recertify users. After receiving the
email notification, each Certifier has a certain number of days to recertify the user group specified in the
email. The email will provide this timeline. Users who are not recertified will have their roles removed;
users with no roles will be automatically locked out of the system. Users who have multiple roles will have
to have each role recertified by their Certifier; the Certifier may elect to only recertify some of a user's
roles. In this situation, the user will lose only those roles and will not be locked out of the system. Users
who have lost roles or have been locked out of the system will have to contact their Certifier in order to
reinstate their roles. The Certifiers (GSMs, LSMs, User Managers, Supervisors) are required to recertify
users with a specific time period, depending on the system. This time period is called the recertification
window.

If a user becomes locked, an email should be sent to the User Manager. If there is no User

Note:
Manager, then it should be sent to the LSM, and if there is no LSM, then to the GSM.

How to recertify a user role:

1) Certifier logs into System and clicks Actions.
2) Clicks Recertify Users.

1) il [}

MANAGE USERS REPORTS HELP CENTER User Management - O 2 s

& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Multiple Users Create or Activate a New System User Upload Information for Multiple New Users

5]
Recertify Users Remove Bulk Roles Review Role Requests
Recertify User Role(s) for Active Users Remove Roles in Bulk Approve or Reject Role Requests

& ()
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unfock Requests Create or Edit Access Control Graups and Manage Organizations Manage User Role Certification Cycle

L2l
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

3) The Recertify Users page is displayed, allowing the Certifier to recertify a user.
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Recertify Users

Access Control  Select @ Group -
Group

System NTD v

User Type = Organization -

Cost Center
Locked @ All (Yes (No
Organization

Filter users with no
User Managers?

Users Requiring Recertification

Select one or more users to re-certify. Select one user at a time to manage roles.

User Username T Type Locked Last Login Date Active?
Alexa Hill alexa.hill@mailinator.com Organization Yes 10/6/2020 (/]
Ary Ntdum arya.ntdum@mailinator.com Organization No 10/6/2020 (]
Sunnie Alam arya.orguser@mailinator.com Organization No 10/6/2020 (]
Asif NTDorgum asif.ntdorgum@mailinator.com Organization No 10/6/2020 (]
assia khadri assia.khadri@fake.com Organization No 10/6/2020 (]
Azaan Ntdum azaan.ntdum@mailinator.com Organization No 10/6/2020 (]
Azu Al azu.al@mailinator.com Organization No 10/6/2020 ()
bala k bala.testorg@mailinator.com QOrganization No 10/6/2020 (/]
Bala K bala@mailinator.com Organization No 10/6/2020 (]
Joe Doe brian.tramsum@noreply.com Organization No 10/6/2020 (]
1-100f363 > »
-
Dummy Dummy trams.contractor.bala@mailinator.com Contractor No 10/6/2020 (]
uono Contractor ter.contractor@dot.gov Contractor No 10/6/2020 o
qgssi Contractor sunnie.ctr@mailinator.com Contractor No 10/6/2020 (]
qssi Contractor sunnie.ctr2@mailinator.com Contractor No 10/6/2020 [/]
sunnie ctr sunnie.ctr.tpm@mailinator.com Contractor No 10/6/2020 (]
Sunnie Alam sunnie.contr@mailinator.com Contractor No 10/6/2020 (]
1-100f178 > >
User Roles
Username 1 system Role Category Role Cost Center Organization Last Certified Date  Certified?
sunnie.ctr.tpm@mailinator.com TrAMS Contractors Contractor 62000 - Office of Administration 6931 - Quality Software Services, Inc. (Q5S1) 7/15/2020 No
sunnie.ctr.tpm@mailinator.com TrAMS Centractors Centractor 67000 - Office of Research and Innovation 1855 - National Academy of Sciences (NAS) 74152020 No
sunnie.ctr.tpm@mailinator.com TrAMS Contractors Contractor 67000 - Office of Research and Innovation (2;):2';gs;)égvs’(\‘nw&zmvermy (the) 7/15/2020 No
sunnie.ctr.tpm@mailinator.com TrAMS Contractors Contractor 54000 - Office of Congressional Affairs ij‘::égjgzg:‘afs:}my O Public 7/15/2020 No
Recertification Comments @ Document &

4) The Certifier reviews user details and roles.
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gssi Contractor sunnie.ctr@mailinator.com Contractor No 10/6/2020 (]
qesi Contractar sunnie.ctr2@mailinator.com Contractor No 10/6/2020 ]
sunnie ctr sunnie.ctr.tpm@mailinator.com Contractor No 107612020 ]
Sunnie Alam sunnie.contr@mailinator.com Conrractor Na 107642020 (]
1-100176 > 3
User Roles
Username T System Role Category Role Cost Center Organization Last Certified Date  Certified?
sunnie.ctr.tpm@mailinator.com TrAMS Contractors Contractor 62000 - Cffice of Administration 6921 - Quality Software Services, Inc. (QS5l) 7M15/2020 No
sunnie.ctr.rpm@mnailinator.com TrAMS Contractors Contractor 67000 - Cffice of Research and Innovation 1935 - National Academy of Sciences (NAS) 711572020 No
sunnie.ctr.tpm@mailinator.com  TrAMS Contractors Contractor 67000 - Office of Research and Innovation A= E i (i i) 715/2020  No

(GEORGETOWN  UIV)

6245 - National Academy OF Public

sunnie.ctr.tpm@mailinator.com TrAMS Contractors Contractor 64000 - Cffice of Congressional Affairs Administration (NAPA) 7115/2020  No
Recertification Comments @ Document @
urroan | O

Document Name

A

Characters Remaining: 255 / 255

Characters Remaining: 400

CLOSE I | MANAGE ROLES H DE-CERTIFY ‘ CERTIFY

A. Username with user details is displayed on the table
B. Certifier then enters Recertification Comments

C. Can uploads any supporting document(s)

D. Canenters Document Name

m

If a user is active and needed to Recertify the role(s) and mange role(s) at the same time,
Recertifier can User the Manage Roles Button

F. If Useris Locked, Can click on Close button and returns user to the Action Page or navigate
to the on Manage Roles Related Actions if needed to recertify and manage roles:

User Roles
Username 1 system Role Category Role Cost Center Organization Last Certified Date ~ Certified?
au.contractor! @dot.gov TrAMS Contractors Contractor 66000 - Office of Budget and Policy 2683 - Auburn University (AU) 7/15/2020 No
Recertification Comments @ Document @

uproap [
Document Name

&

Characters Remaining: 4000 / 4000 Characters Remaining: 255 / 255

You may not manage roles for locked users

Please unlack the user prior to managing user roles.

CLOSE | I DE-CERTIFY CERTIFY

e See Section Manage User Role for how to manage user’s roles
G. canclick on the De-Certify button:
i.  System displays a confirmation message.
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Are you sure you want to decertify the roles for the selected
users? If the User has no other roles, they will become
deactivated.

NO

i Certifier clicks on Yes button.

ii. User’s role is de-certified
¢ If a user has any existing roles, then roles that are de-certified will be deleted
e If a user has no other existing certified roles the decertify action will deactivate
the user.

H. Can click on the Certify button:
i.  System displays a confirmation message.
Are you sure you want to certify the roles for the selected users?
only roles that require recertification will be recertified.

NO
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i.  Certifier clicks on Yes button.
ii. User’s role is certified until next year.

Note: | If the certifier does not recertify their assigned users before the end of the recertification window,
all the uncertified users will be locked. Users locked as a result of recertification activities will
receive an email to inform them, they no longer have access to the system. If they are not unlocked
within two weeks, users locked as a result of recertification activities will be deactivated.

7.2 User Lock/Unlock Request Process

A user account can be locked if a Certifier does not recertify the user’s role during the recertification
period. The user will be required to submit an Unlock My Account request from his or her system. A locked
user cannot perform any action on the system until his or her account is unlocked.

How a user can request to have his or her account unlocked:

1) User logs into System.
2) User clicks Unlock My Account

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 10/5/2020 10:25 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

8 Your Account has been locked. Please click on "Unlock My Account” to unlock your account.

3) The System displays Unlock Account page.
4) User enters comment and clicks Submit button.
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Unlock Account

L $RCurily questions. You &t

Options *

Send & request 1o unlodk your account

ANSWEr SALIMTY qUASTIONS

y allowed 1o send a request W your leadership (User Manager or Local Security

CANCEL

Note: | The user will not be able to select the Answer Security Questions option.

7.3 Certifier Unlocking User’s Locked Account

If a user submits an unlock request during recertification, their Certifier will receive an email notification to
unlock the account. A user account locked during recertification will be deactivated two weeks after the
end of the recertification window if the Certifier does not unlock the account.

Hint: Alternatively, a certifier can use Unlock related action to unlock locked users. There is no mandate for

user to submit unlock request in this case.
How a Certifier can unlock a user’s account:

5) Certifier logs into System and clicks Actions.
6) Certifier clicks Review Unlock Request.

User Management ~ O & federas rorst Asmasaton

[ il (i)
MANAGEUSERS ||  ACTIONS REPORTS HELP CENTER

&
Assign Bulk Roles Create and Manage Users

Assign Bulk Roles to Multiple Users Create or Activate & New System User

=]
Recertify Users Remove Bulk Roles
Recertify User Role(s) for Active Users Remove Roles in Bulk
& ®
Review Unlock Requests Manage Access Control Groups

Approve or Reject Unfock Requests Create or Edit Access Control Groups and Manage Organizations.

Ll ©
Manage Role Documentation Manage System Announcements
Add or Remove Role Justification Documentation Manage System Announcements

&
Create Multiple Users
Upload Information for Multiple New Users

Review Role Requests
Approve or Reject Role Requests

Manage Recertification
Manage User Role Certification Cycle

7) The System displays Review Unlock Request page.
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8) Certifier clicks on locked user name.

e e

Review Unlock Request

Locked User Username Request On 1 Lock Date Lock Reason
Olga Brown dod_um2@fake.com 1072472018 1:32 PM EDT 85:30 PM EDT
L & mo o 1 01 M 8 35 W EDT
I

Locked for Uncertified Roles

Locked for Uncertified Roles

9) System displays User information page.

10) Certifier may enter text to explain the unlock action in the Reviewer Comments section.

11) Certifier clicks on Approved button.

Review Unlock Request
User Information
Full Mamme [ Ongs Broww
Tite DOL A

Urer Type DOL

Eoer Eenter

LHarriarme W3 ed i,

Status Astnpiagcues

Grganizaion

Diccumens

Stonus

Reviewer Comments

(=]
Note: | Approving the request automatically re-certifies/reinstates the user’s role. Certifiercan reject the
unlock request and the user account will continue to remain locked.
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Appendix A — Abbreviations, Acronyms, and Terms

Acronym | Definition

DOL Department of Labor

DOT Department of Transportation
FACES FTA Access Control and Entry System
FTA Federal Transit Administration

GSM Global Security Manager

LSM Local Security Manager

DGS Discretionary Grant System

NTD National Transit Database

TrAMS Transit Award Management System
SSOR State Safety Oversight Reporting

UM User Manager

URL Universal Resource Locator (i.e. web address)
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Appendix B — User Role Rules

This appendix contains user role assignment rules by system (e.g. TrAMS, NTD or DGS). For information
about the privileges a role confers, see the appropriate user guide for the system in question.

FTA Platform Rules
1) FTA user type is platform wide.

2) FTA users can only be assigned roles that match their platform user type.

3) FTA Users can only be assigned FTA user roles.

4) Organization users can only be assigned organization user roles.

5) External users can only be assigned roles that match their external user subtype.
i) Auditors can only be assigned auditor roles.
ii) Contractors can only be assigned contractor roles.
iii) DOL Users can only be assigned DOL roles.

NTD Rules

General Rule: Each reporter user can have up to two roles per Reporter organization (if a user has two (2)
roles, one role must be User Manager.)

NTD Reporter Role Rules

User Manager e The User Manager role can be held in combination with any NTD
Reporter role except Viewers.

e User Managers can create all other users within a Reporter
organization.

CEO e The CEO role must be assigned by an FTA user.
e The maximum number of CEOs within a single Reporter organization is
one (1).
NTD Contact e The maximum number of NTD Contacts within a single Reporter
organization is one (1).
Editor e  Multiple users can be assigned the Editor role.
Viewer e Multiple users can be assigned the Viewer role.
e Viewers cannot also be assigned the User Manager role.
Safety Contact e The maximum number of Safety Contacts within a single Reporter
organization is one (1).
Safety Editor e Multiple users can be assigned the Safety Editor role.
Safety Viewer e Multiple users can be assigned the Safety Viewer role.
CEO Delegate e Multiple users can be assigned the CEO Delegate role.

e Only CEOs and CEO delegates can assign the CEO delegate role.
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TrAMS Rules

TrAMS Recipient Roles  Rules

Read Only

The Read Only role cannot be assigned at the same time as any other
recipient roles within a single recipient organization.

User Manager

The User Manager assignment must be approved by an LSM or GSM.

Submitter e The Submitter assignment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Developer e No rules apply to Developer assignment.
Official e The Official assignhment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Attorney e The Attorney assignment must be approved by an LSM or GSM.

e Role assignment requires attachment of Delegation of Authority letter.
Civil Rights e No rules apply to Civil Rights assignment.

FFR Reporter

No rules apply to FFR Reporter assignment.

MPR Reporter

No rules apply to MPR Reporter assignment.

JPC Procurement
Officer

No rules apply to JPC Procurement Officer assignment.

DGS Rules

DGS Recipient Roles Rules

Program
Admin/Manager

The Program Admin/Manager role can be held in combination with any
DGS role except.

Program Admin/Manager with the GSM role can create all other users
within the DGS system.

Multiple users can be assigned the Program Admin/Manager
with/without the GSM role.

GSM e The Program Admin/Manager with the GSM role must be assigned by an
FTA user.

Team Lead e  Multiple users can be assigned the Team Lead role.

Reviewer e Multiple users can be assigned the Reviewer role.

Apl’il 20’ 2021 143 Release 45.0

FACES_User_Guide-5.5.0.docx

Unclassified - For Official Use Only



Federal Transit Administration

FACES User Guide

SSOR Rules

SSOR Roles UIES

Program Management
Lead

The Program Management Lead role can be held in combination with
SSOR GSM role.

GSM e The Program Management Lead with the GSM role can create all other
users within the SSOR system.
LSM e Any of the FTA SSOR role can be conjunction with LSM (example:

Validation Lead)

Program Management
Team Member

Multiple users can be assigned the Program Management Team
Member

User Manager

User Manager role be held with Primary or Alternate Reporter.

CRM Rules

CRM Roles UIES

GSM e Has access to all FACES functionality to manage, create and recertify
global users.

FTA User e Created by GSM and has only access to reports and view privilege of all
the global users.
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Appendix C — FTA Cost Centers

FTA is organized into 10 Regional FTA offices and 10 FTA Headquarters offices. These “cost centers” have
acronyms and numbers that are used throughout FACES. Each organization is tagged to a cost center. The

FTA cost centers are:
Table 1: FTA Cost Centers

Cost Center Name Acronym  Number
FTA Regional 1 Office TRO-1 78100
FTA Regional 2 Office TRO-2 78200
FTA Regional 3 Office TRO-3 78300
FTA Regional 4 Office TRO-4 78400
FTA Regional 5 Office TRO-5 78500
FTA Regional 6 Office TRO-6 78600
FTA Regional 7 Office TRO-7 78700
FTA Regional 8 Office TRO-8 78800
FTA Regional 9 Office TRO-9 78900
FTA Regional 10 Office TRO-10 79000
Office of Administrator TOA 61000
Office of Administration TAD 62000
Office of the Chief Counsel TCC 63000
Office of Communication and Congressional Affairs TCA 64000
Office of Program Management TPM 65000
Office of Budget and Policy TBP 66000
Office of Research, Demonstration and Innovation TRI 67000
Office of Civil Rights TCR 68000
Office of Planning and Environment TPE 71000
Office of Transit Safety and Oversight TSO 74000
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