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1 Introduction

The Federal Transit Administration (FTA) maintains several web-based software systems that reside on
the same FTA platform. The FTA platform is accessed via the website, https://faces.fta.dot.gov/suite/. The
systems on this FTA platform include the Transit Award Management System (TrAMS), the National
Transit Database (NTD), FTA Discretionary Grant System (DGS), the Joint Procurement Clearinghouse (JPC),
and the FTA Access Control and Entry System (FACES). TrAMS is FTA's system for awarding and managing
federal grants. NTD is FTA’s system for tracking transit statistics on American transit systems. The JPC is
available to FTA grant recipients for communicating about procurement needs and soliciting partners for
a joint purchase. DGS is FTA’s system for approving or rejecting grant applications and preparing funding
scenarios. FACES is the user creation and management system for each user on the FTA platform. All
other software systems on the FTA platform rely on FACES for user management functions. Within FACES,
each software system has its own set of user roles access privileges.
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2 User Access

2.1 Account Setup

User access to each of the FTA software systems on the FTA platform, https://faces.fta.dot.gov/suite/, is
granted by either an organizational User Manager (UM), Local Security Manager (LSM), Validation
Analyst, User Manager Supervisor , FTA Signer or Global Security Manager (GSM) within the
appropriate system. An individual with one of those roles can create user accounts and assign users an
initial suite of roles. Once an account has been created, the user will receive an automated email
notification containing their username, a temporary password, and access/login directions,

e Username —all usernames are initially set to the email address associated with the user’s account.
The username is case sensitive and should be all lowercase. The username cannot be changed.

e Password — the initial password will be an auto-generated password. Passwords in FACES are case
sensitive and should be updated every 60 days. Each new password must be different from the
previously used 24 passwords. Passwords must be composed of:

= 12 characters

= At least one English uppercase character
= At least one English lowercase character
= At least one numeric character

* At least one non-alphanumeric character (e.g., |, S, #, %)

2.2Logging In

FACES manages user access to the FTA platforms via the FACES login page, accessed via a web browser.
Two login methods are available, but one is only accessible to FTA employees using FTA’s internal network.
User access to software systems like TrAMS and NTD s is based on the user’s assigned Roles.
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2.21 Standard Login (Non-FTA Employee)

The standard (non-FTA employee) login method requires a Username and Password. Both are case
sensitive.

To login:

1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/suite/.

.5, Dappimen? ol Trongsorioticn
Federal Transil Administralion

WARNING WARNING WARNING
You have accessed a U S, Government information system, which includes (1) this
computer, (2) this network, (3) all computers connected to this network, and (4) all
devices and storage media altached 10 this retwork of 1o a computer on his
network, U S, Government Infformation systems are provided for the processing of
official U 5. Government information anly. Unauthorized or improper use of this
informatian systerm is prohibited and may subject you 1o disciplinary action, as well
as civil and criminal penalties. All data contained on U5, Governmenl information
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and property of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S MO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement v

mFm Ll s e e e e s e e Fra el e LB 5SS mmrmmamin e inderns adian

o]

I AGREE

2) Read the security policy and select | AGREE.
3) Enter the appropriate Username and Password.

L5 Dapariment of Transsaeration
Fadaral Transit Adrministroticon

Rememer me on his computer

Fargot your password? SIGN IN

4) Click Sign In.
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5) Onthe Homepage, the user has the option to click the system they wish to use. If the user has access
to more than one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all of those options will be available
as an option on the Home page.

yitem Administratos, FACES
AT 00 452 P GMT 0000

@ TrAMS ¥ = NTD Y7 & FACES g

Transit Award Management System MNational Transit Database User Management

i DGS Ll SSOR

Discretionary Grants System State Safety Oversight Reporting
Grante v ] Fatal Flaw 1r ETA L n ] Walideti 1 S50
an
Flazse sadact a system above. To sof & default SYEre, click on the star pext fo desined SElarTL

2.3.2 FTA Employee Login

FTA employees should access FACES via the FTA network. To log in:
1) Open a web browser and enter the FACES URL, https://faces.fta.dot.gov/suite/.

U.5. Dapaniment of Transgoration
Federal Transil Administration

WARNING WARNING WARNING
You have accessed a U 5. GOVernment information system, which Includes (1) this
computer, (2) this network, (3) all computers connected 1o this network, and (4) ail
devices and slorage madia attached 10 his network of [0 a computer on his
nemwork. Ul S. Govermnment Information Systems are provided 1or the processing of
official LS. Government information only, Unauthorized or improper use of this
information system is prohibited and may subject you 1o disciplinary action, as wel
as civil and criminal penalties. All data contained on U.S. Government informalion
systems is owned by the U.S. Government and may, for the purpose of protecting
the rights and properly of the U.S. Government, be monitored, intercepted,
recorded, read, searched, copied, or caplured in any manner and disclosed or used
for any lawful government purpose at any time. THERE 1S NO RIGHT TO

PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement v
it ok bkt bl s lrlie g (s b el
| AGREE
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2) Read the security policy and click I AGREE.

3) Onthe login page, select the If you are a FTA Employee, Click this Link to Login link next to Sign In.

U.% Departmanl ol Transgarialion
Fadera| Tronsit Administrotion

Forgol your password? m

you are 3
fo Login

4) Your account information will be authenticated via FTA’s systems in an automated fashion (no user
intervention required). If your account passes validation, you will be automatically logged in.

5) Onthe Homepage, the user has the option to click the system they wish to use. If the user has access
to more than one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all those options will be available to
click.

i

Welcome to the Transit Integrated Appian Platform!

vem Admanistratos, FACES
FTIB00 452 P GM T +00:00

-
@ Trams w S NTD W &f FACES 1
Transit Award Management System MNational Transit Database User Management
i DGS lul SSOR
Discretionary Grants System State SB-‘EI}' Owversight Reporting
Grants Fatal Flaw ETA 1T Walidsti 1 550
&

Flegse safact a system abowve. To sar & dlefaul Sysren, click on the star next o desired systam.

2.2.3 Setting A Default System
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The Homepage has the option for a user to select an FTA System to become the default system they log
into the next time the user logs in. This is done by clicking on one of the stars next to the system you wish
to make your default.

st (U ©rooromsorrin

<

-~ A

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 4/7/2020 4:52 PM GMT+00:00

k] —_——-
@ TrAMS Y € NTD * |~ OTrak w
Transit Award Management System National Transit Database Oversight Tracking System
- DGS Ll SSOR & FACES w
Discretionary Grants System State Safety Oversight Reporting User Management
Grants ™ Fatal Flaw w FTA g Validation ¢y SsO w

Please select a system above. To set a default system, click on the star next to desired system.

When a default system is selected, the next time a user logs in, they are taken to the default system and
bypass the Sites Splash page.

2.2.3.1 Changing User Default System or Return to Homepage
If a user wishes to change their default system to another system, they can do so by returning to the
Homepage.

To return to the home page,
1) Click on the NAVIGATION button at the top right corner, next to the avatar.
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Records Reports Actions

portation
stration

% NEWEST ~

No tasks available

view

2) Inthe drop down menu, find Home and click on it.

Admin Console

Appian Designer
Cloud Database

ol Entry System - Patch -
v sy System Logs

Discretionary Grants

Equal Employment Opportunity
Fatal Flaw Review

FTA Procurement Clearinghouse

_-5

- 2020-04-07_1743.zip. 550R Management
SSOR Validation

-
Ctatn Cafobhr Munrcioaht Danartine

3) The user is taken back to the Homepage and can select another system to make a default system.
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n Y Federol Transit Adminisiration

i A ~ U =55 S CREEES SIS SRR

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 4/7/2020 4:52 PM GMT+00:00

@ TramMs w €S NTD ¥ |« OTrak e

Transit Award Management System

A DGS

Discretionary Grants System

National Transit Database

Lul SSOR

State Safety Oversight Reporting

Oversight Tracking System

% FACES

User Management

Grants 4 Fatal Flaw w FTA W Validati ¥ $sO W
on

Please select a system above. To set a default system, click on the star next to desired system.

4) The next time the user logs in, they will then be taken to the new default system.

2.2.4 System Announcements

System Announcements are often needed to communicate to users about important information. When
an announcement is created, it is posted in a yellow banner in the Homepage as shown below.

Federcs Tonat Acminin

=

\

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

@h) System Announcements
@ Just for today and tomorrow announcement
-
@ TrAmMS w S NTD Wl OTrak A
Transit Award Management System National Transit Database Oversight Tracking System
% DGS Lul SSOR &% FACES *

All users regardless of having set a default system (4.2.3 Setting A Default System) or not, will be
redirected to the FTA Homepage when they log in. System Announcements will remain visible on the
Homepage until they expire. The user can bypass being automatically directed to the Sites Splash page
when they log in by acknowledging the System Announcement.

Release 5.3.0
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To acknowledge the System Announcement(s), click on ACKNOWLEDGE to the right of the banner.

TN

e A4

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 1/28/2020 8:14 AM EST

S

ﬂm System Annhouncements _— Il

o Just for today and tomerrow announcement

@ TrAms W ENTD W |2 OTrak vy
Transit Award Management System National Transit Database Oversight Tracking System
k- DGS lml SSOR 2 FACES *

The next time the user logs in, they are directed to their default system if they elected one. However,
anytime there is a new System Announcement, the user will always be directed to the FTA Homepage
when they login until they have acknowledged the announcement.

2.2.5 New User Login

New users will receive an automatic email notification from FACES once their account is created. The email
may be sent by Appian, the underlying software that supports the FTA systems. Using the information in
that email, the user may then log in through FACES.

1) The email will be formatted much like the one below:

December 07, 2020 12 Release 5.3.0
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™ - =
Date: Mon, Nov 13, 2017 at 11:05 PM
Subject: Appian account creation
To:
Dear Sophia Transit-Rider,

Your Appian account has been created by your administrator: FACES Administrator. Your username and
temporary password are below:

Usemame: fransit usenifak m
Temporary Password: VD7_UNY &g/, =NK rtKf}7

To log in with your temporary password, navigate to hitps:/faces fta_dot gov

You will be asked to select a new password when you lag in.
If you have any questions, please contact your administrator

Thank you,
Appian

This message has been sent by Appian

2) Using the email, select the URL (internet link) to access the site.

To log in with your temporary password, navigate lofpttps:/{faces fia dot gov

You will be asked to select a new password when you log in

3) Non-FTA users should enter the Username and Password exactly as assigned.
4) Click Sign In. FTA users will need to follow the steps in Section 4.3.2.

U5 Daparimant of Transponation
Fiadéral Tronsll Adminiairalion

transit. user@fake.com

FREERA R RE R

Forgot your password? 5IGN IN

5) Since thisis a new account, the user will be prompted to create a new, more permanent password.
Non-FTA Users need to reset their permanent Appian password every 60 days.

6) Enter the original password (the one provided in the email) and then enter a new password in the two
places provided.

December 07, 2020 13 Release 5.3.0
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7) FACES passwords are case sensitive. Each new password must be different from the previous 24
passwords. Passwords must be composed of:

= 12 characters

= At least one English uppercase character

= At least one English lowercase character

= At least one numeric character

* At least one non-alphanumeric character (e.g., |, S, #, %)

8) Once the password is entered, click Submit.

LS. Dsspawrirasnyl Ol Trownispeosriosticn
Fadesal Teonsit Adrministeoticn

Change Password

Plesese complele (be Farm lo change your padswaord

Old Password

Hew Password

TrmrreaTrETTEEnY

Caonfirm New Fassword

LI CANCEL

9) The new password will be saved and the user will be directed to the FTA Homepage.

-

0 €D Federal Transit Adminishration

dinTs

-

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 4/7/2020 4:52 PM GMT+00:00

=
@ TrAMS Y ENTD ¥ |2 OTrak w
Transit Award Management System National Transit Database Oversight Tracking System
i DGS Ll SSOR 2 FACES W
Discretionary Grants System State Safety Oversight Reporting User Management
Grants w Fatal Flaw b FTA 17 Validati 17 30 I 4
on

Please select a system above. To set a default system, click on the star next to desired system.
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10) Select the Tasks tab. All new users will have one FACES Task listed. New user accounts are
automatically assigned a Task to set up Security Questions and Answers (Q&As) to ensure the
security of the account and to provide a mechanism to re-establish access when lost due to a lockout,
etc. It is strongly recommended that all users set up account security questions.
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11) To complete security question setup during your initial login, click the Set Security Q&As task.

MNews Tasks (1) Records Reports Actions

L& Bt of Traraporkilion
Fecerol Transil Adminisrofion

) A
Assigned to Me »
Set Security QRAS
Sent by Me V’

Starred @

1 MEWEST =

12) On the Manage Security Questions page, select three questions and provide appropriate answers
that can be easily recalled when needed. A few rules apply to the setting of Security Q&As:

a) All users can set up and manage three (3) security questions through the Manage Security
Questions page.

b) Questions must be selected from an FTA approved list and 3 distinct questions must be selected.

c) Answers must contain at least three (3) characters and the same answer cannot be used for more
than one question.

d) Answers are case insensitive (e.g., “dog” is the same as “DOG”).

e) Once questions are established, users must correctly answer their existing questions to change
them. Section 5.2.3 address how to change existing security questions.

13) Click Submit.

Tasks [T}  Recards Rsports

Manage Security Questions

plact 1z Amman- theas |1) pecirits custia=n Teos sisiors can b Lves 500 st Hostion i onioes p2ur aoenamt Sieans note that it a=esems are obcens nasgie,
JQuestmn 1 ®

Annmer = Recype Gneser *

Queschin 2

Anumur " Putype Anwsser ®

Questiana®

AN Resspe Ansaser ¢
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14) The Tasks screen will refresh and the Set Security Q&As task will be removed. Users will receive an
automated email notification that their questions have been updated.

Mews Tasks Records Reports

14 Beporiment of Taarasariahion
[Fedlesol Teonsil Adminissmdion

i NEWEST =

Assigned to Me » Mo tasks avallable
Sent by Me

LN |

2.2.6 Accessing Your Record

A user can access their own profile in two different ways: from either the Account information area or
through the Records tab.

To view your own Profile from the Account information area:

1) Select the down arrow next to the user’s name to reveal the dropdown menu and click Profile.

Settings

Sign Out

2) The user record Summary Page displays.

| L gt K

Transit-Rider, Sophia {transit.user@fake.com)

Sophia

Fallswers Frliawing

Q 0
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2.3 Account Information
2.3.1 User Profile Contents

FACES stores user profile information such as name, username, address, contact information, security
guestions, and PINs. User information displays on the user’s record as discussed in Section 6.4,. Users
can self-manage security questions and PINs (no other user can set up security questions or PINs
for another user). Administrators and appropriate chain of command (e.g.,, User Managers) can
modify specific user profile information and role assignment.

There are explicit rules controlling access to user information within the system:

1) FTA users cannot edit their Profile information (this is automatically handled via a nightly data sync
with FTA systems).

2) Non-FTA users can edit all Profile information other than their username AND email address.

3) User Managers can edit Profile information for users in their particular organizations.
4) Local Security Managers (LSMs) can edit the user Profile of users in their FTA Regions/Cost Centers.

5) Global Security Managers (GSMs) can edit the user Profile of any non-FTA user in their system (e.g.
a TrAMS GSM can manage the profile of any non-FTA user in TrAMS).

6) All users can self-manage their security questions and, if applicable, their PINs.

2.3.2 Account Settings

The account settings page provides a way for the user to manage their own preferred localized settings
for date/time formats, language, and time zone. Non-FTA users can also change their password via the
settings page. The following settings can be adjusted:

e language
e Time Zone

e Calendar Type
e Password (non-FTA users only)

To access user account settings:

1) Select the icon (circular image) in the top right-corner of the screen to reveal a dropdown menu.

Z:'!'{)‘f e
Settings
Sign Out
2) Click Settings.
December 07, 2020 18 Release 5.3.0
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Profile

Sign QOut

3) The Regional Settings Page displays.

MNews

Mews

Third-Party Credentials

Tasks Records Reports Actions

.5 Dapaitment o Tanisatalion
Fedaral Transit Adrministrobon Language

Usze system default: English (United States)

Regional > Time Zone

Use system default: (UTC-05.00) Eastern Time [America/indianafVevay)

Password

Calendar Typs
Use system default: Gregonan

S CHigEes

4) Using the dropdown lists for Language, Time Zone, and Calendar Year, make whatever adjustments
are necessary.

Note:

At present, English is the only language available for selection.

5) Click Save Changes to update the settings.

2.4Passwords

FACES passwords are case sensitive. Each new password must be different from the most recent 24
passwords. Passwords must be composed of:

12 characters

At least one English uppercase character

At least one English lowercase character

At least one numeric character

At least one non-alphanumeric character (e.g., !, S, #, %)

December 07, 2020 19
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2.4.1 User-Initiated Password Reset

Non-FTA users should update their passwords every 60 days. To reset your password from a known
password to a new password:

1) Select the icon (circular image) in the top right-corner of the screen to reveal a dropdown menu and
then click Settings.

Profile

Sign Out

2) Click the Password link on the left-hand navigation pane.

MNews Tasks Records Reports Actions

LB Deportmasr? of Tronggargton

Federal Transit Administration Language
Use system defaulc: English {United States) ~|
Regional > Time Zone
[ews

Use system default: (LITC-05.00) Fastern Time (Amencaflindanatifevay) 'U'l
) oy
I Password I Calendar Type
L e = L] i—l

Use system defaulc: Gregorian

3) Enter the current password and a new password and click Change Password.

News Tasks Records Reports

LLE Deporiment ol Tronsportalion

Eederal Tronsit Administration Old Password *
Regman New Password *
News
Password »

Please select & password that meers all of the following criceria:
= Is at least one character

= i% Pt your |rr|:-\-i|::||.|'. passward

Third-Party Credentials

Confirm Password *

Charge Password
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4) The user will receive an automatic email alerting them of the successful password reset.

Appian for Federal Transit Administration Password Reset  mbox «

adminf@ftasandbox.appiancloud.com 1:14 AM (1 hour ago)

I0mea =

Dear Sophia Transit-Rider,

below

hilps. fiasandbox applancliowd comisuiteforgolpasewordMokan={A0EAwM Cyl YACNDYABInkBoHROWVE
m%mw&ul_um_LJMMﬁ
HT Gl Mt Abmel WWSGSEVIgIYING 25 aw_FEIRCUEL23YW] 31bo QORISR 4ApKn

Thizs link eogpires i 15 minules

you follow the above link and complate the password reset form
Thank you

Appian for Federal Transit Administration

We racantly rocelved a request 1o resel your password. IF you would stll Bke to resat your password, please follow the link

If your did not reguest for your password to be resat. please contact your administrator. Your password will niot be resal unless

2.4.2 Required Password Changes

As discussed in Section 4.3.3 first-time users log in to FACES using a temporary auto- generated password
contained in their confirmation email. They will be required to reset their password. In addition, if the
user has failed to reset their password within 60 days, they will be presented with a reset screen after
logging in with their expired password. The user will not be able to access the system until they have

reset the password.

1) Enter the Old Password, a New Password, and re-enter the new password in the Confirm New

Password text box. For details about password requirements, see Section 4.1,.
2) Click Submit.

U5 Dt of Trorsporation
Faderol Transit Admindiration

Change Password

Pleage complete the: form to change your password

Old Password

Naw Password

e s L Lt

Confirm New Password

B s L L

CANCEL
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3) The password will be reset and the user will receive a confirmation email notification of the reset.
24.3 Forgotten Passwords

If the user has forgotten their password, they can reset it by using a link on the login screen.

To reset a forgotten password:

1) Click the Forgot Your Password? Link on the Login page.

U.S. Department of Transportation
Federal Transit Administration

sunjida.alam@hil.us

Remember me
Forgot your password? m

2) Enter the correct Username (ex., jane.doe@gmail.com) and click Send Email.

Note: Remember that usernames are case sensitive.

U.S. Department of Tronsportation
Federal Transit Administration

Forgot Password

UUsername

sunjida.alam@nhil.us

Enter your username {case-sensitive) and click “Send Email”. An
email will be sent to the email address associated with your user
account. Follow the link in the email to reset your password.

SEND EMAIL

Back to sign-in page
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3) FACES will confirm that the username entered is valid and is associated with an active account. If so,
an email with a password reset link will be sent to the email address entered.

U.S. Department of Transportation
Federal Transit Administration

Forgot Password

An email containing directions for resetting your password has
been sent to the email address associated with
sunjida.alam@hil.us.

Back to sign-in page

4) After the email has been received, select the password reset link from within the email. The reset link
is only valid for 15 minutes from the time the email was sent.

Appian for Federal Transit Administration (TEST) Password Reset

&
Appian for Federal Transit Administration (TEST) <ftafacestestsadmin@dot.gov> ) Reply © Reply Al 7 Forward
To @ Sunnie Alam Tue 11/10/2020 1213 PM

Dear Sunjida Alam,

We recently received a request to reset your password. If you would still like to reset your password, please follow the link below:

ittps://facestest5.fta.dot.gov/suite/forgotpassword/?token=jAOEAWMCMmMQVAwo-
BOp4BOAz10NAJkuhlylegjiDev7Y7ACEUtcSBI18B40 r7ThuGmbpEpXw76r01i76LyGe8y34 BxXgpTKalPxnhljxZ8HIka cfdavXljo- LH18gKoOO gSirgGat7d3viz-
BlGeZBfARb4NCFAh7SNmHfhzScgsIGEpTOYMyUaoKsuOmsdwgsUwvOSpj206WADMfloAWSEOHY68KABO,

This link expires in 15 minutes.
If you did not request for your password to be reset, please contact your administrator. Your password will not be reset unless you follow the above link and complete the password reset form.
Thank you,

Appian for Federal Transit Administration (TEST)

Note: If you do not receive an email, contact the Help Desk.

5) A new browser window will open to the Change Password page.
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6) Enter a new password conforming to the rules in both the New Password field and the Confirm New
Password field and then click Submit. For details about password requirements, see Section 4.1.

Federal Transit Administration
FACES User Guide

U.5. Department of Transportation
Federal Transit Administration

Change Password

Please complete the form to change your password.

Username

sunjida.alam@hil.us

MNew Password

Confirm New Password

CANCEL

7) Once the password has been reset, the user will be redirected to FACES.
2.4.3.1 Timeframes for Resetting Your Password

To comply with security requirements, users may only request a password reset once within a 24- hour
period.

If you attempt a second password reset request before the end of the 24-hour period, FACES will alert
you to the date and time of your last request.

Settings

Regional Third-Party Credentials ~ Mobile Notifications

You last changed your password at 6:48 PM on 10/12/2020, which is less than one day ago. You must wait at least one day between password changes.
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You will also receive an email notification stating you have not yet satisfied the 24-hour requirement.

FTA TrAMS (DEV) Pasgvaord Cannal Ba Reagal L L= ]
T wdmin s 1. dol yos EREACC B TP *

CwarJanz TrahTs,
Wit S M T w7 W] H oSS ] 1 AL AT e eaar [ raeaats 110 0] e Creeatle i pean ssanne e |l nnn D bota g Anan it e n s b clianegel yan seenand

it oK Lol g S Qg (] i P b saser wral pissasor o Bl vis 2b nof anpac i oo

Trant wou

Note: This is a default system message; your site administrator is the Help Desk
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3 System Layout

The software systems residing on the FTA Platform, https://faces.fta.dot.gov, all share a common layout.
This section provides a high-level view of the system and how to navigate, find, and work with data.

3.1 Account Information

Account Information provides access to information specific to the user. It lists the user’s first and last
name. By selecting the user name, the user will be presented with the following three options:

1) Profile —Provides a means for the user to view and update their individual profile information, and to
set their Personnel Identification Number (PIN). Refer to Section 4, for more details.

2) Settings — Opens the Settings Page where the user can select language and time zone and subscribe
to news feeds. Non-FTA users can also change their password here.

3) Sign Out — Select Sign Out to log out and exit FACES.

User Management « n

Signed in as FACES System Administrator

& PROFILE | % SETTINGS @ (# SIGN OUT

3.2 Manage Users

The Manage users tab provides access to view all users that the logged-in user is approved to see
(generally, users within their same organization). More information on the content of user records is in
Section 3.4 of this user guide.

@ 5 Lt

MANAGE USERS ACTIONS REPORTS User Management ~ O € Federai Transit Adminish]

+ & CREATE NEW USER

+ &8 CREATE MULTIPLE USERS

vReport Filter Criteria

Role Category  Sclect role catezo - Cost Center  Select Cost Cente -
Access Control  Office of Program Management v User | Select a user (including deactivated)
Group
Name | Search on First or Last name (whole or part)

Organization  Sclect an Organization

Status [ Active

Role 5o ole e Locked
B4 Display individual Roles in Grid
oisplay CLEARFILTER(S)
Users
Username T Name (Last, First) system  Access Control oSt organization Role Last Certified Created Date Modified Date  Last Login Date  Status
Group Center Date
Office of Program LEE 2/4/2020 4:03 2/4/2020 4:03 2/4/2020 4:03 2/4/2020 4:03
ann.um123@mailinator.com Um, Ann (Ms.) TrAMS Management TPM ;}—BIF_’ADELPH\A User Manager PM EST PMEST PM EST PM EST Active
Coughlin, Anne Marie Office of Program o 12/11/201912:10  12/11/201912:03  12/11/201912:03  12/11/2019 12:03
@ .
annemarie.coughlin@email.com (Ms.) TrAMS Management TPM (N/A) Reservationist M EST PMEST PM EST PN EST Active
. Local Security Office of Program Local Security 8/15/201910:33 5/8/2019 4:17 5/8/20194:17 10/1/2019 10:00
beloeB i GIEIEERE | e 06¥ TrAMS fanagement M (NFA) Manager (LSM) AM EDT PMEDT PMEDT AM EDT Active

Selecting a specific record displays a User Summary Page, containing detailed information associated
with that selected user. The specific pages of the user record are discussed in Section 3.4.
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3.3 Actions

The Actions tab provides a list of actions that the logged-in user is approved to take within the system. In
general, FACES actions are only visible to users with user management roles (e.g. User Managers, Local
Security Managers, and Global Security Managers). In the case below, the User Manager is presented with
a list allowing them to create and manage users (even multiple users), manage role documentation, review
unlock requests, and perform searches for specific records. Users will see other actions specific to their
roles in the other FTA software systems. The Actions available to any user are limited to their role(s).

& P I

MANAGE USERS ACTIONS REPORTS

&
Assign Bulk Roles
Assign Bulk Roles to Muiltiple Users

5]
Recertify Users
Recertify User Role(s) for Active Users

&
Review Unlock Requests
Approve or Reject Unlock Requests

Manage Role Documentation
Add or Remove Role justification Documentation

&
Create and Manage Users
Creare or Activate a New System User

&
Remove Bulk Roles
Remove Roles in Bulk

@

Manage Access Control Groups

Create or Edit Access Control Groups and Manage Organizations

)
Manage System Announcements
Manage System Announcements

Upload Information for Multiple New Users

User Management ~ O Q) Federal Yonst Aaminsna

&
Create Multiple Users

Review Role Requests
Approve or Reject Role Requests

Manage Recertification
Manage User Role Certification Cycle

Selecting a specific Actions displays a detailed information related to the Actions. The specific pages of

the Actions are discussed in Section 6.5.
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3.4 Reports
3.4.1 User Details Report
The Reports tab contains all reports that the user has access to. The purpose of this report is to provide a
way to search for users by different characteristics. The logged-in user can only search for other users

that he or she is approved to see (the same set of users that displays on the User records list in Section
3).

e 5
-
MANAGE USERS ACTIONS User Management ~ 0
—_— <

m & =
User Details Report User Deactivation History Report Recertification Status Report
View User Login Detalls, Roles, and other Data View User Deactivation History View the Recertification Statuses of all Role Groupings
&

Supervisor Hierarchy
Roles Displayed in Supervisor Hierarchy

Selecting an individual report from the list will launch the report process that presents the finished report
details to the page. Selecting User Details Report from above presents:

L] ol
ACTIONS REPORTS User Management ~

-

v Report Filter Criteria

system | select an Application ~ Cost Center  Select (ot Center -
Role Category Select role catego - User
Access Control  Select s grouy - Name

Group

Status Active

Organization @ Locked

Deactivated

Role  Select 5 Role -
Display individual Roles in Grid CLEAR FILTER(S)
Users
Username Name (Last, system Access Control Cost Organization Role tzsrtified Created Modified Last Login status
First) V' Group Center & Date Date Date

Date

The report page provides several ways to filter the data presented. In most cases, the report filter is pre-
determined by the logged-in user’s characteristics (Role Category, Access Control Group, Cost Center
and/or Organization). The filter can be further limited by User Name, or by partial name (first or last). The
list can also be filtered by users who are Active, Locked, or Deactivated.

December 07, 2020 28 Release 5.3.0
FACES_User_Guide-5.3.0.docx Unclassified - For Official Use Only



Federal Transit Administration
FACES User Guide

- L4 il
- [
MANAGE USER ACTIONS REPORTS User Management ~ € Feceral Transi Adminishation
N, USERS ! B 1 Transit Administrat

+ & CREATE NEW USER || + S CREATE MULTIPLE USERS

vReport Filter Criteria

system  Selects - Cost Center -
Role Category  Select v User
Access Control - Name

Group
status [ Active
Organization @

Locked
Role  Read Only - (TrAMS), User Manager - (TTAMS) - Deactivated
B Display individual Roles in Grid
Users
. Access Control  Cost R Last Certified  Created Modified Last Login
Username T Name (Last, First) System Group Center Organization Role Date Date Date Date Status
1334 User 9/3/20209:18  3/20/2019 9/3/2020 1:40 /212020
aiden.al@mailinator.com Al Aiden (Mr.) TrAMS Region 1 TRO-1 RIS — PM 2:44 PM AM 11:09 AM Active
BT GMT+00:00  GMT+00:00 GMT+00:00 GMT+00:00
1334 User 711512020 2712019917 8/17/2020 9/212020
alexa.hill@mailinator.com Hill, Alexa (Mrs.) TrAMS  Region 1 TRO-1 CONNDOT Manager 1:22PM PM 4:04 PM 11:09 AM Active
BT GMT+00:00  GMT+00:00 GMT+00:00 GMT+00:00
To return to the full list, select CLEAR FILTER(S).
Clicking GENERATE REPORT will execute a process to create an Excel spreadsheet of details.
User Details Report
~Repart Fllter Criteria
Syalum ALY - Ll Catti IRy e -
Rode Cabepory  Beorisrl - Lser
Botemmoomtral S - MamE  crne o e -
Graup
skatus [0 Srires
arpanization 0w oo Cvzammnes f——
Eede I . Liesa diwnit szl
B Ciscdze rdrad sl Boles i Grd
Lsers
Mame [Last Arrea r Lask Caphiling
Ussrname | BILATL cbem Comro ™ Omecizmen ol 7t Ceriihy Cregted Done Mot fed Cabe LostLogn Date  Stecus
Flrzz) Pt Czneer [ine
o D b . TekE . s AUENIORNE 2000 10ET 11 -
el o ) UELLE iz st TROZ MM NTD DRRCRI L o AR I BB T4 T QI
rAnraan 1741 Ea kY 1 ) 1 g | LI E Bl B D | .
T T T ke Lot A L SHIG &
ST T e 1 e P OGRTRNDD CRIGRT-B0 FRIGNTSNED  FRGMTSI003 fr
D - Trakis — = 1IN ECE TIE2N AR n
SR -1 W f. peber i TrafA= RO A1d-HTE o - i
e sk alnranem - Lpseridel TS s w R PYOMTI RAGNT THLLD fres
——
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A prompt will pop asking to verify to generate a report with the current filters.

Are you sure you wish to generate a report with these filters?

Clicking the link to the report (User Details Report) will create a task with a download link. Once
opened, the Excel spreadsheet presents separate data pages based on the details selected.

AEarALs Fuganien Lae FECRT ST Y H—
] Mlaruges i Sk i
Akmrrare Sepores

) BitEe ae i o ]
; T " adat i Rlaragen i ki

$505 Local Betuirity

) ADOE

51

N0

10259 AM

[2:2)
AErngte A0 AR
B iar 1ol ARN ST 047 A EET
Linar TS0 STA201§
by azyr Vordd AMAEST L5 PUEDT

Vaur dorument i baing gersraned, vou will receive 3 e wits & downlosd lini when i b reary, Heste nome that the proqess may take § whils

RGOS

MERTAMEST 14 AMEET

WFRTTAD
TP DT

(L T

LHAOI0

a
e

1=80cfX3T 3 B

3.4.2 Recertification Status Report

After the end of each recertification window, FACES will generate a recertification status report, accessible
by Global Security Managers and Local Security Managers only (see Section 8.1 for Recertification Process)

How a Certifier can view recertification status report:

1) Certifier log into System and clicks Reports.
2) Clicks Recertification Status Report.
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= U
Fededl Tons! Admns
MANAGE USERS ACTIONS User Management = n A it ok i
[4=] [ &
User Details Report User Deactivation History Report Recertification Status Report
View User Login Details, Roles, and other Data View User Deactivation History View the Recertification Statuses of all Role Groupings
&

Supervisor Hierarchy
Roles Displayed in Supervisor Hierarchy

3) The System displays Recertification Status Report.

L] L ihil
MANAGE USERS ACTIONS REPORTS User Management ~ x €Y Fecerct Tonst Agminisirot
System | FACES - ‘ Year 2020 -
Recertification = Select Recertification Group - Role &
Group
Access Control  Se/=cr = Groue ¥ Organization
Group

CLEAR FILTER(S)

vRecertification Status By Role Grouping

Last Updated: 3/17/2020 4:54 PM GMT+00:00 Status by Recertification Grouping

Recertification #of User Roles  # of User Roles 1 emsitenas No data available
Grouping Certified Remaining P

No data available.

4) Certifier has the filtering options by systems, year, role, recertification group, organization, and access
control group.
5) Certifier can see recertification status by role grouping.
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System ‘ TrAMS

- ‘ Year 2020

Recertification
Group

Access Contraol
Group

Last Updated: 3/17/2020 4:54 PM GMT+00:00

Recertification Grouping

# of User Roles

vRecertification Status By Role Grouping

# of User Roles

hd Role

Organization

Status by Recertification Grouping

6k

1 completeness

CLEAR FILTER(S)

Certified Remaining . 4,370
3
° 4k
TrAMS Org Users 225 4370 5% =
5
E
TrAMS User Managers (UMs) 36 1825 2% s
E 2 1.643 1,825
TrAMS FTA Staffs 193 1643 1% =
. 2 2 323 " 193 31 162 225 36
TrAMS Contractors 211 323 40% ] f— — f—
\\\;7"(' & i B & o ? &
TrAMS Local Security ¥ & & A & o &
i R 31 162 16% & o & ¢ & S X
Managers (LSMs) &'ﬁ' Q“‘é: Jaoo . - ;,\“x &3\5 \\?w
& B »
TrAMS DOL Reviewers 5 4 56% N ~ \\'S
Recertification Groups
TrAMS Auditors 4 2 67%

@ User Roles Certified User Roles Remaining

7 items

4 System Users

A User Record includes all information directly related to the user’s Profile (e.g., name, address, title, and
role(s), audit history). It also includes all news items specific to the user and any Kudos received. Users
may see other staff members’ User Summary page and User Details within their organization.

Each user may manage their own Profile information. Some user information may be edited by the
individual user. User roles are granted and managed by User Managers, Local Security Managers
(LSMs), and Global Security Managers (GSMs).

41 User Types

There are three account types used to classify each user on the FTA platform: FTA users, Organization
users (e.g., TrAMS Recipient, DGS Recipient and NTD Reporter), and External users.

1) FTA Users: This user type includes FTA employees and federal contractors who directly support FTA.
All FTA users have FTA email accounts ending in @dot.gov.

2) Organization Users: This user type includes individuals who are employed by or support an
organization that uses an FTA platform software system. The users are grouped by their
organization(s). This user type includes TrAMS Recipients DGS Recipients and NTD Reporters.

3) External Users: This user type includes individuals external to FTA but provide support or oversight to
one of the FTA platform software systems. External users have three sub-types: Auditors, Contractors,
DGS DOT users and Department of Labor (DOL) users.

The types of roles that a user can be granted are specific to the user’s account type. FACES defines
standardized role types, role hierarchy, and security for the various software systems on the FTA platform.
New roles and user categories may be incorporated as needed in the future to allow FACES to support
additional software systems and to meet changing requirements.
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4.2 User Roles

Users roles on the FTA platform are grouped by role category (e.g. FTA Staff, TrAMS Recipient Users,
TrAMS Reporters and DGS Recipient Users).

Each organization user has an assigned User Manager. The User Manager assigns roles to each user in
their organization in accordance with the rules specific to their FTA software system (e.g. TrTAMS, NTD,
SSOR, etc..). Users may be assigned one or multiple roles within their organization. Roles assigned to each
user control the Actions available to a user and the Tasks assigned to the user.

The figure below provides an outline of all user roles within the FACES landscape. Each will be further
defined in subsequent paragraphs.
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Figure 2 — User Role Outline

System Administrator

Global Security Manager (Super LSMs, NTD Signers, G5M) m
Local Security Manager (LSM)

FTA Supervisor
Contractor
FTA Staff R u
m m perter e

The following tables lists the available user roles that may be assigned. For definitions of each role
and associated privileges, please see the corresponding system user guide.

Table 1 — Organization User Roles
(continues to through page 20)

Organization User Roles FTA User Roles External User Roles
NTD 1) User Manager Global Roles 1) Auditor
Reporters 2) CEO 1) Global Security Manager (GSM)
3) NTD Contact 2) Global Viewer
4) E(.:I|tor 3) FTA Signers
>) Viewer 4) FTA Viewer
6) Safety Contact
7 Selieiy Eolier Validation Team
8) Safety Viewer 1) Validation Analyst
9) CEO Delegate 2) Validation Ops
3) Validation PM
4) Validation QA
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10) JPC Procurement
Officer

Organization User Roles FTA User Roles External User Roles
1) Read Only Global Roles 1) Auditor
2) User Manager Global Security Manager (GSM) | 2) DOL User
3) Submitter Global Viewer 3) Contractor
4) De\‘/ehloper Standard Regional Staff
5) Official
6) Attorney Roles .
7) Civil Rights 1) Stupeiyer
8) FFR Reporter 2)Local Security Manager (LSM)
9) MPR Reporter 3)Intake Manager

4)Pre-Award Manager

6
7)Administrator

Reservationist

)

)

)

5)Post-Award Manager

)

)

8)Director

9)Director of Operations

10) Initial Reviewer

11)  Technical Reviewer

12) Environmental
Reviewer

13)  Civil Right Officer

14)  Legal Counsel

15)  Read-Only

Specialized HQ Roles

1) Apportionment Manager

2)Budget Analyst

3)Budget Director

4)Dataset Administrator

5)DBE Approver

6)Discretionary Admin

7)Discretionary Manager

8)TCA Record

9)Transit Director

10) Vendor Setup
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Organization User Roles FTA User Roles External User Roles

1) Program Manager 1) Auditor
2) Team Lead 2) FTA Contractor (DOT
3) Reviewer User)
4) Global Security Manager
5) Local Security Manager
6) Administrator
7) Management
1) User Manager Global Roles

Alternate Reporter
Primary Reporter
Viewer

1) Global Security Manager (GSM)
2) SSOR Viewer
Standard Regional Staff Roles

w N

o

3) Local Security Managers (LSM)
4
5
6
7

) Validation Team Member
) Validation Lead

) Director

)

Regional Safety Officer

Global Roles
1) Global Security Manager (GSM)
2) FTA Staff

4.3 User Visibility

There are explicit rules controlling access to user records and user information within the system.
The following rules independently to each FTA system (e.g. TrAMS, NTD):

1) Organization users can see all other users within their organization(s). For example, a user
who belongs to ‘Transit Organization Blue’ will see all other users with roles in ‘Transit Organization
Blue’.

2) Organization users cannot see FTA user records, external user records, or users outside
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their organizations.
3) FTA users can see all other FTA users within their system (e.g. TRAMS, NTD, DGS).

4) FTA users can see all organization users who belong to organizations within their FTA region or
cost center. Global FTA users can see all organization users within their system (e.g. TrAMS, NTD,

DGS).

5) FTA users with specific roles (e.g. GSM, validation analyst, LSM) can view external user records.

6) External users can only see user records for other external users of the same subtype. For
example, TrAMS DOL users will only see other DOL users in TrAMS.

Table 2 summarizes these rules from the perspective of the logged-in users type:

My User Type

Organization

Table 2 — User Record Viewing Privileges

Organization

All organization users within my
own organization(s).

User Records | Can View

FTA

No FTA user records.

External

No external user records.

FTA All users belonging to All FTA users within See some external user
organizations within their FTA the user’s system (e.g. | records depending on
cost centers. NTD, DGS). roles assigned.

A global user sees all
organization users within his/her
system (e.g. TrAMS).
External No organization user records. No FTA user records. All users of same external

subtype (e.g. Auditor) in
my approved systems
(e.g. TrAMS, NTD, DGS).

4.4 User Record Content
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Each user’s record opens to a user Summary page.

- il
i , o User Management ~ €D Fecera ianst Adminis

MANAGE USERS ACTIONS REPORTS b,

Viewer, Arya (arya.viewer5@test.com)

User Details User Roles History News Related Actions

Arya Viewer

Test User

& example@example.com
L. (555) 555-5555 (Office)

B 1600 Pennsylvania Ave NW
Washington, DC 20500
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N

o/

User record content is split between multiple pages. Each user’s record contains:

4.4.1

A User Details page visible to all users who have access to that user’s record. The
User Details page contains the user’s account and contact information (e.g., first
and last name, email, user type, and account status).

é'ﬁﬁk, Dale (dale.cook@dot.gov)

S m
Account Information

User Type FTA

Creared On 2

Usernams s
Frst Name Dals
PAlidkdle Nams

Last Nama Cock

Contact Information

Emall Turmis 1R 2T B3
Phpes: Humbies [1231 1237333
Addrean 1 1177 Lenr ‘i S
Addreus I

Liey Focvernsr

SLate [

Sragus  ACTye
Last Lagin Dane
Tithe
Homarthe ki
Campany hsms

Sysbam

Fax Mumber

Phpess Ext
Zip Cesds  72L00

Tip Ext

Pl Bex

||

4.4.2 A User Roles page visible to all users who have access to that user’s record. The User
Roles page contains a grid of the user’s active Roles and current User Managers.

Tezords o Lea

Global Security Manager GSM, TrAMS (sunnie.supergsmuser@mai

e - -

Guhal Seouite Manzgor |55
il ey Mssper (5
{§abal Socut Mznzgar 1S
Gonzhual feeraricp Bansgern T4

G bl S2nuery Menzper 1G5V

R Canegony

ol L

s

S

Helsiad A lwens

Sxsreim

Acass Conmo Gr o

rA,

oSt Carmr

i,

qih,

i,

i

inator.com)

Orgarization

Eraps

Aoprzessd
Aoproed
saproeed
CR R
Fproed

4.4.3

December 07, 2020

A History page visible to each user and their management chain (User Managers,

Validation Analysts,

LSMs, GSMs).

This History page contains an audit trail of

changes to the user’s Profile and Roles. Users can filter role history using the
following filters: System, Role Category, Status, Cost Center, Organization and Role.
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Global Security Manager GSM, TrAMS [(sunnie.supergsmuser@mailinator.com)

Sumimery haar Duada Jaz Badaa v

FEPEITH RIS

SpsLEm Acss Contre -
Group
Folu Cotmgo: -
e ot Center -
[ R
Dirganizedios ol
etua -
CLL&R FILTERG]
Role History
Ezlz Kzl Calspoey Lemiam Fezzean Lol Grocp Cone. Cumbar Llaluz Cemrunia henus 12y | Ll
Shebial Sascunily Moot (35K Shebul Lawa SECA Apressl wunmes bl PRTET EPrATR AT, 1 Ty 1142010
tikchal twenrly Wanapar (kT Sikhal Lsscs (it arpreed sk gemdge e g 17eLIATIY
Skehal Semurity Managar STRT Shohal Daser AiTess Apqreeed surba cieakpereB o o 17133118
Shobal Seournity Monoger (EEKT Thbol Lz s Tessds Aopngeid SRR T R LR 0 1722010
B . i Urestiles Laer Hedw Bamrarsed in M ghily Ty
Shebial Bocunby Monaper J32K Shelial Lae-a TANH [ T T ——— Tl il e 1620010
1-3=F77% 3
Certification History
Fuale Rrle Carsgory Syenenn Caer Conre Crmiesne Chengs By L Foate Fepdratine Nane
Gkl Semrhy Menepar (GRRT FlzhalLins-= AR b g f ne pra 148
Shobal Securny Monzger K3ERT Shebal bz e suneizgsmdzs@do goe LR ER ]

4.4.4 The News tab shows a listing of user activity with the most recent news displayed

first.
fn:,u-:-nklnl:-lale (dale.cook@dot.gov) [P
et T Lsir Drataa’s L R HS Loy m Falatid A

4.4.5 The Related Action page contains any actions the viewing user is allowed to
perform on the record. On this page, the user can manage their Profile, Security
Questions, and PIN.

Attorney, Testing (testing.attorney@mailinator.comy) =

+ Rt Prafile

* MaSage et Rohrs
i paribvane Lser
e i ke

C, Agurt Fikd
Tedw will resri B ™ Pl

For detailed information about these user record pages, please reference Section 6.4.
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5 Managing the User’s Own Record

5.1 Related Actions

By selecting Related Actions users will be provided with additional options that can be performed on their
Summary page.

Records = Lsers

WMATA, Submitter (wmata.submitter@fake.com)
Summary User Details User Roles History Mews

'r Edit Profile
Edit Profile

ﬁr Manage Security Questions
set or update account security questions

l"- Manage PIN
Set or update security PIN

5.1.1 Related Action: Edit Profile

All non-FTA users can edit their own user profile (name, contact information, and business address) using
a profile related action. The only profile information users cannot self-update is their username and email
address. FTA users cannot edit their profile information because their information is provided to FACES
by a nightly information transfer from FTA’s internal systems. If an FTA user’s information is incorrect, the
information must be updated in FTA’s internal systems.
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To edit the user’s profile:

1) Locate the User Profile through either the User Settings page or the Records page.
2) Select Related Actions.

3) Click Edit Profile.

Beorids

Transit-Rider, Sophia (transit.user@fake.com)

& f edic Aol
Edrercie
& Kianaps Secun